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PROCEEDI NGS

MR. MEDI NE: Good norning and wel cone to the third
day of the FTC s privacy week and the | ast session on
consuners' online privacy. This afternoon we wll turn to
the very inportant topic of children's online privacy.
want to nmention that this norning's session on unsolicited
comercial E-mail is being cybercast on Denocracy. Net and
i steners on Denobcracy. Net who wi sh to submit comments for
the public record may do so at www. denocracy. net, so we have
an interactive session going on as we speak.

Again, this norning we're going to be focusing on the
subj ect of unsolicited comercial E-mail and we're going to
do that in three panels. The first wll focus on who and
what the practice is all about, how it takes place. The
second panel w Il discuss what are the econom c benefits and
costs of the practice. And the third will discuss what
controls, if any, are appropriate in addressing the
practi ce.

Jason Catlett who is the CEO and founder of
Junkbusters who was with us has agreed to conme back again and
give us a bit of education about unsolicited E-mail, so Il

turn it over to him
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MR. CATLETT: Thank you, David. [|'mhonored that the
Comm ssion staff has asked Junkbusters to present sone
exanpl es of spamand to say a little bit about how spam
factories work.

Junk E-mail probably causes nore anger than any ot her
issue on the Internet; however, | think it's worth trying to
at least start wth a dispassionate and rati onal exam nation
of what spamis. W should even allow ourselves a little
good hunor whil e discussing this serious and inportant topic,

because even spam can have its funny side in snmall

quantities. In bulk, of course, it can cause substanti al
injury.

First, I would |ike to ask how many peopl e here have
received at | east one piece of junk E-mail in their lives?

How many have received at |east 10? At least 100? It's
still a substantial nunber. At |least 1,000? Still a few
hands. Anyone nore than 10,000 pieces of junk mail? One.
Anyone nore than 100, 000 pieces of mail? Well, we have
sonething to be grateful for

Peopl e who never received junk E-mail before are
often kind of disappointed by their first piece. They've
heard all these terrible things about junk E-mail and when
they actually see sone, it strikes themas pathetic and
mundane. It's kind of |ike reading about Mbses and the

pl ague of |ocusts in the book of Exodus and then seeing a
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singl e dead grasshopper. Well, there's a big difference
bet ween one insect and a swarmof mllions descending on your
backyar d.

Now Junkbusters has a sizable collection of junk
E-mail inits forensic lab, but | was reluctant to present
real exanples before the Conm ssion because we don't like to
single out any individual for doing what's becone a common
practice. So, what |'ve done here is to put together a
conposite of parts taken from dozens of pieces of real spam
rather |ike than an Identikit portrait or an idealized
bot ani cal draw ng.

The result mght |ook to novices |ike a parody, but
really everything that I'lIl show you today is fairly ordinary
and representative of the kind of spamflying around the
Internet as we speak. Not all junk E-mail |ooks like this,
but nmuch of it does.

Sonet hing you learn after reading a few hundred
pi eces of spamis that they cone in different types. The
amateur's junk is a very different species fromwhat a spam
factory produces, as different as a grasshopper and a
cicada. The amateur's spamis nuch easier to exterm nate
than the professional's, so |'ve put together sone idealized
speci nens of each. Let's dissect them

For those of you listening on the Wb broadcast

you can find these specinens at URLJunkbusters.com
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spans. htm .

This one briefly says, "Forgive the intrusion, but
|"mconpelled to tell you how to make a | ot of noney." It
goes on with sonme nultilevel marketing schene pitches. The
first characteristic we notice about it is it's a truly awful
sales pitch. It's marginally literate, it's riddled with
spelling errors, it's nade up of patently false clains that
are thrown together in an incoherent presentation that nobody
able to read would seemlikely to fall for

Second, contrary to the end where the spamer tells
us, "You are not on any nailing lists so there's no need to
ask to be deleted,"” the recipient obviously is on a mailing
list because he's received the spam The spamer sinply
hasn't bothered to conme up with an address where requests to
renove can be sent.

The body text of the E-mail already suggests that the
spanmer is a novice, but what confirns this is the header
i nformati on, nost of which isn't displayed by the E-nail
readers unl ess specifically requested.

The From Received and Message | D headers are
consistently indicating here that the spamer is sending
E-mail through the Conpuserve account and is asking for
responses back to the Conpuserve address. These amateurs are
easy to deal wth, sinply send E-mail to the Postnmaster or

soneti mes an account called Abuse at the conpany, in this
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case it's Conpuserve, and they take care of it.

Al nost all nmmjor online service conpani es have strict
policies against spanm ng and they're pretty vigilant in
term nating accounts that violate their terns of service. An
angry recipient could also reply to this spamrer directly and
many do.

The good news is that nost of these snmall-tinme
spammers don't keep it up for long. The bad news is that
they are being born in increasing nunbers, so as nmany nore
people get on to the Internet nore people get the inpression
t hat what spam pronoters euphem stically call bulk commercia
E-mail is a legitimte marketing tool. These small-tine
Spanmers are never going to use any renove list or E-nmail
preference service from anywhere.

The really bad news is that nost spammers that do
survive do so by learning to cover their tracks or they get
software or a spamfactory to do this for them Let's | ook
at a specinen fromone of these electronic mlls.

As a general -- the head of the body first, please,

t hanks. As a general rule you can believe exactly nothing
that you read in spam but sonme of the statenments in this one
are true, such as the claimthat spanmng is a nunbers gane.
Most spammers don't bother to try to renove even
undel i ver abl e addresses fromtheir |ists because the cost to

t hem of sending an additional piece of E-mail is such a
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mnute fraction of a cent that it doesn't justify the
slightest effort.

Anot her practice that's referred to in the slide
com ng up now -- nunber two, thanks, Larry -- is the practice
of what's euphem stically called harvesting E-nail
addresses. It's a euphem sm because harvesting inplies that
t he harvester has planted sone seed and it owns the |and,
which is sinply untrue here. Junkbusters uses the term
scavengi ng instead. Were do they get these addresses? They
get them from Usenet groups, chat roons, user directories and
in certain circunstances a Wb site can determ ne the E-nail
address of a visitor to that site without their know edge,
al though this is possible only in a snmall percentage of
cases.

Anot her true statenment in this spamis the fact that
|SPs try to cut off spammers, and that spamfactories al so
are run fromlnternet connection to Internet connection. In
recent nonths a few major conpani es have announced policies
whi ch are tolerant or favorable towards spamand | hope that
we'll hear fromthem today.

Many spam factories surreptitiously deliver their
spans to unsuspecting sites to deliver for them Q der
versions of the mail delivery software will do this. In the
early days of the Internet this was regarded as a hel pful

feature. Now it's seen as a |l oophole for bandw dth thieves.
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The subject title in the spam "Don't |SPs Just Make
You Mad" doesn't give any strong indication that the nessage
is junk precisely because many people delete itens of E-mail
that are obviously spam before even displaying the full text
of the mail

The body copy of the spam accurately explains what is
going on in these headers. The sender has renoved all real
E-mai| addresses fromthe spam The official-sounding
Aut henti cated Sender and even the address of the person it
was delivered to are fake. This surprises many recipients.
The From and To addresses are the sane nonexi stent address.
The dommain.com with two Ms, doesn't exist.

A recipient that tried to reply to this address in
the normal manner will only get an automated reply called a
bounce from sone i nnocent ISP, usually their own, saying that
the mail could not be delivered. This wastes tinme and effort
by conputers and this cost is not borne by the spamer.

The spammer's instruction for renoval at the bottom
al so goes to a nonexistent address. Sone spamrers choose
addresses that do exist but unrelated to them Qhers
actually maintain their own pseudo-renove addresses but
sinmply use the results as an additional source of addresses
to spam There are sone independently run |ist cleaning
sites that do really seemto work on certain high-volume spam

factories, but nost spammers will always ignore them
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Let's turn to the headers. The headers here contain
a good deal of what's been called spanouflage, disinformation
designed to placate or confuse the irate recipient and to
thwart or weaken their efforts to stop the spamfactory
sending themnore junk. Here at the bottomin caps the
spamer seens to be trying to wap hinself in sone
anti - pornography flag, making hinself appear nore
| egitimate.

Thi s spamer appears to be trying to nove up the food
chain positioning hinself as a carrier of other people's spam
rat her than a producer, thereby evading responsibility for
the injury caused by the spam To ne, the nost offensive
part of this header information is the offer for a product to
filter unsolicited comercial E-mail called the Pro Tech
Shun/ Rack-1t.

Finally, I'd like to draw your attention to a kind of
spamthat doesn't exist yet, and that's unsolicited E-mail
from maj or marketing conpanies. W can only specul ate on
what this mght |ook |ike based on the Direct Marketing
Associ ation's guidelines, which now permt DVA nenbers to
send spam even though none of themI'm aware of are doing
so.

A maj or conpany's spam woul d contai n genui ne
instructions on how to request no further E-mail be sent from

t hat conpany and also for all DVA nenbers via their proposed

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



13

EMPS. The subject headi ng probably would still stress
opportunity, but by the end of the first paragraph there
woul d be a clear indication that the E-mail is a
solicitation.

The body of the text m ght address you by nane | ooked
up fromsonme commercial data base and it mght refer to the
Wb site where your E-mail address was harvested, although
t hey probably woul d not use the word "scavenged." The sales
pitch woul d probably | ook much |ike the direct mail that you
get in your physical mailbox, possibly w thout pictures but
with nore URLs.

The future |I'm sketching m ght sound very simlar to
t he physical present, but there's one very inportant econom c
di fference. For each piece of physical direct mail you get
sonebody paid a dollar. For that dollar the same sender
could afford to send upwards of 10,000 pieces of spam

So | conclude with a note of warning, junk E-mail was
a novelty two years ago, today it's a big problem Two years
fromnow it could easily be nmuch, nuch worse and that's why
we' re here today.

MR. MEDI NE: Thank you very nuch. Now, again, maybe
you could just |eave that |ast part up and a couple of
guestions. One is what is the incentive -- you tal ked about
how t he addresses, the return addresses, are not accurate

i ndi cations of where the E-mail cones from Do you know why
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there's such a great effort done to not put correct
i nformation there?

MR. CATLETT: Perhaps Sanford Wallace would like to
answer that question.

MR. MEDINE: Well, why don't we -- he'll have a
chance to discuss it --

MR. CATLETT: Well, ny viewis that they wish to
avoi d the inconveni ence of people sending requests to renove
the name fromthe list or worse. Spammers do receive a |ot
of abusive mail and they al so seek to avoid that.

MR. MEDINE: |Is that called flam ng?

MR. CATLETT: Yes, that's correct.

MR. MEDINE: |Is there any other indication on this
nmessage or a typical comrercial E-mail nmessage that woul d
actually lead you to the source or is it possible to totally
obfuscate the source of the E-mail ?

MR. CATLETT: Typically the source is obfuscated.
There's usually a post office box address, there may be
sinply an 800 nunber. And people who provide integrated junk
E-mail| services typically advertise thenselves to be
bul | etproof, indicating that it's not possible to retaliate.

MR. MEDINE: So there's nothing inherent about the
way the Internet operates that would require sonething
traceable in the delivery of the nessage?

MR. CATLETT: That would be extrenely difficult to
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do. In sone cases, for exanple, in 1996 a very | arge spam
was sent out soliciting child pornography and the FBI got
hundreds of calls and they went through an enornous effort to
trace the source of the spam and it turned out to be a

hoax. So usually that can be done, but there's not that
econom ¢ or other incentive to do so.

COW SSI ONER VARNEY: | have a question. Could you
put the slide up that is how to renove yourself fromthe
E-mail lists, please. To renove your E-mail address you want
to send an E-mail to this -- is it your experience that the
majority of unsolicited E-mail has inaccurate renova
i nstructions?

MR CATLETT: Yes.

COW SSI ONER VARNEY: Then | guess | have a question
for staff. |Isn't that fraud or deception under our existing
authority?

MR MEDINE: Yes, | think it may well be.

COW SSI ONER VARNEY: Thank you. The sane question,
when you get an unsolicited E-nmail wth a header that the
sender has deliberately or intentionally run it through a
server to lead you to believe that the E-mail is comng from
a known source or a trusted source, how nmuch does t hat
happen?

MR. CATLETT: That is conmon. There are a nunber of

suits, for exanple, currently at Conpuserve where spanmers
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are being charged with this action, and judges have found
this to be trespass.

COW SSI ONER VARNEY: Do you have any evidence as to
why the mailers do that?

MR. CATLETT: Covering their tracks. And also
because they are so often denied access by legitinmte | SPs,
they seek to insert their junk at points where they're not
account abl e.

COW SSI ONER VARNEY: And again to staff, wouldn't we
be able to exam ne that practice under deception and fraud
authority?

MR. MEDINE: Again, | think that's sonething that may
wel |l fall under such a | aw.

COW SSI ONER VARNEY: kay, thank you.

MR. MEDI NE: When the practice apparently is to use
return addresses of E-mail of real entities, not those of the
unsolicited E-mailer, what's the incentive for doing that as
opposed to just making up a return address?

MR. CATLETT: It's very difficult to fathomthe m nd
of a spamrer. Most of those people are not excellent in the
area of marketing or operation.

COW SSI ONER VARNEY: Maybe we shoul d now hear from
t hem

MR MEDINE: W will.

MR. CATLETT: | think you'll get a better quality of
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spammer at this table than you get from.

MR MEDINE: Al right. WlIl, thank you very nuch
for that presentation. W would now like to turn to our
first panel to discuss -- give us really a sense of how
unsolicited E-mail works. And we're fortunate enough to have
fol ks on the panel who know exactly how and can tal k us
t hrough that.

I would Iike to introduce Sanford Wall ace, who is
presi dent of Cyberpronotions. And sort of a basic question,
if you could really wal k us through how unsolicited E-nail
works as a practical matter.

MR WALLACE: Sure.

MR. MEDINE: And by the way, just for term nol ogy
sake, are you confortable with the term"spant or do you
prefer "unsolicited E-mail"?

MR, WALLACE: Wiatever you want to say, it's al
right with ne.

MR. MEDINE: WIIl you wal k us through what the
technol ogy -- how are you able to send |large quantities of
nmessages, how are you able to get the addresses and so forth.

MR. WALLACE: Well, to address your question about
how we were able to send E-mail, we, |like every other service
provider on the Internet, have invested hundreds of thousands
of dollars in equi pnment which gives us high-speed access to

the Internet frommultiple backbones and the equi pnent
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necessary to send out and receive mllions of pieces of
E-mail. W have spent years of research and investnent to
make this technol ogy avail able to us.

The actual act of sending E-nmail or unsolicited
comercial E-mail is no different than sendi ng any ot her type
of E-mail. We're essentially using the protocols that were
defined years ago by the founders of the Internet and we're
just using it in a commercial form

" msorry, what was your second question?

MR. MEDINE: Well, just going along those lines,
mean, when | send an E-mail, | conpose it and | hit the send
mail and | get one E-mail. Howis it that you -- what's the
technol ogy that enables you to send a mllion E-mails or
100, 000 E-nmil s?

MR, WALLACE: Well, the technol ogy al ready exists for
anybody with an Internet connection to send out E-mail to
mul tiple recipients. Al you have to do is use a standard
program | i ke Eudora, for instance, which is freeware, which
all ows you to send hundreds and hundreds of different E-mails
si mul t aneously because that's the way the protocol is
desi gned.

As Cyberpronotions we've invested in high speed
equi pnent and we've witten customscripts and prograns to
allowus to send E-mail to a | arge nunber of recipients at

the sane tinme, a lot of that is proprietary information
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COW SSI ONER VARNEY: David, can | ask you a couple
of questions, and if | get too close to the proprietary
i nformati on, please say so.

Your conpany, as | understand it, you have clients
that want to reach a | arge nunber of people on the Internet

to sell their product or introduce their products, so they'll

cone to you and they'll say, Now I've got this w dget and
everybody who is -- got the follow ng characteristics, can
you do targeting to a large group or do you just do -- tel

me a little bit about that side of it.

How do you deci de who gets thenf

MR. WALLACE: Okay. Well, we really don't decide who
gets them al nost ever. W're not primarily in the business
at this point of sending unsolicited E-mail ourselves, but
what we do is we give them software to harvest E-nai
addresses fromdifferent targeted sources.

So, for instance, if sonebody wanted to send to
peopl e who were interested in fishing, we then go | ook into
public data bases of people who have filled out forns or
filled out -- filled out a profile that says that they're
interested in fishing and we sell themthe software, we sel
the marketers the software to target that particular market.

W al so sell --

COW SSI ONER VARNEY: Do you sell the software to do

the harvesting? Let ne tell you another exanple, because |
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don't fish, but I do drive. So, lately we've been | ooking,
as sonebody was sayi ng yesterday, we've been on admns a | ot

| ooking at different information on cars. And now we're
starting to get a lot of unsolicited E-nmails about cars, sone
of which are frankly very interesting. They've got all Kkinds
of different ways to buy cars.

Does your conpany create and sell the software to do
the harvesting as well as create and sell the software to do
the mailing? Do you do both?

MR, WALLACE: Yes, we certainly do. The software
al l ows people to harvest targeted E-mail addresses and we
al so sell all the software products that send nail, also have
remove features built intoit as well. So we haven't just
taken the approach of send out all the mail you want for any
reason, we have attenpted to authenticate the practice as
wel | .

COW SSI ONER VARNEY: (Okay. And, David, cut nme off
if 1'"'mgetting too | ong here.

So there's really -- there's kind of two threads here
that | want to work with for a mnute. One is the idea of
the software that does the harvesting and you tal ked about
that for a mnute, and | think that sort of ties into what we
talked a little bit about yesterday, | don't know that you
were here yesterday, where we were tal king about cookies and

about how peopl e, marketers, can harvest data.
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Is that kind of an el enent or part of how your
harvesting works, that software can go out and can pick up
cooki es and then conpile E-mail |ists?

MR. WALLACE: | think that's a very inportant
guestion and | think that's one of our very inportant points
that | canme here to talk about. All the software that we
sell that harvests E-mail addresses specifically harvests
addresses from public data bases. It doesn't sneak around
behi nd t he scenes.

For instance, just because you visit a Wb page
doesn't nean that sonmeone is going to harvest your E-nmail
address. It was nentioned earlier that that was a
possibility. There was a bug in a Netscape version, 2.0 |
believe, and they fixed it imediately, so that practice is
really not utilized.

COW SSI ONER VARNEY: What are public data bases?

MR. WALLACE: In other words, people who fill out a
profile -- and Anerica Online used to be one of the places
that we harvested E-nmil addresses from People who
advertise in classified ads on the Internet, people who
participate in a worldw de forum call ed Usenet Newsgroups,
for people who post their E-mail addresses on their Wb page
for anybody in the Internet to see publicly, these are the
areas that we focus on harvesting addresses. So, we don't

believe that there is any type of a privacy infringenment
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because people put their addresses there in the first place
to a worl dwi de audi ence.

COW SSI ONER VARNEY: So then what you're saying is
if | goto a Wb site |ike admn and for whatever reason
register there and it's free but I do want to ook at -- for
t hose who don't know, that's a site that talks a | ot about

used cars and the val ues of cars and how you determne it and

where you get deals on it and stuff -- but you have to
register toget in, sol goin, |I've been there three or four
tinmes.

Now, is that in your view a "public data base" that
you can harvest fronf

MR. WALLACE: Well, actually, we don't really get
involved in any of that type of practice. Wat you're
mentioning right there is really -- when you sign your E-nmail
address into a Wb site as an interested prospect, | think in
every formof marketing you' re going to see that you're going
to start getting mail of some sort because you already
started showing an interest in that subject matter.

Wat we do is we just have prograns that | ook into
public areas. It doesn't work off of fornms |ike you
mentioned there. It |ooks for people who have an E-nmail
address posted on a Wb page for everybody to see.

COW SSI ONER VARNEY:  Ckay.

MR. MEDINE: |If you register with a Web site, that is
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not avail able to anybody but the Wb site; is that right?

MR. WALLACE: Unless the Wb site decides to
distribute that E-mail address, but that's a practice that
we're not involved in.

COW SSI ONER VARNEY: (Gkay. So, on one side you've
got software that does the harvesting, and as | understand
your position is you harvest fromwhat you' re calling public
data bases, we may di sagree as to whether or not they're
public, but they are data bases where peopl e have gone that
are widely visited, available to anyone, and they have put
information there that your software can then go grab,
right? 1|s that accurate?

MR. WALLACE: Yes, that's correct.

COW SSI ONER VARNEY: Then what happens i s now you
sell sonebody the software, and presumably taught them how to
use it effectively, and if it's sonebody who wants cars or
fishing or whatever there are public spaces, usenet groups
that discuss that topic, so it goes and it grabs those
addr esses.

Now what happens? Now |'ve got ny mllion nanes or
my half mllion nanes. Now what happens?

MR. WALLACE: Well, you then have access to those
names and you can al so purchase software which will allow you
to send your nessage to all of those people virtually

simul taneously, and if you use the software properly you wl|l
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al so give people a legitinate option to be renoved from any
further mailings, kind of simlar to the way the direct
postal mail worKks.

And if you -- we also offer a service that gives
peopl e the ability to use our service provider, neaning us,
our pronotions, to receive their renoval requests and al
their responses and they won't | ose their account, so that
t hey have no reason to forge E-nail addresses or to relay
mai |l off of third parties because they are now given the
opportunity to do it the legitimate, right way.

COW SSI ONER VARNEY: So, does your conpany actually
send mass nmail or you nerely sell the software that all ows
i ndi vi dual conmpanies to do it or do you do both dependi ng on
the relationship with the client?

MR, WALLACE: Well, our original business nodel was
to send out our own mail on behalf of our clients and on
behal f of ourselves. W still use that practice and that's
actually not very controversial, we get very few conplaints
on that particular practice. But we do offer primarily right
now t he opportunity for other people to get E-mail addresses,
sell -- I"msorry -- get E-mail nessages, send nessages,
relay mail off of our servers --

COW SSI ONER VARNEY: Ri ght.

MR. WALLACE: -- essentially give them everything

that they need to do it thensel ves.
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COW SSI ONER VARNEY: Ckay. And when --

MR. MEDI NE: For those consuners who choose to renove
t hensel ves froma particular list, do you maintain a centra
repository for consunmers who don't want to receive
unsolicited E-mail, or is that basically a list-by-1list
basi s, which neans that they go out then and harvest another
100, 000 names which may even include the consunmer who will
sign up for another site, the renoval doesn't end up getting
themoff of a mailing list?

MR, WALLACE: Well, as far as Cyberpronotions' own
mail list, we maintain one renove list and we utilize that
for our owmn mailings. Now, one of the problens that we have
dealt with recently is exactly what you nentioned, and that
is since there are different mailers using different mailing
lists, there were people who would get renoved fromone |ist
and then continue to get mail from another thinking that
their renove request was ignored.

And | think that's one of the reasons why it was very
important for us to get involved with formng the
associ ation, of which the president is here, Internet E-mai
Mar keting Council, to inplenment the first true gl obal
filtration systemthat will not only apply to us and our
custoners, but to 90 percent of the E-mail that's out there
currently.

COW SSI ONER VARNEY: Well, then do you have -- so
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you guys have good business practices. |f sonebody doesn't
want to get any nore mail fromyou, they can send the renove
button back to you, they're off your list and they're off any
lists that you adm ni ster?

MR. WALLACE: Yeah. W're pretty confident about
that. There's always technical glitches that we have had to
deal with over the years, but we have gotten that practice
down pretty accurately at this point, and now our goal is to
have a global filtration systemas accurate as what we use
currently.

COW SSI ONER VARNEY: Wien you sell your software to
individuals to do their -- or to conpanies to do their only
mass mailing, do you have any restrictions, covenants,
contractual agreenents that you woul d encourage or require
themto also do this kind of mailing under what m ght be
cal |l ed best practices that woul d be cl ear header
identification of who the mail is comng from clear
instructions on how to renove yourself fromthe |ist, that
kind of stuff?

MR. WALLACE: Yes. W' ve continued to devel op
policies for our custonmers and we al so encourage themto use
our own relay service which does not identify their service
provi der but instead identifies us as the contact point for
removal requestions, for responses and for any other

conpl ai nt s.
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So, we are trying to -- as a matter of fact, we just
i npl emented a new policy which will now all ow people to relay
mai |l off of third parties, so we are continuing to devel op
that, and along with the associations that we're getting
involved in we're pretty confident that that practice is
going to becone -- the bad practices are going to start
sl ow ng down and hopefully nore legitimte practices wll
start being utilized.

COMW SSI ONER VARNEY: One final question. The idea
that in terrestrial space what you're doing is really no
different than the third-class mailing that goes on today, |
just wondered if it isn't arguably different because for sone
people there is a cost to receiving E-mail and there is no
cost to receiving third-class nmail, and | wondered what you
t hought about that.

MR. WALLACE: Well, the truth of the matter is that
there really is a cost to receiving al nbst every type of
advertising that you see today. For instance, people do have
to pay to dispose of their garbage, people do have to pay for
the electricity that's used when their television set is on.
Now, these are very small costs, granted, but also the costs
of receiving E-mail is also extrenely small as well. It's
just that it's being -- we believe that that argunent is
bei ng overstated and the senders of E-mail all play by the

sane rules, unsolicited or solicited.
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COW SSI ONER VARNEY: Wiy is the cost of receiving
unsolicited E-mail nore |like the cost associated with
di sposing of a third-class piece of mail or the electricity
torun the TV? Wiy is it nore like that than |ike the cost
of receiving an unsolicited fax?

MR. WALLACE: There's a very big difference because
nost people who -- actually everybody who has a fax machi ne
has the machine generally set to print out with their ink on
a piece of paper, their resources 100 percent. Wth E-nail
nmost of the popular online services |ike Anerica Online give
people unlimted Internet access at no extra cost, so they
coul d receive a thousand pieces of E-nail and it won't cost
t hem an extra penny.

So, the difference is that fax is a guaranteed cost
to the recipient. E-mail, the cost to the recipient is
starting to becone nonexistent.

COW SSI ONER VARNEY: And what about the cost to the
service providers, the |ISPs, the systens that are delivering
| arge volunmes of mail ?

MR. WALLACE: Well, | think the best way to answer
that question is that every single ISP on the Internet pays
to receive E-mail. That's just the way the Internet works.
For instance, America Online sends out over a mllion pieces
of E-mail a day on behalf of their nmenbers to different

service providers. Yet, they don't pay anybody to handle
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that incomng E-mail. Wat they do is they pay for their own
connecti on.

And that's the sane way that it works for spamrers or
for coomercial E-mailers. W all pay for our own connection,
and that gives us the inplied right to send out E-nuil
t hrough the Internet, because that's exactly what that
connection was intended for.

MR. MEDINE: W're going to focus on the cost
benefits in the next panel. Just to fill out the record
on -- one question is, are you aware of any efforts by any
conpani es to harvest children's nanes?

MR. WALLACE: Actually, I amnot to this day, and
obviously being in the forefront of this industry, | to this
day have not seen one advertisenent which was targeted
towards children

MR MEDINE: | want to open it up to sone of the
ot her nmenbers of the panel who have sone expertise in this
area. Walt Rines, who's the president of the Internet Muil
Mar keting Council, and Al Muyal who's the president of the
| nternet Marketing Associ ation.

Do you have anything to add to the picture we're
getting now of how unsolicited E-mail operates, either of
you?

MR. RINES: Well, Sanford touched upon a | ot of good

points. | think there are admttedly a |ot of areas that we
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need to address and cover with unsolicited E-mail. And the
focus of the Internet E-mail Marketing Council is in
pronoting the ethical use of comercial E-mail to address
really all of these issues as they apply to every group
i nvol ved, the ISPs, the end recipients and the marketers.
And so our initiative is really to try to address all of
those things. | guess you' d say we'll be tal king about the
cost situation and whatnot in |ater panels.

MR. MEDI NE: Who are the nenbers of your
organi zati on?

MR. RINES: CQur founding nmenbers are the five | argest
senders of unsolicited comercial E-mail on the Internet
t oday, and we represent about 90 percent of the actual spam
being sent on the Internet today. | do have lists of the
menber conpani es; for exanple, Sanford Wallace with
Cyberpronotions is a foundi ng nenber, as is another conpany |
run, Quantum Conmuni cati ons.

MR MEDI NE: Ms. Varney.

COW SSI ONER VARNEY: And how ol d is your
associ ation? Wen was it fornmed?

MR RINES: We were fornmed in April of this year.

COW SSI ONER VARNEY: |s there any intention or
t hought to putting together sone sort of best practices
policies or guidelines for sending unsolicited E-mail ?

MR. RINES: Yes. W actually have a Wb site. The
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URL is ww.iemmt.org, and we do have a code of ethics and a
group of guidelines which we intend to very actively utilize.

COW SSI ONER VARNEY: Do we have a copy of those,

Davi d?

MR. MEDINE: Yes. Al Muyal, would you tell us about
your organi zati on and when you were forned and who your
menbers are.

MR. MOUYAL: Ckay. Well, just for the record I
started in the E-mail marketing business back in Septenber of
1996. Before | really launched the business | listened to a
| ot of people that objected to receiving these nessages and |
solicited these people to call nme on an 800 nunber that |
sent out over a course of two nonths. And the purpose for
that was to understand the concerns of these people that did
not appreciate receiving these nessages, and they have a
right to say that.

However, by talking to all these people | was able to
create a series of guidelines that is on our Wb site,
edmar keting.com that was reviewed by a series of attorneys
and reviewed by a series of attorneys who understand the
privacy issues and all the other issues that are invol ved
wi th adverti sing.

Al'l of the practices that people have been saying
that are unethical we do not support, we do not do. Every

one of our nessages is presented as a commerci al nessage in
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the subject field. Every one of our nessages has an 800
nunber if people prefer to call to be renoved. Qur
associ ation --

MR. MEDINE: Just along those |ines, do you have a
policy of putting accurate information as to who's sending it
and al so how to respond to it?

MR. MOUYAL: Absolutely. As a matter of fact, when
you ask to be renoved from any one of our targeted data bases
you will receive a confirmation saying that you' ve been
renmoved fromthe data base. And if anybody can prove to ne
that they've received a nessage again fromus, they've got
sonething to stick in ny face. And | nean obviously we want
totry to nake it as convenient for people as possible.

COW SSI ONER VARNEY: Well, if your nessages are
clearly | abel ed as commerci al nessages, what woul d you think
about technol ogi cal devel opnents that allowed a software, a
consuner could purchase software that woul d bl ock any
unsolicited comercial nmessages?

MR. MOUYAL: 150 percent supportive of that.
believe that just |like the advertiser has a right to
advertise, a recipient has a right not to be a victimof the
adverti si ng.

COW SSI ONER VARNEY: Do you think there would be any
interest on the part of your industry in working for creating

technol ogi cal tools and standards in your industry that would
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require mailers to clearly label their mail so that a
software could work off of it and bl ock?

MR. MOUYAL: | think it's a great idea, | really do.
The other thing is when soneone receives a nessage, when
soneone receives a nessage in their box, a comerci al
message, and it's identified as a comrercial nessage in the
subject line and they clearly can see how to renove
t hensel ves and they clearly can see that when they do renove
t hensel ves they know that they' ve been renoved by getting a
confirmation, | think that's pretty responsible, and those
are the approaches that | would like to see the industry
take. And that's why we felt a real need to create an
associ ation that can pronote these types of practices.

COW SSI ONER VARNEY: Let nme go back to ny car thing
for a mnute. Right now ny husband is |ooking for a car and
we woul d happily opt into a car offer mailing list right now,
particularly if we could then get off of it easily and it
wasn't going to be sold when we bought a car. |Is there
anybody that does that? |Is there any such thing as opt-in
mailing lists where consuners can cone to you and say | am
interested in hearing about these things?

MR. MOUYAL: Sure. As a matter of fact, ny belief is
if anybody has a Wb site with commercial content that is
provi di ng products or services or good viable information, if

they' re not asking people to opt into a list to provide them
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with additional information, | think they're m ssing the boat
big tine.

MR. MEDINE: Since we're going to address that with
t he next panel, we only have two additional nenbers before
t he next panel. Wy don't we invite themup, Bob Wentzen
and Colleen Kehoe. | think as we're really noving in --
wi t hout taking a break, but we're noving into them-- this is
a good chance to nove into the whole area of costs and

benefits of the practice.
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PANEL VI: UNSOLI Cl TED COWERCI AL E- MAI L: | MPACT
"Econom c inperatives driving unsolicited e-nmail
costs and benefits for consunmers and industry, inplications
for consuner privacy, and consuner and |SP views."
Jason Catlett, Chief Executive Oficer, Junkbusters
Cor p.
Raynond B. Everett
Coll een M Kehoe, G aduate Student, G aphics,
Vi sualization and Usability Center, Georgia Institute of
Technol ogy
Jill A Lesser, Deputy Director, Law and Public
Policy, Anerica Online, Inc.
Si nrona Nass, Pani x/ Public Access Networks Corp.
George F. Neneyer, Tigerden Internet Services,
| nternet Service Providers Consortium
Shabbir J. Safdar, Founder, Voters Tel ecommuni cati ons
Wat ch
Sanford Wal |l ace, President, Cyber Pronotions, Inc.
H Robert Wentzen, President and Chief Executive
Oficer, The Direct Marketing Association
k%
W' ve heard now from sone of the conpanies that
engage in the practice. It mght be useful to turn nowto an
I nternet service provider online conpany to give their

perspective on it.
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And | would like to introduce Jill Lesser, who's the
deputy director of |aw and public policy and seni or counsel
of Anerica Online. Before she gets into this subject, a
nunmber of issues were raised yesterday about Anerica Online.
| think it's only fair that she have a chance on the record
to respond.

So you' ve asked for this, if you want to take just a
mnute or two to respond and then maybe get into the whole
question of how unsolicited coomercial E-mail affects Anerica
Onl i ne.

M5. LESSER: Sure. Thanks a lot, David, and |
appreci ate the opportunity to coment on the statenents that
were made in the record yesterday. Let nme first say | am
responding to the comments that were nmade during a panel
yesterday afternoon by Evan Hendricks, and they were both
reflective of an article that he recently wote as well as
sone additional comments that he nmade yesterday.

| think it's inportant to first say that in order for
industry self-regulation in the area of information
col l ection, use and disclosure to work it is necessary for
conpani es, AOL and ot her conpanies, to be responsive to
concerns expressed by consuners and the nedia. So | think
that the practices that Evan and ot her people have engaged in
i n exam ning our practices and whether they are appropriate,

whet her we're appropriately comunicating and, in fact, what
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they are is an inportant practice and it is not one that we
have any problemw th and, in fact, we would be happy to
answer the question.

I think there are a couple of inaccuracies that
Evan's statenents indicate yesterday. And the first is that
we feel very strongly at Anerica Online that we've taken a
ot of initiative to nake our policies, both privacy
policies, marketing preferences, and the way we relate to our
menbers known to our nenbers. W nake those preferences and
mar keti ng practices known in the registration process.

Every single tine you sign on to AOL there's a button
called My AOL which gives you the opportunity to set up al
of your preferences, whether they're marketing preferences or
ot her preferences about the way you engage in behavior on our
system and finally it is in our terns of service.

Now, our termnms of service, while it does not come up
on the screen every single tine you sign on, it is an
absolutely well-known area in America Online, and we know
that for a nunber of reasons. W know that first of al
because nenbers, hundreds if not thousands of nenbers on a
daily basis enforce our terns of service against each ot her
They say, you know, Hey, we think that sonebody has viol ated
AOL's terns of service in conmunications with ne, so can you
pl ease kick themoff, take the posting down, tell themthat

t hey' ve done sonething wong, so we do know that our nenbers
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are well acquainted with our terns of service.

And we do also know | think fromthe presentation
that Al an Westin gave yesterday in addition to sone other
informati on that people are concerned about their privacy.

So we do assune that when they go into the terns of service,
if they' re concerned about their privacy and our information
practices, that they've | ooked at those services. So | think
that it's inaccurate to say that our nenbers are, A, unaware
or, B, have no opportunity to find out about our practices.

The second i naccuracy was a statenent nmade that we
have lists of children. W wll get into that discussion
|ater this afternoon about AOL's practices with respect to
children. | think it is critical to say firnmy and
absolutely that we have no lists of children. Nunber one, we
only have adult account hol ders, we do not know who's a child
on our system we do not ask who's a child, and we have no
lists.

Evan brought up the issue of overlay data. W
di scl ose to our nenbers that we make our mailing lists
available. It is standard industry practice to conbine that
kind of information with publicly avail abl e denographic
i nformati on, and so you can get information about whether a
particul ar household has a kid -- has a child within an age
range.

In addition, you get information about range of
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inconme |levels, a variety of different pieces of information.
We are | ooking, because we think again the trust relationship
with our nmenbers is crucial, whether or not we should be nore
specific in our privacy policy, and we've indicated that we
wi || make anot her subm ssion to the record if we think -- and
again this is an exam nati on process, we have not fully --
you know, that we -- it's incunbent upon us because this is a
new i ndustry, and it's built on trust, to say it's standard

i ndustry practice in the marketing area to use overlay data
when you sell your lists, but here's what you need to know
about the way recipients of this information will see the

i nformati on.

And finally there was an area that Evan identified
which identified a |ist of nmenbers who had purchased during
t he course of whenever they've been on AOL fromthe ACL
store, and there's no information about what was purchased,
how nmuch was spent, nothing that indicated transaction or
navi gati onal data, but we did think that that was on the
l[ine. The list was offered for about six weeks, it was
pulled, it was pulled as a result of the article.

We appreciate Evan showing that to us. W don't
think it was a violation of the policy, but we do think that
it mght have violated the spirit of the policy, and that's
not what we're trying to acconplish, so the |ist was pulled,

it was never sold, and that's the best -- that's the best |
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can tell you

COW SSI ONER VARNEY: Do you have an opt-out, Jill?

M5. LESSER  Um hmm

COW SSI ONER VARNEY:  You' ve got eight mllion
menbers. How many have opted out?

M5. LESSER: Well, the nunber is fairly low, and it's
a bad nunber because we have a nunber that's about a half a
mllion over the history of AOL, which neans these are not
current nenbers, and as people know, we have a | ot of
turnover, so it's a bad nunber.

COW SSI ONER VARNEY: There's been sone criticism
that it's very difficult to find both the policy on the sale
of information and the opt-out. Do you --

M5. LESSER: Well, again, | think that it is not
difficult to find at all. First of all, it's in the
regi stration process. Wien you go through the registration
process and you're asked to nmake a set of choices, one of
t hose preferences is marketing preferences, which clearly
i ndicates that we make mailing lists available, and says if
you don't want to have your nane nmade avail abl e, please check
a box.

There -- as | said, every tine you sign on to AQL,
there's -- there are several buttons on your --

COW SSI ONER VARNEY: To activate your AOL account --

M5. LESSER  Um hmm
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COW SSI ONER VARNEY: -- you have to go through a
registration form--

M5. LESSER  Um hmm

COMWM SSI ONER VARNEY: -- and on the registration form
it says, "Mailing |lists are occasionally nmade available to --
so-and-so -- click here if you don't want your nane nade
avail able.”

MS. LESSER. Right.

COW SSI ONER VARNEY: And you can't get your account
started unless you --

M5. LESSER Well, the registration formis probably
alittle bit of a -- of a m sdescription, because it's
several screens that you go through. So, you -- you do not
have to make that choice, but you do see that screen during
the registration process. And then when you pull down My ACL
at any time, which -- which is, you know, ACL for nme. How do
| want ny entire systemto operate, how do I want ny mail to
operate, how do I want marketing to operate, what do |I want
ny preferences to be. As | go around the system it is on
every tinme you sign on.

And thirdly, and -- and, again, it is in our terns of
service and it is in a separate area called Privacy Policy
that's been revanped several tinmes and noved around to be in
as clear as possible area. So, for exanple, we know that

peopl e read our ternms of service -- we had a terns of service
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and a rules of the road. It is nowin the terns of service
rather than the rules of the road because it was an -- it was
an area we knew our nmenbers were well acquainted wth.

MR. MEDI NE: Ckay, thanks. Turning back to the
subj ect --

MS. LESSER  Ckay, sure.

MR. MEDINE: One issue -- one issue that was raised
here earlier is that, at least in the past, it was possible
to harvest --

M5. LESSER: Um hmm - -

MR. MEDINE: -- unsolicited E-mail address lists from
ACL because of the nmenber profiles --

MS. LESSER  Ckay.

VR. MEDI NE: -- but is that still true, did that
occur in the past and is that consistent with your terns of
service?

M5. LESSER. Ckay. Let ne -- let nme answer about
harvesting and then digress for a nonent on econom cs of
spanm ng and then --

MR. MEDINE: We want to turn to that afterwards.

M5. LESSER: Harvesting is absolutely against AQL's
terns of service. Again, it's in our terns of service, it's
agai nst our policy.

Harvesting -- | need to take issue with one thing

that -- that Sanford Wall ace said, and that is that AO's
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systemis not a public data base. It is a proprietary system
and the nenber lists are for ACL nenbers. So, the way to get
access to those lists is if I aman ACL nenber, | can go and
get access to a nenber directory if a person wants to
register. For exanple, I amnot in that nmenber directory and
you cannot find nme anywhere in AOL unl ess you know my screen
nane.

So, it is totally voluntary and there are several
menbers, because the nmediumis about engaging in conversation
and neeting people who do, in fact, put their information in
t hose nenber directories. But they are not to be used for
harvesting E-mail. And, again, when you go in -- when you
purchase a mail order account for 1995 and you use it to
collect E-mail that is, A a violation of our privacy and |
think a violation of a proprietary network, it is not a
publ i c database at all.

If you --

MR. MEDI NE: What steps do you -- do you take if you
find out that that type of practice is occurring?

M5. LESSER: W term nate the account.

COW SSI ONER VARNEY: At that point they already have
the |ist.

M5. LESSER: Correct, correct. Now, you know --
and, again, you know, AOL nenbers do go out onto the Internet

and they do post their nanes on public bulletin boards and
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they do converse, because they-- they E-mail just |ike on any
other Internet service provider. So, what to do. So, we
cannot and we don't tell themwhere to go or what to do. So,
AOL's with probably about 30 percent of the Internet market

in this country, our screen nanmes are everywhere, and so we

get an incredible anobunt of unsolicited E-mail. And | think
that -- that what's really critical is you started to talk
about the economcs of -- of unsolicited E-mail. | think --

MR. MEDINE: | know you're anxious to get to that
subj ect --

MS. LESSER  Sure.

MR. MEDINE: -- but one nore point on this.

MS. LESSER  Sure.

MR. MEDI NE: Have you consi dered seedi ng your --
you' ve heard about this practice of seeding earlier in these
wor kshops, of seeding your nmenbership lists so that if you
get unsolicited E-mail with a seeded nane, you know t hat
soneone has violated your ternms of service.

M5. LESSER: | don't know the answer to that
guestion --

COW SSI ONER VARNEY: But it sounds |ike you already
have ways -- you have ways of finding out who -- who took
your lists.

M5. LESSER Well, | nmean, that's a conplicated

guestion because of the dynamcs of spam |[|If a nessage cones
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tolet's say a mllion ACL nenbers, it is very, very highly
likely that it was collected through harvesting or a | ot of
it was coll ected through harvesting because of our nenber
activities and how nuch hosting goes on and the dynam cs of
spam

However, because there is so nuch dynamsmreally in
spamactivity. | nmean, M. Wallace tal ked about sone of the
better practices, because what we are seeing are several
different kinds of unsolicited nail comng into our system
that are relayed off nunerous different sites, that are
rel ayed off of foreign sites, that use dynam c addresses,
that neans that every three or four nessages or possibly
every one nessage the sender's addresses change, so we do not
know if -- to fool us fromit being a bulk mailing. They
forge Internet domains. So, all of those practices make it
virtually inpossible for us to know who the sender is.

Wien we had a di spute with Cyberpronotions, we could
see where it was comng from we could say, you know, this is
a problem this is what you're doing. You know, we need to
make -- to enter into sonme agreenent about what you're doing
and have certain of those practices stopped, but we had no
ability to do that.

COW SSI ONER VARNEY: Did you ask M. Wallace to
st op?

M5. LESSER: We were engaged in litigation with
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M. Wallace, and we have settled, and litigation and --

COW SSI ONER VARNEY: Can you discuss the terns of
settlenent or no?

M5. LESSER: | would prefer not to discuss the terns
of settlenent, but, you know, it has settled. W have
required -- and -- and M. Wallace and his conpany are
abiding by the terns of that settlenent. | do think that
when you | ook at the dynam cs and the econom cs of
unsolicited E-mail, however, | don't know how anybody can
represent -- for exanple, with respect to the Internet E-nai
Mar keti ng Council that they represent 90 percent of the
spammers -- of the spammers on the Internet because we have
absolutely no idea who's spanm ng.

And when you see a Wb site like this which is
selling software which says, Howto nmail up a mllion
messages per hour, no kidding, fully functioning -- free ten
day, fully functioning software, downl oad here, AOL Stealth
features. It's called the ACL -- it's called the Stealth
Mailer. It costs about $400.00 and it says the foll ow ng:

"Here are just a few features of the Stealth Mss
Mail er. Forge the header, nessage ID, ISPs will spin their
wheel s, add a bogus, authenticated sender to the header, add
a conpl ete bogus received from received by line with
realtime date stanp and recipient to the header; does not

require that a valid property account be entered in order to
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send your nmailings; easy to use, easy to operate.”

There is no cost -- Sanford tal ked about investing
hundreds of dollars -- hundreds of thousands of dollars in an
E-mail system | get a $19.95 account with an | SP, |

downl oad this software and I'min business.

COMW SSI ONER VARNEY: Do you think it works?

MS5. LESSER  Absolutely, because we get -- we get 15
mllion, approximately 15 mllion incom ng nmessages fromthe
Internet to different AOL recipients, anywhere from5 and
closer to usually 30 percent of those nessages are
unsol i cited.

COW SSI ONER VARNEY: | think you should take the
copy that you have there and submt it to the staff with a
petition to investigate for the deceptive practices alleged
in the advertising and the forging --

M5. LESSER And interestingly, George and | were
tal ki ng before, George Neneyer has several other Wb sites
here as an exanple with the sane kinds of software
avai |l able. So, you know, this kind of software, which we do
think -- we started this process in |ooking at spamfrom a
t echnol ogi cal perspective, but what we have found out nore
and nore is that it is really about fraud.

It is not about questioning whether marketing on the
E-mail -- excuse ne, on the Internet is a viable practice or

an appropriate practice. It is really about fraud and about
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a systemwhere there is total anonymty, where there is no
incentive froman econonmic basis with a $19.95 account to do
anything but send four mllion nessages a day. If | get two
responses, then ny product was purchased, |I'min business,
|'ve nmade noney. So, there are no incentives to stop.

MR. LANDESBERG |'ve got a question, you just
mentioned that you received 15 mllion incomng nessages from
the Internet, in what tinme period?

MS. LESSER A day.

COW SSI ONER VARNEY: A day?

M5. LESSER Two -- let ne clarify, to different AQL
reci pients, so those nay be the sane nessage comng in to --
so, it's 15 mllion different AOL recipients.

COW SSI ONER VARNEY: That hit your server a day?

MS. LESSER: Absol utel y.

COW SSI ONER VARNEY: And what percentage of those,
if you know, are unsolicited nmerchant mailers?

M5. LESSER: The nunber varies from between 5 and 30
percent. | knowthat's a big variation, but it depends on
the day of the week, but | will tell you that it hovers
closer to 30 percent, but it varies.

MR. MEDINE: And what's the cost to AOL of having to
process that percentage of unsolicited E-nail s?

M5. LESSER. The cost is in a word huge, but let ne

back up for a second. There has been a huge increase given
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ACL's increase in nenbership and just an increase in usage of
the online nediumin E-mail traffic. And so over the past
several nonths when we have had a | ot of problens with
unsolicited nmail, we've also had to process many, nmany nore
valid el ectronic nessages.

What that neans is | can't give you precise costs, |
don't even nean in dollars, but even precise percentages
because E-mail is expensive. |t puts burden on our servers,
but what we have found is that the servers slow down. And so
we have seen several hours of delay in incom ng nessages, and
the only way to alleviate those problens is to keep
purchasi ng nore servers. Those are extrenely expensive
machi nes.

Not only that, but when you | ook at the dynam cs, the

changi ng dynam cs of unsolicited E-nmail, and we have
commtted -- and this is a conpany policy, so it's obviously
not what everybody does -- to try to block or filter for our

menbers unsolicited commercial E-mail

In doing that, we have devoted hundreds and hundreds
of hours of manpower or womanpower to figuring out the
dynam cs of spamand to inplenenting those filters and
pl ayi ng that cat and nouse gane.

COW SSI ONER VARNEY: Jill, | have another question.
My col |l eagues and | were just tal king about the fraudul ent

aspects of this. If | got software from M. Wallace and went
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to nore public space, Usenet group space, and pulled down
anybody on the Usenet group space who had put their E-mail
address up there, and let's say | got a mllion nanmes and
that, you know, nost of them were AOL subscribers, and | then
got software, whether it's that one or not, but not that one,
| got software that clearly identified who I was and said |

have witten this magnificent, you know, piece about how to

lose -- how !l lost 20 pounds in three m nutes, okay, and send
me $5 and I'lIl E-mail it back to you.

And it's true, | wote it, and whether or not, you
know, we won't get into | lost five pounds in a week and

here's how !l did it, let ne tell you how! did it and it's
true, | didit, | really did. And | then send that out, |
send it to a mllion people on your system I's there
anyt hi ng fraudul ent about that?

M5. LESSER. No. There's nothing fraudul ent about
it, and if you -- | nean, except if you were going to send
anot her nessage and soneone requests that you don't send
messages to them you should provide a recipient with a way
not to receive those nessages. Now --

COW SSI ONER VARNEY: So, if the header information
is deceptive, there mght be fraud there. |If the text of the
message itself is deceptive, there's fraud there. |If there
is a nessage at the bottomthat says click here to renove

your nanme fromthe list and, in fact, it doesn't renove you
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fromthe list or you get instructions on howto be renoved
fromthe list and that's just flat out not routed to
anyt hing, that would be fraudul ent or deceptive.

M5. LESSER: Right. Now, it is -- your first
scenari o woul d be against ACL policy and we could term nate
accounts, but | wouldn't want to posit that it is fraud
under, you know, |egal analysis.

MR. MEDI NE: \Were does unsolicited E-mail rank on
the list of conplaints by AOL subscribers?

M5. LESSER: It's the nunber one conpl aint.

MR. MEDINE: By far?

M5. LESSER: By far

MR. MEDI NE: You introduced George Neneyer next to
you who operates Tigernet Internet Services, a snal
not-for-profit Internet service provider in Dayton, OChio.
He's here representing the Internet Service Providers
Consortium a nonprofit trade association of |SPs which
pronotes responsi bl e use of the Internet.

You' ve heard what the inpact is on a fairly large
I nternet access provider. Wat's the inpact on smaller
| nternet access providers of unsolicited E-mail?

MR. NEMEYER: | n sone cases the inpact is
significantly greater because the small provider doesn't
necessarily have the resources to deal with the ram fications

of what happens to them Let ne give you a quick exanple.
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We received one single mailing which went to two of our
subscri bers, a typical MM schene for an Internet marketing
kit which in turn advertised nore spam software plus

t housands of nanmes on a list. The two people that received
this nessage attenpted to follow the renove request, and |
did not -- | was unaware of this as it occurred.

However five days later | get a nessage to the
adm ni strator account that says there's a problemwth mail.
And what we got back, this goes on and on for over 1,000
lines of data over a five-day period, and these are just the
log entries of the attenpt of our systemto sense that
unresponsi ve return address.

So, you can imagi ne sonething like this nultiplied by
the mllions that AOL sees, and this is not a small cost to
the provider. This particular attenpt clearly did not work
to renove. W expect probably to get nore mailings along the
same |ines.

I would also |like to point out that in a nessage
earlier M. Catlett tal ked about the reasons why spamers nmay
put sonmeone's true address in a return nessage. One of those
reasons is flat-out retaliation.

Let ne quote to you a passage whi ch appeared on one
of the spans that we received which basically says that they
do not want to hear fromyou in return. This nessage, if |

can find it quickly here, this nessage indicates the kind of
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attitudes that many of the spamrers have toward those on the
network and trying to enphasize their right to jamtheir mai
in your mail box.

The quote is, "Note to flaners, don't do it. W wll
conply with all and respect all renpbve requests, but if we
are flanmed, we will flane you 1,000 tinmes as nmuch and we w ||
E-mail three million people with a questionable itemwth
your return E-mail address. W want respect as nuch as
anyone else. So if you give it, you shall receive it."

So, these are the kind of things that we face. In
sone cases the spammer conmunity that we are attenpting to
deal with has indeed taken down providers intentionally by
putting those providers' nanmes in the return addresses and
letting themreap the return of a spamed mail.

MR. MEDINE: Are you confortable revealing the author
of that nessage?

MR. NEMEYER: The author of that particul ar nessage
was a custonmer of M. Wallace, according to what M. V&l |l ace
said. At the tine the custonmer was supposedly renoved from
his system but there was another mailing fromthat custoner
a short tinme later. It had to do with a hair restorer offer
as | recall, which ironically had it not been fraudul ent, |
probably woul d have been interested in.

COW SSI ONER VARNEY: M. Sanford |'m sure has no

ongoing relationship with the individual who threatened to
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flame himto death?

MR. WALLACE: No, | just wanted to comment that that
was reason for imediate term nation of that account. The
fact that they may have sent another piece of E-mail would
not reflect the fact that we didn't termnate their account.
We don't authorize that type of activity.

MR. NEMEYER. Along the lines of cost as well,
clearly this is a cost to the consuner as far as the utility
of the E-mail system \Wat we are starting to see is a
nunmber of custoners indicating that if E-mail is going to be
totally usel ess because of the flood of junk mail that they
receive, that they're going to give up on the Internet
al t oget her, nunber one. O nunber two, they switch providers
or at least swtch accounts in terns of trying to start
fresh.

This is becomng a significant situation for sone of
the | arger providers. Conpuserve in their case, for exanple,
mentioned the nunber of fol ks that had just discontinued
their service. Clearly as a small provider, we're trying to
offer a positive service to our subscribers and if they don't
view what we're offering because of sonmething we can't
control, you know, that's clearly harnful.

MR. MEDI NE: W have anot her Internet access provider
with us as well, Sinobna Nass, who is responsible for

determ ning policy at Panix/Public Access Networks
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Corporation. To what extent are your experiences simlar to
what we've heard or different fromwhat we' ve heard?

M5. NASS: Qur experiences are fairly simlar. The
difference primarily is our approach to it. Panix maintains
spamfilters that staff admnistrators -- we have Pani x staff
adm nistering spamfilters for our custoners. And what we do
is we try to devel op technical solutions to a problemthat is
pl aguing all of our custoners and taking up a significant
amount of our resources also in terns of staff tinme and
machi ne resources and so forth.

COW SSI ONER VARNEY: Do you think that's an
effective solution or optimal solution or what woul d help
t hat sol ution?

M5. NASS: It's not optimal for sure. But on the
other hand, it is making headway into the problem and the
di fference between not receiving, you know, 50 percent of the
spam t hat you ot herw se woul d have gotten or whatever
percentage is still significant when you're |logging in by
calling long distance fromthe other coast and are trying to
qui ckly check your mail for anything inportant that you need
to get over that night.

COW SSI ONER VARNEY: And do all of your -- do people
come to you because you have this feature of trying to block
unsolicited E-mail ?

M5. NASS: It works both ways. People come to us
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because we have this feature. W also developed this feature
because we tend to have the sort of custoners to whomthis
sort of thing is inportant.

COW SSI ONER VARNEY: And do you have anybody who
wants unsolicited E-nmail, who says no, don't filter that, or
do they just go to another conpany?

M5. NASS: W do have custoners, our approach is
opt-in, neaning that you get all the mail that's addressed to
you unl ess you take action to filter it.

COW SSI ONER VARNEY:  And how many of your customers
-- what percentage of your custoners sign up for the
filter?

M5. NASS: Several hundred of our custoners, about
300, | believe, have signed up for the filters.

Additionally, we assist themw th building their own if they
don't want to use ours.

MR. MEDINE: So, 300 out of how many?

M5. NASS: W have 6,500 individual custoners, over
6, 500, over 1,000 corporate custoners. Anybody who's doi ng
their owmn solution on their own I P connection, they have a
PPP account with us, we don't know what's happening on their
end. And we al so nmake tools available to people so they can
they can mx and match recipes either that our staff had
created for addresses of known spam senders or they can | ook

to their own mail and see who they don't want to get mail
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fromagain or whatever system or if they don't want to get
mai | that says nmake noney fast ever again, they can nmake sure
they don't get it.

COW SSI ONER STAREK: Tell ne sone nore about these
filters. They're 100 percent effective when they're
enpl oyed?

M5. NASS: No, they're not 100 percent effective.
They can't be because they can only filter for things that we
can predict, and that's historical information, either for
addresses that we know have sent spamin the past, or for
common strings that occur in the nessages, such as if a
particul ar spam sender is using a P.O Box, even if they're
changing their header information, if they always say cal
this 800 nunber or wite to this P.O box or whatever, we can
still catch themon that. But if they change it, then it's
very adaptive. It's sort of like an arns race, you know, how
fast the techniques nutate and how fast can the sol utions be
made.

COW SSI ONER STAREK: Are you the only Internet
service provider that has this capability or enploys these
filters?

M5. NASS: No, we're not. In fact, we know of other
| SPs who have asked us to send them our information and they
subscri be essentially to our lists. W also know of other

| SPs who filter on behalf of their custoners either
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because -- with or wthout their custoners' perm ssion just
as a utility issue. And we also know of |SPs who advertise
thenmsel ves as we filter your spam so they use that as a draw
to get custoners.

MS. LESSER David, can | add one thing to answer
your question. AOL does have a filtering systemwhich is
called Preferred Mail. It works differently from Panix's
system Theirs is an opt-in, ours is an opt-out. W nade
t hat deci sion because as | said it is the nunber one
conplaint on AOL, and we've been getting so many conpl aints
that what we did as we decided that it was nore likely than
not that people did not want to receive unsolicited
commercial E-mail particularly fromthe people on this |ist,
whi ch were peopl e about whom we got conplaints and who we
then went to and tried to get to stop and who refused to
stop. That list grows, but again, it's a cat and nouse gane,
but nenbers can turn it off. |[If they turn it off, they
receive mail fromthose senders.

COW SSI ONER STAREK:  And how nuch nore does it --
wi || your subscribers pay for this service?

M5. NASS: W offer it at no additional charge. What
we found was that we were spending so nmuch tinme on the issue
anyway that, you know, people saying | have this mail, how
can | make it stop, that sort of thing. W get working with

users to educate them about how to use the filtering tools we
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have available in our system W're a UN X-based system and
we offer prop mail and various other filtering software
t ool s.

And so even without our filtering systemwe were
spending so nuch tinme talking to themeither dealing with
conpl ai nts about spamthat they got fromoff site or about
howto filter stuff and so forth that it's largely equival ent
to do this and just point themto the help system and say,
you know, we have a systemalready built for your use, if you
want to use it, take a ook at what's in the help system
it"'s really sinple to use, contact us if you have additional
guestions or want to have our help in customzing it.

COW SSI ONER STAREK: As far as you know, are
techni ci ans working to, you know, inprove the system so at
sonme point these filters will be 100 percent effective?

M5. NASS: There's ongoing research into it. The way
we're doing it is not likely to work, because it's going to
continue to be an arns race, and it's going to continue to
requi re ongoi ng mai ntenance in a proportionately increasing
way .

COW SSI ONER VARNEY: Can | follow up on that
question? W talked -- we had a brief exchange earlier where
we tal ked about technol ogical solutions and if the industry
that's represented here today woul d t hi nk about how to work

on technol ogi cal solutions. ©One of the things that's been
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ki cked around in the Congress is sone sort of header
information that unsolicited E-mailers would use and
absolutely identify that it was a piece of unsolicited E-mail
up front, and then technol ogy software can be witten that
peopl e can choose what they want to receive or don't

receive. Wuld that work?

M5. NASS: The problemw th that is that you're
asking the offenders to basically police thenselves. And so
the problemis not so much spamrers who send mail with
legitimate information and so forth, because you can just
filter those out. The problemis people who woul d never
conply with that sort of requirenent. And so --

COW SSI ONER VARNEY: W have sort of a simlar
hi storical experience here wth the tel ephone fraud, and
Congress passed a | aw saying tel ephone fraud is illegal.

Now, FTC, go to wite the regs to make sure it's illegal

And what we found was that the |egitinmte business industry
cane to the table and said, Ckay, we'll help you wite the
rul es, but you're not going to put the tel emarketers out of
busi ness for fraudulent activity. And we said we agreed with
that, but what it did was it gave us a framework wi thin which
to determ ne what was legitinmate and not legitinmate and it

al so gave us additional tools to go after the people that
wer e fraudul ent.

So, al though, you know, no |aw, no regulation is ever
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going to stop the bad actors, sonetines it's helpful, and I
don't know if it would be in this context, to create the safe
harbor that says these are the legitimte practices, these
are the best practices, and if you're not in this harbor,
you're not in it --

M5. NASS: There are sone differences between E-nmail
and tel ephone solicitations. Nanely with tel ephone
solicitations, you can verify if a call was placed froma
particul ar nunber to a particular nunber. Wth E-mail, you
can just get a $10 a nonth or even free E-mmil account, use
it, burn it up, have everybody directed to your P.O Box, so
it doesn't matter if you burn your bridges behind you and
then there's no way to trace it.

Wth regard to tel ephone solicitations, it takes
| onger to establish a phone nunber. It can be verified, and
you can't have those sanme problenms wth E-mail.

COW SSI ONER VARNEY: So, what's the answer?

M5. NASS: W don't know for sure. There are people
researching technical solutions, there are a variety of
approaches being pursued that | have outlined in ny witten
subm ssion. Anong the options are a P-filtering, which is
al so a sort of nutating problem setting up software to do
the filtering itself, or to put in the headers itself rather
than letting the person who would probably want to get around

it doit.
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Li ke for exanple, the Pegasus mailer said that -- has
i npl enented a feature that puts in a header that's not user
configurable where if nore than a certain nunber of copies
are being sent to the sanme mail, it puts in a header
distribution bulk or whatever. |If -- | nean, people can
obvi ously get around that by sending, you know, 50 or fewer
messages at a tine. There are people who are researching
things like opt-in E-mail where you give out your address
only to people that you want to reach you and you can
establish various variants of your address and so they have
different priorities.

For exanple, the people that you know you want to get
mail fromjust get your priority one or whatever. People,
like if you post to Newsgroup, say you're a researcher and
you're posting for solicitation, you know, soliciting
informati on about the field that you' re researching. You
don't want to have your mail box clogged with everything, you
know, every offer under the sun.

And so what you can do is set up a certain variant of
your address so that you at |east know that everything that
you receive in response to that is related to your posting.
So that it's not the -- you know, your father is in the
hospital now and you can prioritize between those things. So
that the hundreds of responses you get say to use a posting

can be differentiated fromnmail fromyour boss, to your
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col | eagues, fromyour famly, et cetera.

O her approaches that have been floated include
| egislation crimnalizing or providing civil renedies. There
are problens wwth that, too. Primarily it's the enforcenent
i ssues and al so there are risks of it show ng expression and
so forth, but in ternms of enforcenment, how would you verify a
conplaint? |If there were a law that said you are entitled to
such and such a renedy, if you can docunent that you received
a spam how would you do that? |It's going to turn out being
war of |ogs, your systenis |og against the system| ogs that
the sender, maybe if that particular piece of mail routed
t hrough hops, you know, various other hops on the Internet
before reaching your site, naybe there's a record of it in
the logs of sone internediate site.

At that point you would probably need a class action
suit or the equivalent of several plaintiffs to prove that
you had even gotten this E-mail because you're going to say |
got this E-nmail and the sender is going to say, No, you
didn't.

MR. MEDINE: |'mgoing to hold that discussion which
isreally just the renmedies portion and turn to Shabbir
Saf dar, founder of Voters Tel ecomruni cati ons Watch, which is
a three year old, grass-roots Internet advocacy group based
in New York. Talk to us about what your study |earned from

| SPs about the cost of unsolicited E-nail as well as the
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i npact of it on consuners.

MR, SAFDAR Let nme thank the FTC for hosting what is
probably the nost heated discussion in what's probably the
col dest roomin Washington that | have been in the |last three
days, it's got to be 90 degrees outside.

VTWN over the past two and a half nonths, in response
to the FTC s call for information, ran a survey of Internet
users and Internet providers asking them what they think.

And as we cited in the survey, we think this is really the
best information fromISPs, it conmes fromfolks Iike ACL and
Pani x.

W | earned sone interesting data, but what was nore
interesting was what we get fromlInternet users and what
I nternet users told us bears and gives sone spin on what we
heard fromJill, which is that for about a third of our
respondents, and this is a nonrepresentative sanpl e of
I nternet users, if you can find ne a representative sanple |
would i ke to see it, is that about a quarter of their mai
was spam as of the [ast two nonths.

And we did a broad survey asking people what they
t hought, and then we also did an in-depth single survey where
we took an individual who was a part of our survey from EFF
Austin and he for sonme bizarre reason has saved every bit of
spam he's received since last July. And so we did a little

statistical analysis, and all this is in our findings, which

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



65

is inour FTC filings. And he found that starting |ast July
he was getting about one piece of mail, junk mail, junk
E-mail, every two days. As of this May, he was receiving
about six every day. And it doesn't take a | ot of

mat hemati cal knowl edge for himto do a sinple |inear growh
projection and realize that by the end of '97 he will have
recei ved 753 pieces of junk E-mail.

Thi s does not seemto be an unreasonable statistic,
this jibes with what people told us, that about a quarter of
their mail was spam And on a systemlike ACL or Panix, that
can be a significant anobunt of delivery resources to process
this information.

What's worse is that we found that a | ot of people
actually pay for reading their mail and it's not a smal
anmount. |If you | ook at Senator Mirkowski's office from
Al aska, the notivation for introducing the bill was that they
-- his constituents live in areas where they don't have a
| ot of local dial-up connections, and so they pay tol
charges. And we tal ked about the econom c inpact, which
maybe we' ve al ready bought into.

You'll see in our filings there are about four to
five places where an individual can pay for receiving spam
multiple times, and |I'mnot saying that we're tal ki ng about
$5 for a spam but there is a significant cost associated

wthit.
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MR. MEDINE: Can you just tell us what those -- where
in the systemthese costs woul d be inposed on the consuner.
MR. SAFDAR: Sure. There are hard costs and soft
costs. | nean, soft costs are costs of extra staff tine
needed to process and handl e probl ens associated with nai
whi ch get passed on to the consumer through higher |SP
prices. Very sinple hard costs are things |ike di sk spaces,

| SPs, including ny own. Panix is nmy ISP, so this is a bit

i ncestuous, but -- you can get charged on | SPs per the anount
of di sk space you consune. And in an |ISP where your mail is
delivered into your own di sk space, you'll be paying for spam

over a certain allotnent of your disk space even before
you' ve read it.

Now, if you pay for connect tinme charges where you're
connected to their system you know, at $2.95 per hour if you
don't have a flat rate ISP, while you're downl oadi ng or
readi ng your E-mail, including spam you'll be paying for
that as well. [If you' re downl oading your nmail over a line
with a toll charge, perhaps because you don't have a |ocal
pop or because for whatever reason you don't have a flat rate
per-call service, or you're calling an 800 nunber or | ong
di stance, you'll be paying there as well.

And so it turns out that if you have a really bad
pricing plan with an Internet provider, you can pay a | ot of

different ways. Now the response that nost people have in
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this and | think it's a reasonable one is you should probably
change ISPs. And | would agree, but it is undeniable that at
sone point the costs do get passed on to the consuner even if
it'"'s in a flat rate market, because the plan, so to speak,
has to be built out to account for it.

And once again I'mnot saying that we're tal king
about adding $5, $10 a nonth for the custoners, but for sone
people this could be significant. And for sone people who
don't have a w de choice of ISPs in rural areas, they don't
have a | ot of market and accessibility. They can't nove
around in a lot of different | SPs w thout incurring sone
char ges.

As a proof of sort of the beauty of this nedium
I nternet users who are right now di scussing, whether they're
listening to you on the denocracy or on the chat, were just
pol | ed about 20 m nutes ago about how many pieces of spam
t hey receive per 12-hour period and the answer is about
eight. And this is going to increase.

We're | ooking at a nunber of about 161 that our
singl e sanpl e person received in May, and it only grows to
increase. And | think that what George said is very
i mportant, the anpbunt of mail people are getting is very high
and you lose information in there. And the filtering tools
that are present are good, and | think Panix is quite a

| eader in doing that, | think that's one of the reasons they
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and AOL preferred mail is such a good exanple. They're not
100 percent and they never wll be.

It's sort of |ike cryptography where the fol ks that
make the codes are always going to be better than the fol ks
who break them In this case the folks that need to enter
the market to send unsolicited nail are always going to have
an easier tine than the folks who are trying to block it.

MR MEDINE: |Is there a risk that at sone point it's
going to kill the gol den goose or whatever and that is that
people will stop using E-mail or the future utility of E-nail
w || decrease because of the | arge nunber of unsolicited
pi eces of E-nmmil these people receive?

MR. SAFDAR: | actually don't think we'll get to that
point. | think the risk is that we'll see very ill inforned
policy, of course not of the FTC, as to howto deal with this
problem There's a great concern anong the fol ks that work

on Internet user issues fromthe Internet user point of view

about the proposals for |abeling, for exanple. They carry
very grave free speech concerns. | nean, we're in court
ri ght now tal king about why you -- it's very problematic to

| abel concepts on the Internet to turn around and say wel |l
you can't | abel indecency but you know what you can | abel
ads. People don't see that distinction very well and you
cone back and find that you' re setting a very bad precedent.

COWM SSI ONER VARNEY: So what's the answer?
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MR. SAFDAR: | think the answer is twofold. One is
to let the Internet comunity cone up with sone techni cal
solutions, sonme of which are already out there, and then give
them sone teeth. Today, people post, ironically enough, to
t he spam newsgroup, quite often with altered E-mail
addresses. For exanple, ny E-mail address, and pl ease don't
send ne any nore junk E-mail, is Shabbir@tw org. Well, if |
posted it at Newsgroup and | was using the sort of de facto
standard it woul d be Shabbir. nospamart w. org.

If you tried to send mail by harvesting ny address
fromthat Newsgroup, it wouldn't work because that address
doesn't exist. MNow, if | were to use that or if | were to
use sone ot her Internet-based standard and sonewhere to go
around it, there's no penalty for that. There's nothing that
says that if a bad actor is to abuse that preference that |
amgoing to -- that I have any recourse. | think that's
what's needed. | think the Internet comunity needs to sort
of codify sonme of its standards in a way that is consistent
with the Internet culture and the first amendnent and then
the regul ators, be it Congress or the FTC, needs to put sone
teeth into it so that it nmeans sonet hing.

COW SSI ONER VARNEY: Well, let's ask M. \Wallace or
anybody el se here, it seens to ne that there is sonme comon
interest here. | think, M. Wallace, when | read your bio

you have sone background with tel ephones and tel emarketing,
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or am|l wong? Because it seens -- no, |I'monly asking in
the sense that it seens to ne that there's a possibl e anal ogy
that David is alluding to in the 900 nunber industry where
everybody t hought 900 nunbers were going to change the
fundanental economics of the way we did business in this
country. And what happened is they went zap imedi ately and
they still haven't recovered.

So, it seens to ne that there's got to be sonme conmon
ground for people who want to engage in unsolicited nass nai
but want to do it by a set of ethical rules with the people
who al so say Well, there's sone first anendnent right here
but we've got to clean this up and we've got to do it in a
way that gives consuners choice. | nmean, is there -- you
know, the last thing that nost of the people at this table
want is governnent regulation, but the last thing the
government wants is to see the systemcrash

MR. WALLACE: | agree with you 100 percent and that's
exactly the reason why we made it such a top priority to form
an association to enforce ethical standards and guidelines.
| think that we need to have the opportunity to test those
new st andards and new gui del i nes before the governnment cones
in and regul ates the whol e industry, because this is
sonething that is literally just occurring this nonth

COW SSI ONER VARNEY: And do you all talk to each

ot her outside of court? | nean, do you -- | nean, is there a
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di al ogue here that can start?

MR. WALLACE: Well, maybe Walt can answer that better
than | can.

MR. RINES: The question being talk to who, the
| SPs?

COW SSI ONER VARNEY: The | SPs, the consuner groups,
the various kinds of people at this table.

MR RINES: Well, we do talk, of course anbngst the
spamindustry we talk. O course in setting up this
associ ation, we've tal ked about comon issues, conmon
conpl ai nts and addressi ng those conplaints. W haven't had a
t remendous anount of conmunication wth other |SPs because
they seemto be at odds a lot of tines, obviously.

We have seen the inportance of putting a global spin
on a solution, and one of the things that we've devel oped as
the Internet E-mail Marketing Council is a global filtration
systemthat filters unsolicited E-mail at the source. So
before the nessage travels onto the Internet. And that in
all the tests and all the studying that we've done really
addresses a great deal of the concerns; in fact, just about
all the concerns of cost shifting. Because if the E-mail is
never delivered or delivery is never attenpted, then it does
not require any resources on the recipient side. And that
means no | ong di stance charge is being used up, no disk space

is being used up, in fact no processor tinme or reduced space
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on the ISP on the receiving end.

So, a global filtration system we have seen as a rea
priority. The devel opnent and testing of that system at | MAC
is going on right now and we actually have a target date of
being up and running with that systemthe 5th of June, we're
running a little bit behind because it's a trenendous
undertaki ng as you m ght expect.

COW SSI ONER VARNEY: And have you tal ked to any or
have any of the I SPs worked with you on this?

MR RINES: Well, one of the founding nenbers of | MAC
i s our backbone provider, one of the six major backbones in
the country. And they have been very supportive, in fact
were instrunental in helping us get together to formthe
associ ation to address these issues and take care of these
i ssues before things get out of hand.

COW SSI ONER VARNEY: Maybe M. Wallace can comment
on this. Sonetines it is extrenely useful to when you're
solving the problemto sit down with people that are
experiencing the probl em and even before you beta test see
what their thoughts are. | nean, | can't strongly enough --
| nean, it seens to ne there's a |lot of comon ground here
and let's at least start tal king about it.

MR. MOUYAL: Can | say, one of the solutions we're
proposi ng and we're devel oping right now is turning the spam

or the coomercial E-mail into "gemnuail" and what we woul d
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like to do is we would like to pay people to read comrerci al
E-mail --

COW SSI ONER VARNEY: 1'1l sign ny kids up.

MR. MOUYAL: And the way we would like to do it is
t hrough a point system where people can read the advice and
what have you

COW SSI ONER VARNEY: Like frequent fliers. Change
t he econom cs.

MR, MOUYAL: Absolutely, and they can go back to an
onl i ne catal ogue and purchase all kinds of Internet
services. And if they choose not to use the points for goods
and services, at the end of a 12-nonth period we'll give them
back ISP dollars while helping themoffset their nonthly
f ee.

I mean, | think that would really work, and I would
i ke to say sonething about sone of the technol ogy that has
been devel oped to forge headers and to do all these nasty
things, in ny opinion. And | have to put the blame strictly
on the 1SPs and the AOLs of the world because instead of
dealing with the issues wth good positive decisions and
addressing these people, by talking to them they have forced
themto create these type of products.

MR. MEDINE: Let's keep the gallery quiet. One of
t he advantages here today is the opportunity for all of us to

sit at the sane table and di scuss these problens. |'m going
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to be sonewhat of a curnudgeon and stick to the agenda and
during the next half hour stick to what are the cost issues
and then from 11:00 to 12: 00 we can really work on sol utions
anong oursel ves.

Col I een Kehoe is a Ph.D. student in the G aphics,

Vi sual i zation, and Usability Center at the Coll ege of
Computing of the Georgia Institute of Technol ogy. Mybe she
can enlighten us further about sonme of the inpact of these
practices on consuners.

M5. KEHOE: First | want to nention that I'Il only be
able to cover a few of the data points fromour survey that
we' ve conducted and we have nore information avail able both
online as well as hand-outs in the |obby. Qur survey that we
conducted through Georgia Tech is conducted online and
therefore it's self selected, and this is the seventh survey
that we've conducted over the past three years.

This survey, which was conpleted in April, had about
19, 000 respondents which gives us a total of al npost 100, 000
respondents over our seven surveys. And what 1'Il do is run
t hrough basically some of the data points that we have that
relate to spam

First, 80 percent of our respondents report that they
have received spam W asked a variety of questions on
direct marketing in general and asked people if they agree or

di sagree with various statenents and to what extent. One of
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those statenents is that they |like receiving nmass post al

mai lings. And we get a noderate disagreenent with that
statenent. W al so ask do people |ike receiving nass
E-mailings and we have a much stronger disagreenment with that
st at enent .

What we' ve done recently is do a | ongitudinal
anal ysis of a particular set of people who answered both our
nmost recent survey and a previous survey to see how their
experience in being online has changed their opinions over
tine.

In general, we find that those opinions haven't
changed very nuch except in the area of receiving spam The
per cent age of respondents who di sagreed strongly that they
i ked receiving mass E-mailings increased from 63 percent in
our sixth survey to 74 percent in the seventh survey. Part
of that is that in being online, people have nore of an
opportunity to receive spam

So, inour -- in the sixth survey a | ot of those
peopl e had not yet received spam W feel it's both
reflective of a general increase in spamand also just the
| onger that you tend to be online the nore likely it is that
your E-mail address is out there to be collected and used for
t hese purposes.

We al so asked what do you do when you receive spam

and the percentage of users who reported that they sinply

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



76

del ete these E-mail nessages rose slightly from59 percent in
the sixth survey to 61 percent in the seventh. And that is
across all our respondents, not just that particular set who
answered both surveys.

The percentage that actually read the nessage
decreased from 13 percent in the sixth to 11 percent in the
seventh. So it's only a small anount of people who actually
report that they're reading these nessages. Wen we | ook at
again that group of users that responded to both this survey
and the previous survey we show that they are nore likely to
sinply delete the E-mailings when they get it. Partially
because they're just nore able to recognize it w thout having
to read the entire nessage.

Anot her question that we ask is what do you propose
shoul d be done about these mass E-mailings. And the nunber
one response for both this survey and the previous survey was
t hat people would Iike to see an opt-out registry created.
And that is 38 percent of our respondents. The next nost
popul ar option is that there should be a bl acklist of known
spanmers created. That was a new option for this nost recent
survey and that actually cane in nunber two.

Governnment regulation is favored by eight percent of
our respondents which is a slight increase froma previous
survey, but that only by 2 percent outwei ghs doi ng nothing

about the problem In our nost -- in our sixth survey, which
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was conduct ed about six nonths ago, doing nothing actually
overrode having any sort of governnent regulation as it
relates to spam

And | think it's also worthwhile to note that
these -- these preferences of first a registry and then a
bl ackl i st of spamrers are favored by both our U S
respondents and those in Europe. So, | think it's been
mentioned previously that sone of these issues unfortunately
don't end at the boundaries of the U S and that it's
wor t hwhi | e | ooki ng at how ot her countries m ght respond to
t hese issues as well.

MR. MEDI NE: Thank you. Now we have had a chance to
| ook at the consuners' perspective and ISP's, but there's
anot her conponent of this, the Internet's infrastructure, and
Raynond Everett who is a consultant to AOL and Conpuserve
will address it.

MR. EVERETT: Well, | think there's an excell ent
anal ogy that's been made in other discussions yesterday to
t he problemof pollution in the environment and in sonme ways
the cost to the Internet is simlar to the cost of say toxic
waste or other pollutants being released into the
environment. |It's a cost savings for the producers in order
to -- they save noney by transmitting this stuff into the
envi ronment and shift that cost on to recipients.

And as Ronal d Coase in his Nobel prize w nning work
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outlined, this distribution across an ever-w deni ng base
makes it much nore difficult for those peopl e being inpacted
to ever recoup those |osses. There's a real problem of
transactional costs. You're starting to see organizations
i ke the Coalition Against Unsolicited Coomercial E-mail who
conme together on an ad hoc and voluntary basis to try and
cone up with sonme sol utions.

The coalition that | aminvolved with is primarily
made up of Internet service providers, adm nistrators and
technol ogi sts on the front Iines of the problem And we have
seen that the technol ogical answers have not been very
effective. For every block we put up there are a dozen ways
around it.

The Internet is an incredibly resilient technol ogy.

If you look at its origins, it was designed to reliably
transmt data during difficult and spotty connections nostly
in wartinme situations, but that underlying open standard on
the Internet makes it incredibly easy for people to
circunvent bl ocks that Internet service providers put in
place and that's -- and that's why filtering nechanisns, |ike

ACOL and Pani x have wonderful filtering systens, aren't

completely effective. | -- | barricade nyself behind many
| ayers of filters and still manage to receive a -- a fair
nunber of spam nmessages every day that -- that slip right

t hrough those systens.
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MR. MEDINE: Turning to the infrastructure, what is
the cost to the Internet? Are nessages going through nore
slow y? Do conpanies | ose backbone? Do providers have to
i nvest nore resources in bandw dth? How does this inpact the
system overal | ?

MR. EVERETT: Oh, the systemat various points in the
transm ssion process suffers fromcloggi ng of those backbone
transm ssion systens. Also the routers that select the path
to distribute and relay the nessages can becone very easily
cl ogged and sl owed down.

A lot of people have a -- have a hard tinme getting to
Wb sites that they want to because the Internet connection

that their service provider purchases is oftentines clogged

up with incomng nmail and -- and both systens are spendi ng
time processing those nessages whereas, you know, a -- a
pi ece of equi pnent can only process a -- a finite nunber of

transactions in a matter of seconds, though it does it fairly
qui ckly.

But if you've got you know, tens of thousands or
hundreds of thousands of pieces of E-nmail, as in a case like
AOL, coming into these machines, that's taking up the fixed
amount of bandwi dth of the -- of the pipe connecting in and
if your pipe is full of stuff comng at you, you can't get
t hings out, whether it's your owmn E-mail or your own clients

and customers trying to surf the Wb.
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MR MEDINE: M. Catlett, do you have anything to add
to that in terns of the inpact on the infrastructure of
unsolicited E-mail ?

MR. CATLETT: |'mnot an expert on that topic.

MR. MEDI NE: Ckay, good. Let's --

COW SSI ONER STAREK:  Davi d?

MR. MEDI NE:  Yes.

COW SSI ONER STAREK: | find your anal ogy of people
engaging in comercial -- even if it's comrercial spamm ng --
to industrial polluters to be sonewhat strained. However,

"' m curious about the nature of these nessages. W' ve been
talking this nmorning nostly about conmercial nessages, but

are there other kinds of nessages which are bei ng spammed?

For exanple, political-type nessages?

MR. EVERETT: Yes, there are political and -- and
religious and -- and news announcenent type nessages that are
-- that are being put out there.

COW SSI ONER STAREK:  And what's the percentage of
sonebody who engages in several chat groups and stuff --
what's the percentage of the nessages that are spamed to
that person that would be of this nature rather than

conmer ci al opportunities?

MR. EVERETT: | have no hard nunbers on that but --
but anecdotally and -- and in ny -- in ny personal
experience, |'ve received very fewin the way of political or
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religious communi cations. They're -- they're easily
out nunbered, probably 40 to 1 or nore in ny own persona
experi ence.

I -- 1 think that our approach, the -- the coalition
that I work with, is dealing specifically wth unsolicited
comerci al nessages because we certainly recognize the -- the
great First Amendnent tradition of sending out nessages of
political and religious and social nature that -- that nust
be protected, and we are nostly concerned with comrerci al
entities who are shifting their costs onto other people in --
in hopes of making a profit at those -- at those recipients
expense.

MR. MEDI NE:  Conmi ssioner Varney?

COW SSI ONER VARNEY: He's still --

MR MEDINE: OCh, I'msorry.

COW SSI ONER STAREK: But the filtration systens
woul d go throughout all these kinds of nmessages | would

t hi nk.

MR. EVERETT: Well, it -- it -- it depends on how you
operate your filtration systemor where -- or where you base
your -- your nessage operations from W are not -- the

proposals that nmy coalition is putting forward do not put
forward a filtering system They sinply say that commerci al
-- unsolicited comercial nmessages -- nust be on an opt-in

basi s. If you wish to receive these sorts of
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communi cations, you certainly may.

I -- 1 personally amon probably a dozen commerci al
mailing lists that are -- are nmarketing and advertising and
i ndustry update lists, and -- and they' re a wonderful
resource to ne, but I didn't start receiving themuntil
asked for it.

And that's what we're seeing the |argest nunber of
| arge marketing and conmerci al organi zati ons doing. They
have opt-in systens. The types of spamthat we've been
tal ki ng about here today are largely not those with nore
legitimate offers but are the nmulti-Ilevel marketing, the
pyram d schenes, the -- the quack nedical renedies, et
cet era.

My anal ogy to pollution was not nmeant to characterize
the -- the quality of the content of the nessage but sinply
the fact that the costs are being shifted off of the -- the
profitmaker onto the consuners and the recipients in nmuch the
same way that a -- a chem cal producer or anyone el se
involved in a chem cal process m ght nove those costs out and
-- and -- and save those costs on their end by pushing them
ont o soneone el se.

MR. MEDI NE: Comm ssi oner Varney?

COW SSI ONER VARNEY: | wonder if M. Sanford (sic)
has any anecdotal or other anal ogy of your client, is it

al nost all commercial? |Is there a snall percentage that's
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religious or political nmessaging? Do you have any insights
on this for us?

MR. WALLACE: By the way, it's M. Wallace.

COMW SSI ONER VARNEY: |'msorry, M. Wll ace.

MR. WALLACE: Most of the nessages that cone from our
systemare of a commercial nature, but we're also a
comercial E-mail conpany. So, | know that as this practice
becones nore wi despread you're going to see a drastic
increase in political and religious speech being sent through
E-mail. [It's just that we're not in that business, not at
this tine.

MR, MOUYAL: Let nme ask you a question: W've --
we' ve done for a state tax departnent to put up a downl oad of
tax returns online, and we sent a |ot of people fromthat
state to that site through an E-mail canpaign and it worked
fairly well for them

The problemis a |lot of people don't want to touch it
because people that are against it are calling them and
threatening themand telling themthat |'m going to boycott
your conpany, |I'mgoing to sell off my stocks that | have in
your conpany. So these, you know, major conpanies don't want
to touch it and | don't want to blanme them because they don't
want to have that stigma.

However, they are very intrigued and very interested

inusing this as a viable way to nove products and services.
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And the reason that you're seeing all the so-called garbage
advertising in E-mail is because that's the only peopl e that
are wlling to try it, you know And | think we need to give
the bigger institutions and the bigger conpanies and the
politicians and the charitable organi zati ons good reasons to
try E-mail, you know, rather than stigmatizing themwth,
Hey, if you do that you're a spammer and you're no good and
|"mnot going to want this and | don't want anything to do
wi th your company, and I'mgoing to yell as loud as |I can to
tell everybody that you' re a no good heat hen. And | don't
think that's right.

MR. MEDINE: | appreciate that, but in transition we
spent a lot of time tal king about the cost of unsolicited
E-mail, but maybe we can shift a little bit to the benefits,
and Bob Wentzen, who has been patiently sitting here, he's
t he president and chief executive officer of the Direct
Mar keti ng Associ ation, we appreciate having you back again
t oday, and we appreciate your views on the role that
unsolicited E-mail can play for marketers.

MR. W ENTZEN. Thank you. | think the first point
woul d make is that | believe that the cost of spamas we've
been tal king about it today is absolutely enornous. It's --
it goes away beyond the cost of the technical side. It
really goes to the issue of the cost of m ssed opportunity

and the cost that -- that ampbunts to a reduction in the
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potential of this tool to represent a -- a new and exciting
medi um for communi cating to consuners and for conducting
el ectroni c commer ce.

Now, as evidence of that, | would suggest that npst
legitimate marketers, in fact, the vast majority, are afraid
to be associated with it because of its reputation, as the
poi nt was previously made. W recently conducted a survey
anong our nenbers, a representative one, and found that
slightly under 10 percent of our nenbers used E-nmail at al
even though 86 percent of them actively used the Internet and
the Wrl dw de Web. So, the vast majority of themare
avoiding it.

O the 10 percent that use commercial E-mail, 85
percent only use it in the targeted sense and the vast
majority of those to their existing custoners. So, in
effect, what we have is a tool that is being avoi ded by
| egiti mate marketers because of sonme of the concerns.

Seventy-five percent of those folks who are using it
at all, in ternms of cormerce, are only going to their
exi sting custoners. And they would |like very nmuch to be able
to offer their goods and services to other people. However,
they are concerned about the public's perception. 1In a way,
spam has left a very bad taste in the nouth of the legitinmte
mar kets. Not to play too heavily on an anal ogy, but | think,

in fact, that's what we need to correct.
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| think the tools are there to correct it. The first
one is we already have stated principles in the marketing
gui del i nes that have been worked out by the DVA and | SA, and
they do include principles dealing with unsolicited E-mail .
| don't think it would take nuch energy or effort for the
exi sting spamers to adopt those principles, and I would
chal l enge the existing community that's using unsolicited
E-mail to | ook hard at adopting those principles quickly,
before it's too late, before the public really does turn
itself off to the regular use of this vehicle.

| think if the standards are followed, and if -- that
is if people are identified, if people are given a legitinate
opportunity to opt-out where it's easily found, easily
i npl enented and absolutely respected, that we m ght be able
to recover public trust inthis -- in this vehicle.

The fact of the matter is that E-mail, as we
currently know it, is not what should survive. The E-mail of
the future could be an exciting marketing tool. It could
present consumers with video, it could present themwth
audio, it could present themw th opportunities to seem essly
make choi ces and gat her information.

It could be a great targeting vehicle, and it could
do so at very significantly reduced costs. The fact is it
will never get there if we don't find a way to self-regulate

and do it quickly.
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I woul d suggest that the community of spammers coul d
join with us and regul ate thenselves now. | think we could,
in fact, save this if we nove quickly, and | certainly would
hope that they woul d take up our challenge to | ook at our
princi ples, our guidelines and adopt themright now.

COW SSI ONER VARNEY: Bob, what are -- what would you
do about the outliers? | nean, if everybody at this table
sai d, okay or whatever, what would you do about the -- the
peopl e that aren't at the table, that apparently represent a
significant portion of the mail that's going through the
syst enf

MR. WENTZEN: Well, honestly, Conm ssioner Varney,
don't know what | would do about all of the -- of the
outliers, but I know that given the volune that's represented
by the significant players that we could significantly reduce
t he vol une of questionable mail if the high volune players
were to participate quickly.

When that happens, those outriders would be much nore
easily identified. | think that's the issue. |If the top
five or top 10 spammers were to quote "clean up their act,"”
then | think those that were not doing so would be nuch nore
easily identified.

MR. MOUYAL: | would like to add sonething. There's,
you know, a | ot of people that are creating their own

operations off the Web Sites, which I think -- | encourage
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that -- |I've spoken to nunerous people who have created these
and that they use theman a nonthly basis and every nonth
that they send out their opt-in |list they get accused of
bei ng a spamer by sonebody, okay?

MR. W ENTZEN: How do you address that?

MR. MEDINE: Well, why don't we -- why don't we | eave
that as a |ingering question. We're going to take a break
and then we're going to cone back and then the subject on the
table will be where do we go from here.

(A brief recess was taken.)

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



89

PANEL VI1: UNSOLICI TED COWERCI AL E- MAI L: RESPONSES

"Filtering opinion, self-regulatory efforts,"opt-in"
and"opt-out" nmarketing nodels, application of current |aw,
and gover nment responses.”

Ram Avr aham

Jason Catlett, Chief Executive Oficer, Junkbusters

Jul i e DeFal co, National Consuner Coalition

Raynond B. Everett

Jill A Lesser, Deputy Director, Law and Public
Policy, Anerica Online, Inc.

Deirdre Mulligan, Staff Counsel, Center for Denocracy
and Technol ogy

Si nrona Nass, Pani x/ Public Access Networ ks Corp.

Rosal i nd Resnick, President, NetCreations, Inc.

Shabbir J. Safdar, Founder, Voters Tel ecommuni cati ons
Wat ch

David E. Sorkin, Assistant Professor and Associ ate
Director, Center for Information Technol ogy and Privacy Law,
The John Marshall Law School

Sanford Wal |l ace, President, Cyber Pronotions, Inc.

Eric Wenger, Assistant Attorney Ceneral, New York
Departnment of Law, National Association of Attorneys General

H. Robert Wentzen, President and Chief Executive

Oficer, The Direct Mrketing Association
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MR. MEDINE: We're now going to turn to what we do
about unsolicited E-mail to basically prevent those who don't
want to receive it and as Bob Wentzen said just before the
break, turn that into a positive communication. W'I|l work
t hrough sone of the possibilities, starting with self-help on
one end to governnent regul ation on the other end, and
Shabbir maybe can talk to us a little about this.

MR. SAFDAR:  Well, | think what we -- what we've
found in our survey was sonewhat significant. W found a
very high nunber of people who told us how they address the
junk E-mail problem And | do want to point out that one of
the responses which | put in our filings but which I would
not give too nmuch credence to is bodily harm

Seventy-ei ght people out of up to 2,700 said bodily
harmfor -- and 30 nore for jail sentences -- for spanmers
woul d be an appropriate thing. In fact, | have a bodyguard
service. (Laughter.)

For the nost part, out of up to 2,750 peopl e that
responded, about -- about 360 they just read it. |1've
actually found that to be a higher -- a higher instance than
what nost people would manage is that they actually read the
junk E-mail, you know, because occasionally they find
sonet hi ng usef ul

I don't know if | should take this lightly with ny

wi fe who's reading her -- | picked up her E-mail the other
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day and di scovered a spouse investigation service. And so
" mgoing to keep that.

Fi fteen hundred of the 25 -- 2,700 said that they
read it and delete it based upon the subject line. Which
means that really the subject lines are obviously text in
this industry. Only 315 said that they -- that they have
their mail -- their mail reader filtering it. And as users
of Eudora that's an interesting and fun exercise to do, as
well as for Panix users, there's a |lot of nmaintenance.

And then a very, very few people said they use things
like intelligent agents. But far and away the nost popul ar
response to -- to junk E-mail, 883 people fell into this
category, said that what they enjoy doing and what gives them
the nost satisfaction is sinply responding to the ISP if they
could find them and conpl aining and that there's no better
satisfaction than receiving a letter saying that the account
has been cut off.

That's -- that's what we've found so far, and | think
what we -- what we conclude after talking to a nunber of | SPs
is that these technical solutions that | tal ked about, that
are bandi ed about here, are really in need of an -- of an
adj unct piece: teeth.

MR. MEDINE: So in sone sense are consunmers acting
i ke cops on the beat reporting people to the ISPs and then

relying on the ISP to cut themoff?
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MR. SAFDAR: Right. And there's sone -- there are
sonme aspects of this problemthat are becom ng interesting
once -- once unsolicited E-mail has cone fromtheir own
| SPs. And we're seeing this drama play out with upstream
providers like -- like M. Willace is, where then the
conplaints get directed at their upstream providers.

As of today, you know, it's not clear that this is
how we want the Internet to function based upon greatest
account nunbers.

MR. MEDI NE: Are upstream providers responsive to
t hose ki nds of concerns?

MR. SAFDAR: Sonetines, yes. | -- | think actually,
you know, wi thout -- w thout judging, | think that
M. Wallace could tell us nore about this. As of today, |
think ADAS is still your provider?

MR. WALLACE: Right.

MR. SAFDAR: And they have been under a | ot of
conplaints for quite awhile.

MR. WALLACE: AG S is the -- is really the catalyst
t hat has made us formthis association and expedite it. So
t hey have taken a proactive position on the issue as well.

MR. MEDINE: Col |l een, do you have anything to add to
the self-help issue?

M5. KEHOE: As | nentioned before, we find that our

nost popul ar response is for people to sinply delete the
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E-mail. And that is 60, 70 percent say that they do that.
We find a much |lower rate of people actually retaliating.
And I'm not sure how you woul d define that exactly, but
that's what we find.

MR. MEDINE: Ckay. | don't know if you have any
t hought s.

M5. NASS: 1'd like to address that. A lot of people
conpl ai n about spam and when our custoners send it out-- or
wor se, when our custoners don't send it out and people don't
read the headers correctly and think that that cane from our
site, it really puts pressure on the ISP. Just in ternms of
the tine responding to that mail -- if the ISP stands for
that. Some providers say the account has been term nated and
just create a new log-in ID for that custoner.

It's very inportant that cooperative |ISPs not be
undul y burdened by people who are conplaining to everyone in
sight, everybody nentioning it. Even the person that the
mai | was ostensibly addressed from because people -- people
put header information in -- so consuner education is very
i nportant as well.

MR. WALLACE: | would also like to coment that I
think there are technol ogical solutions that have al ready
been inplemented that work quite well. 1'll use America
Online as an sanple. Recently they have inplenented a

filtering technique that essentially rejects all mail that
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comes froma forged, nonexistent return path. And not only
did they cone up with that technol ogy but they distributed
the code publicly so that other service providers can

elimnate this sanme technology. That in itself can alleviate

t he whol e problemof forged return paths. | think that's a
perfect exanple of how technology can help -- this is a
recent developnent, | think within the I ast nonth. But

technol ogy of that sort will continue to be created as the
demand i ncreases.

MR. MEDI NE: Does that only work if the forged path
IS a nonexi stent one as opposed to just using soneone else's
pat h?

MR. WALLACE: Absolutely, but that's just a sign
t hough that you can elim nate one whol e probl em

M5. LESSER: It doesn't -- it only works in certain
circunstances. For exanple, it works wth a forged or in our
case unregi stered domai n, which neans we have to check
whet her the donmain is forged and then we can bl ock fromthat
domain. But with respect to forged header information and
footer information, we don't -- they -- there are dynam cs of
that information that change, so that is very, very
difficult. There is no snap solution to that.

So, while we have obviously made our filtering tools
better and will continue to do so and continue to spend a | ot

of resources doing so, again we are still every day finding
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new problenms. So, we inplenent a filter, it works for about
two weeks, let's say, and we need to try to find sonething
el se.

MR. EVERETT: And, David, there are -- there's a
growi ng problemw th people using a valid domain but invalid
account information, so they may create a -- a bogus at
aol.com E-mai | address in what they send out, and what

happens then is that sets up various bouncing error nessages

back and forth which wind up filling the admnistrative
accounts of the service providers, and I -- | know AQL in
sone of their litigation has -- has talked and dealt with the

high cost to themand to other Internet service providers of
receiving and storing and dealing with those adm nistrative
accounts that get bonmbarded in this way.

COW SSI ONER VARNEY: | have a question here. It
seens to ne that it mght be useful for a nonment to think
about those mass E-mailers that do things |ike that, that
have either forged domain nanes or forged domain accounts and
why not ask the people in the roomand at the table if,
generally, the kinds of E-nmailers who do that are
transmtting what nost of us would agree are fraudul ent
content. They're the people transmtting the
get-rich-schenes. |s there a correlation between the people
that are engaged in the kinds of practices you' ve all just

descri bed and the degree of veracity in the nessages they're
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sendi ng?

Then nmy next question is, if that's true, then one
solution has got to be -- this is absolutely within our fraud
and deception jurisdiction and we ought to be prosecuting
t hose people and the question is how hard is it to get to
t hose peopl e?

MR. MEDINE: Eric Wenger fromthe New York Attorney
Ceneral's Ofice has had sone experience in this area.

MR. WAYNE: | think that you're 100 percent right
that we're seeing a | ot of deception, not only in how the
messages are sent, the header information and so forth, but
t he nessages thensel ves. And we brought suit against Kevin
J. Lipschultz (phonetic) which -- he is a blacklisted and
notorious spamer, and the -- the point is that not only was
the -- the return E-nmail addresses were al ways fake, not only
t he account fake but the domain used didn't exist, and --

COW SSI ONER VARNEY: And the content of the
nessages - -

MR. VENGER: And the content of the nmessage was -- it
was constructed to look as if it was a testinonial fromthe
happy custoner, when in fact he was sendi ng notes and
generating fake nanes to go along with it to make it -- it
appear that these people were happy with his magazi ne
subscription service, when, in fact, it was just him

di sgui si ng, you know, disguising the origin.
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COW SSI ONER VARNEY: These are the fraudsters,
right?

MR VENGER Ri ght.

COW SSI ONER VARNEY: And the State Attorneys Ceneral
and maybe the FTC and ot her places al ready have authority if
we can find themto prosecute them right? Now --

MR, VENGER Cearly, | nean, when nessages are
deceptive and | would al so argue that when the nessages are

-- are, you know, the subject lines and the headers and
things like that are -- are disguised as well.

COW SSI ONER VARNEY:  Ckay. Now let's take for a
nmonment the conpanies -- nmaybe Cyberpronotions that say, you
know, you may not |i ke, maybe get their mail. But they say
who they are, they have their nessage. Do you do anything to
check the veracity of the content or when people are buying
their software for -- | nmean, do you have any way to do
audi ting or checking that people are engaging in fraud in
sof t war e?

MR. WALLACE: | think that our relationship with our
custoners is very simlar to a tel ephone conpany is with
their custoners that we can't predict what they're going to
do. If they do -- if they -- if they send out an ill egal
fraudulent mailing and we receive note of it, then it's our
responsibility to do sonething about it, but we can't

elimnate it before it happens.
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MR MEDINE: Can | just clarify -- aren't sone of the
mai | i ngs that you send out alnost like nmultiple offers where
you basically provide the -- the package that those offers go
out in?

MR, WALLACE: Yes, we do. W -- that's part of our
own mailing service.

MR. MEDINE: And in the context of your own mailing
service, do you check out all those offers to nake sure that
they are not fraudul ent?

MR, WALLACE: W do the sanme thing a newspaper would
do. W -- we have guidelines, we don't allow adult ads, if
we see sonething that |ooks outright fraudulent, we'll
investigate it to a degree. But we're really not in the
di rect business of checking every single advertisenent that
cones in. But if soneone's breaking the law, there are
remedi es out there -- there are renedi es out there avail able
currently.

And like M. Everett said in his statenent, there are
lawsuits that are also dealing with these issues that are
defining laws as well. So I think there are proper renedies
already in place to address that issue.

COW SSI ONER VARNEY: It seens to ne, then, that, you
know, one of the things that we are kind of circling around
this nmorning is that there are really bad actors and not hi ng

anybody can do to get to the bad actors. Well, let's take
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the bad actors and put themaside for a nonent. Now let's
| ook and deal with everybody el se.

We have massive anounts of unsolicited E-mail noving
t hrough the system Sone people like it. Sonme people
don't. It seens to me what -- what's got to happen nowis
we've got to -- you've got to work with us, being | aw
enforcenment, State Attorneys General, on how we can go after
effectively and quickly, the people that are perpetrators.
But then it seens to ne that there's a whole other realm
here, and that is you' ve got to work with each other to
figure out what are the right rules for the -- what 1'Il say
are the legitimte free speech, commercial free speech,
that's going on within it.

MR. MEDINE: Well, let me pose that to Jay McCrensky
who is the -- who has joined us as the executive director of
the Internet Marketing Association.

MR. MCCRENSKY: Thank you very nmuch. W' re a new
associ ation, a new marketing association that's been --
that's forned actually to solve these sorts of problens and
to address these self-regulatory issues. And what we've cone
up with is a -- sort of a -- an innovative solution to the
problemand that is to certify E-mail and to -- and to
undertake major public relations and public education effort
to educate people on the logo that they will be |ooking for

on commercial E-mail.
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We're an association -- not just of the E-nail
mar keti ng conpani es but of advertisers who are interested in
devel oping E-nmai|l as a viable communications tool, of -- of
ad agencies, law firnms and Internet service providers --
that's our potential nenbers. So we really represent all of
t he players, and what we've cone up with is a five-part
programthat we call certified E-nail.

The first is that the applicant who uses the | ogo on
their masthead would -- would have to maintain very strict
standards. Everything that we're tal ki ng about and nore,
with regard to ethical practices, with regard to content.

Sonmet hing that we actually can enforce.

Secondly, we want to -- as Al Muyal our president
mentioned, we want to turn junk mail into gift mail or gem
mail. We want to provide -- one requirenent is that any

certified E-mail nust provide sone sort of specific benefit,
a tangi bl e benefit to the recipient, in terns of a major
di scount, a coupon, 25 percent off if you come to our Wb
site and buy it, a free gift -- sonething very tangible that
turns it into gift mail

Third, the recipient will receive points towards free
gifts or free access, free AOL or free ISP access. And this
really ties into the traditional role of -- of advertising in
t he econony that really enables the free nedia -- and can do

so on the Internet also. W can create that franmework.
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And fourth we plan to provide revenue to the Internet
service providers that are nenbers and that work with us and
provide opt-in lists of their nmenbers who can be marketed to.

MR. MEDINE: Do you have any current |SPs as nmenbers?

MR, MCCRENSKY: We're talking to AG@ S, the backbone
conpany, who is very excited about this, and has said that
they will bring us their 700 ISP nenbers and clients. W' re
al so tal king about a conbination with the association --
that's in discussion as well, and we're hoping to really
conbi ne forces here.

MR. MEDINE: Were there any other points of the
programor is that -- does that pretty nmuch set it out?

MR. MCCRENSKY: Did | cover five?

UNI DENTI FI ED SPEAKER:  Um hnm

MR. MCCRENSKY: Ckay. Oh, also, the fifth point is
that we will -- as with all of the applicants and users of
certified E-mail nust provide a direct opt-out specifically
along the lines that | would suggest is very easy to opt-out
and -- and you get a confirmation back and that would be
enf or ced.

MR. MEDI NE: George Neneyer, does that -- do you rest
now assured that the specific E-mail probl em has been
sol ved?

MR. NEMEYER  Not really. (Laughter).

Well, the problemthat we see fromthe provider
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community is that as long as the situation is an opt-out one,
we face a flood of incomng mail and if the DMA's projection,
which | fully expect will happen, that people start sending
video and audio clips along, the quality of traffic that this
is going to cause on the receiving end is huge, because of
the fact that these things are orders of nagnitude |arger
than an average piece of text mail.

The other problemthat we see is the fact that you' ve
al ready heard the testinony regarding the anmount of
admnistrative tinme that it's taking at the receiving end.
Basi cally what we're concerned about is the fact that the

receiving end is bearing the brunt of the cost. Now he

menti oned sonme -- sone revenue sharing or sonething with the
receiver -- I'd like to hear nore in detail about that from
hi s si de.

We've heard of one from M. Rines' organization which
| argely makes you forfeit your nmenmbership list in order to
qualify for that, plus you have to negotiate with themto
figure out what they m ght pay you, so that is the offer
t hey' re extendi ng. It is seen as nore -- as nore snoke
screen than -- than real.

So fromour perspective | don't see that as long as
it remains opt-out as the primary basis that it's really
benefiting the receiver or the consuner.

MR. MEDINE: M. Avraham, do you have sone views
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about opt-out as a way to go to try to address this
pr obl enf

MR. AVRAHAM : | run an operation that actually
provi des gl obal accounts for any consunmer who wants to use it
or who wants to register. They don't need to be specific to
Pani x or ACL or anyone else. It's also not limted to any
specific spammer-1i ke pronotions or AG S or anyone el se.

Qur notion is that technol ogy can only go that far
and as long as we want to have Internet as an open
comuni cations nmedi umyou w |l have conpanies who will use
that to send comrerci al nessages and there are going to be
consuners who will be annoyed with it.

So, we try to conmuni cate between those consuners and
t hat question from Conm ssi oner Varney about trying to
conmuni cate or to try to talk between the spammers and the
consuners who get that, and what we do is we all ow consuners
to register their interest in not receiving any comerci al
solicitations that's on our Web site of www. cd. cd.com And
we al so ask themto forward to us the -- the spamthat they
receive.

And what we do is we go to the spammers and tel
them you know, it's really beneficial for you froma
busi ness perspective to honor the request of those consuners
and renove themfromyour mailing list. | nean, those are

not the ones that you want to receive the E-mail.
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And if you do that, you will not be flanmed, you wll
adhere to sone kind of ethical guidelines and -- and it wll
-- we also hint to them you know, it's going to help you
prevent any regul ati on on your business.

A conpany that -- that adheres to our request is
Cyberpronotions and | will fully state for the record |I have
not found themviolating our request. And any consuner that
asks us not to be spamed by them they have conplied and |
have not found any real violation of that.

Havi ng said that, out of the hundreds of requests
that we have sent to spamers, over 80 percent of them would
not respond at all. | nean, we --

COW SSI ONER VARNEY: How nmany conpani es are you
tal ki ng about, roughly?

MR. AVRAHAM : | know that | have sent our nessage,
our request, to alnost 1,000 spamers and sone of them are
hard to get to, because sone of them open an account, spam
close it, start again. | have a data base of over 2,000 spam
messages and, by the way, answering -- | do have answers to
staff questions before now About 2 percent of solicitations
are political, religious and | have nore detailed figures
sayi ng how many are in essence sex nmessages, conputers,
Internet, all that information is available. | have
submtted it in ny coment and | have a nore updated |i st

wi th nme today.
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COW SSI ONER VARNEY: Woul d you submt the updated
list also for the record?

MR, AVRAHAM : | will be happy to.

COW SSI ONER VARNEY: Thank you.

Ckay, so you've got 2,000, a database of 2,000, can
you break that out for us alittle bit? How many woul d you
put in the Cyberpronotion category -- conpanies, enterprises,
corporate -- that are responsive to your requests and how
many are repeat offender individuals that you' re not getting
the responses fron? Sort of give us the | andscape of what
you' re seei ng.

MR. AVRAHAM : When we're tal ki ng about how many
Cyberpronotions, it's very difficult to know fromthe
name of the conpany exactly how big it is. | can tel
you that | see al nbst no known nane. So, when we --
when we hear fromthe Direct Marketing Association
about their interest to provide ethical guidelines or
fromthe Internet Marketing Association, we need to
understand that has al nbst nothing to do with the current
phenomenon of spam

| nmean, the problemis not with DVA nenbers, the
problemis with all those individuals and small busi nesses.
And | am corresponding wth themand | understand why they
are there and, in a way, | have sone synpathy for them

because they have heard about the great riches on the
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Internet in which you finally don't really need to be a
bi g conpany in order to nake noney. And they say, Wll,
let's go and do that and, you know, it's fairly cheap we
have only a few hundred dollars and you can -- you can
reach a vast market. And they do believe they have a
product that they want to sell, and, well, in a way they
are like any direct marketer. They try to reach as nmany
as they can at the cheapest cost and nake sure that they
cover their costs.

So, those individuals, those honme businesses,
t hose people who want to Iive the American entrepreneurship
dream they are the ones who go there, not necessary with
that intention, but with the tools that they have and
they try to reach the market. So, here we have the
problemw th that First Amendnent and wanting to provide
commercial space and -- and allow themto reach their
consuners.

COW SSI ONER VARNEY: \Where do they get the

t ool s?

MR. AVRAHAM : W have heard about the software and
we need to understand usually three steps in -- in getting
t he spam

The first one is to be able to get the E-mail address
of the recipient. And we have fairly cheap software that

will do that. Sonetinmes -- and that is not nentioned here,
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you don't really need the software, you can just buy the
mailing list. Those lists are offered now for as cheap as
$11 for a nmllion addresses, which is really negligible. |
have sone statistics here that averages about $40 doll ars,
which is 1,000 tines cheaper than mailing lists in the real
physi cal worl d.

And we see the cost of both the software and
the mailing lists going down because there's actually no
barrier and no cost associated with duplicating those
lists. So, we don't see that going -- going higher or
bl ocking. And, again, we, you know, in a sense want to
hel p those snmall entrepreneurs get, you know, get the tools
that they can at cost rather than at sone artificial barrier,
and the problemis -- the problemis what is the consequence
for consuners.

MR. MEDINE: On that point, we also have with us
Rosl yn Resnick, who is the president of NetCreations,
an I nternet marketing conpany, and appropriately co-author
of a book called The Internet Business CGuide, R ding the
| nformati on Super Hi ghway to Profit. Can you tell us why it
is maybe that market structure currently on unsolicited
E-mai | makes opt-out not work, if that's the case, or why you
think that there's an opportunity, if you would like to
coment .

M5. RESNI CK: Can you hear ne?
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UNI DENTI FI ED SPEAKER:  Yes.

M5. RESNI CK: Ckay. Thank you, David. As you know
our conpany is NetCreations and we operate a 100 percent
opt-in E-mail service on the Internet, it's called Post
Master Direct Response, and what we do -- | can tell you
first of all we oppose both unsolicited commercial E-nmail as
practiced by the firnms such as Sanford Wallace's -- we al so
oppose the DMA's opt-out principles. W believe that they
just won't work on the Internet.

MR. MEDI NE: Wiy not ?

M5. RESNICK: Well, let ne talk about both of them
As far as opt-out, opt-out, the whole centerpiece of opt-out
is what they call in the postal world a mail preference
service -- run the Internet to try to create an E-maill
preference service. And the reason why mail orders would
use that in the real world is because if sonebody doesn't
want to receive the postal nmail you're going to waste a
dollar or two dollars reaching the person. There's an
econonmi ¢ incentive. On the Internet-- | nean, where you
can get a list of a mllion names for $11 bucks, obviously
there's no economc incentive. So, you know, that's
opt - out .

Unsolicited commercial E-mail, | can tell you
fromour own experience, you know, despite the fine

words we've heard here today by Sanford Wallace and
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other admtted spammers, | can tell you that spammers
bounce their E-mail off our SMI server, you know,

all day long -- you know, every day, every week, al

year long. And basically what they're doing is they're
stealing our service. You know, they're stealing our

bandwi dth, they're forging their nessage headers to

make it look Iike their spamis comng fromus, and our
belief is that these spammers shoul d not be regul at ed,

t hey shoul d be prosecuted, and | think the | aws exist to do
t hat today.

Now as far as what we do. W do not spam people
to get themto our site to opt-in. W have a nunber of
partnership prograns with other sites, we have about
10, 000 other Wb sites pointing traffic our way. And
as a result we get alot of traffic to our site. \Wen
peopl e cone to our site, they're given an opportunity to
click on an icon and go to a sign-up page where we fully
di scl ose what information we're going to send them and
then they can opt-in to any of 3,000 different mailing
lists on topics as diverse as Wb design, gardening, scuba,
what ever the case may be.

So, we allow people to opt-in. After they have
opted-in, they get an automated nessage from our server
t hat says, Hey, you' ve opted-in into this or that list,

i f somebody signed you up in error, if you' ve changed
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your mnd and you want to get off, sinply opt-out now by
pointing this E-mail nmessage to delete via

Post MasterDirect.com And that way they opt-out before
t hey get commercial nessage one.

If they decide to stay on the list, what happens
then is a marketer can cone to our site, because essentially
we act as a nmanager and broker and |ist owner, simlar to
what a list brokerage would do in the real world, a marketer
woul d cone to our site and pick out, say, the Wb design |ist
to mail to.

Wel |, what woul d happen then is the marketer would
send us a copy of the E-mail nessage that it wanted to send
out. We send that E-mail nessage to the people who are on
that list, but at no tine do we ever disclose the nane or
E-mai| address or any other information about the person on
our list.

And, you know, you can say | know that there's a | ot
of people in the marketing comunity who think that our
approach is a little too pure, alittle too rarified,
sonet hing that woul d never catch on in a big way. But
let me tell you that we have over three mllion E-nuil
addresses under managenent in 3,000 different categories.
And we had -- despite -- you know, despite the statistics
presented by Bob Wentzen fromthe DMA, | nean, the truth

is the nost legitimte marketers woul d not even use a service
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i ke ours.

You know, but despite all of the bad publicity
created by spammers, the fact is that Smth-Davis is our
bi ggest client. W' ve had CMP, Eye Chat-- |ots of major
software and high tech conpani es use our service and get
response rates on the order of two to three tines what they
woul d get from postal mail at a cost that's two to three
tinmes | ess expensive.

So, what I'msaying is that opt-in does work and |
hope that before the FTC gives its blessing to spamers, |
hope that it will consider opt-in.

MR MEDINE: | don't think we're bl essing anybody
today, we're hearing -- (laughter).

One question for you this norning was or assertion
was that even opt-in E-mail senders suffer fromthe
reputation of unsolicited E-mail senders, and do you get
conpl ai nts back about your nessages because people think they
are unsolicited?

M5. RESNICK: Well, | -- 1 can tell you that
the other piece of puzzle here, which I didn't nention,
is that once sonmebody opts into our list and stays on
our list, after getting a confirmation nessage, every
pi ece of E-mail that that person receives contains a
header, right at the top, that says this is a Post

Master Direct list, this is not a spam to get off
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the list forward it to Delete @NetCreations.com
You know, that's what we do so that every one of our
message is identified.

Now, having said that, it sonetinmes happens that
soneone signs up for a list of ours today and then three
weeks fromtoday gets an E-nail nessage and forgets
that he signed up for a list. And that person flanes us,
sends us an angry E-mail saying why did you spam ne, bl ah,
bl ah, blah -- and we answer all of those nessages
i ndi vi dual |y.

We point out that this individual really did sign up
for a data base and at such and such a day and such and such
atinme. Sonetinmes we can even |locate the |IP address. And
then usual ly the person apol ogi zes and says, God, |'ve just
been hit by 10 other spans today and | thought you were one
of them

So, what I'msaying is these are marketers |ike
Sm th-Davis who work with us, understand that when they send
out mail to 30,000 people they m ght get a couple of flanes,
but this is the Internet and they are willing to deal wth
it.

COW SSI ONER VARNEY: What happens -- talk a little
bit nore about people who use your server so that the mai
| ooks like it's comng fromyou when it's not.

M5. RESNICK: Well, | can tell you that -- yeah
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peopl e -- other people on the panel have tal ked about this

al ready, but what typically happens is we get mail -- and |
can tell you Sanford -- and naybe this was before you changed
your policy to anti-relay -- but we have gotten mail from

Answer Me. com which | believe is one of your donains. You

know, people have used that domain as well as many ot her

domai ns, |like SaveTrees.com-- they're pretty notorious as
well. \What they do is bounce off our SMI server and they
forge our nessage header to neke it look like their nmail is

comng from us.

So not only does that waste our bandw dth, that's
really the -- the | east of the problem The worst of the
probl em - -

COW SSI ONER VARNEY: Has anybody who's doi ng that
been prosecuted under state or federal |aw?

M5. RESNICK: Not that | know of. | could tell you
that it's very difficult to track these people down. | nean,
we ourselves have E-mail ed these people, called these people,
threatened to sue them and they're just nowhere to be
found. | nean, we would |ove to get our hands on these
people and file a lawsuit, but it is just very difficult to
track them

COW SSI ONER VARNEY: So what's the sol ution?

M5. RESNICK: Well, let ne say this. You know, ny

view is that, you know, even though it's difficult to track
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t hese people down and prosecute them | think it needs to
happen. And | think that the day the first spamrer goes to
jail, the rest of themare going to run for cover. And we're
not going to have this problem

I mean, | think that if Sanford Wllace and
other spammers are willing to act in a legitinmte way,
like I know that Sanford just recently started an opt-in
E-mai |l service that apparently has, what, 38,000 people
on it?

MR, WALLACE: Yes.

MS. RESN CK: | think that's a very, very good step
in the right direction. And | don't think that unsolicited
E-mail is necessary to foster commerce on the Internet.
think that there are other options and that the bad guys
shoul d be prosecuted and the good guys shoul d adhere to a set
of principles and create a win-win situation for marketers
and consuners alike.

COW SSI ONER VARNEY: Let ne just ask Sanford a
followmup. You're not doing -- what is the practice called?
Rel ay?

M5. RESNICK: It's called rel ay.

COW SSI ONER VARNEY: Do you -- you don't do rel ay
fromyour opt?

MR. WALLACE: No, we don't it fromour office and we

just -- really it's a strict policy that we adopted | ast week
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(laughter) to -- to address that issue.

COW SSI ONER VARNEY:  Good!

MR. WALLACE: | would like to make two comments, if |
could. First of all, not to keep bringing up AOL, but they
have i nplenmented an anti-relay code in Send Mail, which --
which elimnates the ability for people to relay E-mail off
of their servers. So there is technology available also to
stop people fromhaving the ability to do that exact
practice. That's -- that's one of two comments.

COW SSI ONER VARNEY: Can Jill comment on this? |Is
that right, Jill?

M5. LESSER: Yes, actually it is right, but one of
the things | want to conment on is, just in terns of the way
the Internet works and the way that we've developed in terns
of open standards, the SMIP Mail Protocol was devel oped as an
open protocol, and one of the reasons why the relay function
or systens are open is because when the Internet started it
was t hought that, you know, it -- that was a productive way
of trafficking E-mail. So if your server couldn't handle
particular E-mails, it should be able to be gone, you know,

t hr ough ot her servi ces.

And | think, you know, when you -- when AOL has to
harden -- it's called hardening its system or other services
have to harden their systens so that their service cannot be

used for relaying, it is sort of a fundanental change in the
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Internet. Because where you say, Okay, fraudul ent behavi or

IS now governing the way the system built on open standards,

i s wor ki ng.
So, | nmean, | think that it's inportant to note that
we -- we have in fact tried to prevent relay from ACL so that

our custonmers, because what woul d happen when you relay off

of ACL is our custoners think that we are spammng. So, from
a relationship fromour custoners point of view that was
absolutely a practice we had to prohibit as quickly as
possi bl e.

COMWM SSI ONER VARNEY: David, | think that this is
really, really an inportant point. Jill, let me say it back
to you and see if |I've got it right.

Wien | send E-nmail and | type in ny little address
and | hit ny send button ny E-mail goes out and | try to
bounce this around the Internet systemuntil it finds a free
server and then it goes to wherever I'msending it.

M5. LESSER: Well, when you send it, it's going to go
t hrough your | SP as SMIP server --

COW SSI ONER VARNEY:  Ckay.

M5. LESSER. -- unless you redirect it.

COW SSI ONER VARNEY:  Ckay.

M5. LESSER. So, if | have an ISP account and | just
send mail --

COW SSI ONER VARNEY:  Un- huh.
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M5. LESSER: -- it's not going to -- it's not going
to bounce around.

COW SSI ONER VARNEY:  Ckay.

M5. LESSER: But it -- it can be bounced around.

COW SSI ONER VARNEY: (kay. So the ideas is that as
packets of data nove through the Internet they find the
appropriate server and if that server is full or engaged it
goes to the next server and goes on. And the whol e concept
of Internet was that all these servers have to be able to
talk to each other and everything has to nove freely w thout
restriction.

Now what you're saying is that in order to prevent
t he fraudul ent use of sonebody's server, you're doing
sonet hing cal |l ed "hardeni ng your system™ which is in sonme
way kind of putting a choke on the system

M5. LESSER  Um hmm

MR. WALLACE: The bottomline is that nost people
agree that the open nature of SMIP is a security hole nore
than an infrastructure of the Internet. Everything can
function just perfectly fine without the ability for people
to hijack a third party SMIP gateway, and it can be
configured in a way so that the people who do want to | eave
that port open can selectively -- they can sel ect who can
relay through that port. So, there really is no threat to

t he backbone of the Internet by closing up an inherent
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security hole.

COW SSI ONER VARNEY: Does sonebody want to comnment
on that?

M5. NASS: The problemw th shutting off relaying is
not just that it prevents fraudul ent use of your port, but it
al so prevents legitimte use of your port. For exanple, we
-- in talking to adm nistrators of other spamsites said
Way don't you turn off relaying? And they said we host
virtual domains, we can't do that.

Basically, the way rel aying works for send mail,

which I think is the nost popular E-mail for ease of use, et

cetera, is that it relays by default and the -- the manager
of -- of the send mail codes has posted to his Wb site a two
line fix -- | think it's a two or three line fix -- to set up

rel aying, but the problemis that only works for really
si npl e systens.

If you' re doing anything conplicated, you need to
know the internals of send mail in order to not, you know,
bounce your custonmers' mail who have virtual domains. For
exanpl e, one of the things about the Internet is that anybody
can register nmy conpany .comand even if they' re a one-man
operation or a one-wonman operation or whatever, they can have
a presence on the Net that nakes them as nuch of a player as
anybody el se.

MR. MEDINE: |Is that what you neant by virtual
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domai n?

M5. NASS: Yeah. \Where they -- they don't actually
have their own server but they have their own domain to
appear |like it does.

MR. EVERETT: For small [SPs, going into -- delving
into the guts of their mail systens can be very dangerous and
can violate service contracts that they have with their
har dware and software vendors, so | tal ked to a nunber of
small 1SPs for whom di sabling relaying not only in case of
virtual domains but sinply in the cost to their system
adm ni stration makes it an unworkabl e situation.

MR. CATLETT: Could | add that one of the causes of
the maj or outages that we've seen, you know, has been
attenpts to thwart spamand to put into place provisions such
as these.

MR MEDINE: | would like to return to the question
of opt-out, because of the questions and | would |like to pose
it to Bob Wentzen, what about opt-in?

MR. WENTZEN: Well, | think that opt-in provides a
very, very limted opportunity for the market to go out and
prospect. It does not deal with the issue that direct
mar ket ers are al ways concerned about, which is how do | nake
new concepts, new products avail able to people. And
historically it has been found to be ineffective in dealing

wi th the kinds of nunbers that are really necessary to nmake
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nost busi nesses vi abl e.

On the other hand, opt-out does provide for people to
express a desire not to receive marketing information and it
has, in fact, worked in other areas. The key thing to keep
inmndis it doesn't have to be an absol ute kind of event.
|"m perfectly confortable with having a worl dw de opt-out
system which we're in the process of devel oping, and | want
to update the Comm ssion on that, but that doesn't nean that
there can't be selective opt-in systens that are commerci al
enterprises -- Roslyn and others -- can, in fact, | think
operate quite effectively wth targeting opportunities for

peopl e that are opt-in.

But | believe that -- that what we're hearing from
the public is that many people sinply want to say, | don't
want to participate in this process. There are -- nuch of

the di scussion today clearly is anong a very, very snal

community. It's a small community nmade up of people who are
very actively involved in -- in using the Internet in a |ot
of different ways. |In many cases the general public sinply

want to say, Don't count me in. And | think we should give
them t hat opportunity.

I'"m pleased to report that we're in the final stages
of inplenenting a worldw de opt-out systemthat wll give
consuners the ability to say, | sinply don't want to

partici pate. Wil e we recogni ze that there will be sone
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chal l enges to that, we think that we can make it work. It

wi |l have the feature of saying to consuners that if they get
on the -- on the Internet and give us the information, we'll
go back to themand confirmso that we know that they are, in
fact, so that we know that they are, in fact, being
identified correctly.

We' Il have a national systemthat will be in
operation within six nonths, and we're confident that we'l|
able be able to expand that globally within a year. W've
al ready, basically, talked to 27 countries -- direct
mar keters in 27 countries who have signed on with the
concept, and I'mconfortable with -- we're going to have a
way for reducing very significantly the anount of unsolicited
E-mail .

Now, that won't elimnate it, | know that, and we've
never made that claim But | think we can get the agreenent
of a lot of the people sitting around this table, |'ve
al ready had prelimnary discussions with a nunber of them who
have said, Fine, if you have an opt-out register, we'll
participate. And that will, | believe, very significantly
reduce the anmount of -- the extent of this problem

MR. SAFDAR: Can | address that, please? | hope
that, you know, with due respect to the DVA and these others
and hoping this will result in some good. W all appreciate

the irony of being at this Privacy Wrkshop for four days and
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heari ng about a gl obal data base (laughter) of E-mai
addresses, which is, so far as | appraise, not going to have
any official Governnment oversight, especially since it's

going to be international in nature, and | think we have to

look a little harder for other solutions. | think that's
part of it, but I"'mnot -- I"mnot convinced that that is the
end all, be all of what's going to get us there. |'m not

sure that the solution isn't worse than the problemin sone
cases.

MR. WENTZEN: Can | comment on that? | nean, it's
one thing to say that there's -- there's not going to be a
gl obal data base. The fact of the matter is it wll be
conprised of people who have voluntarily participated, nunber
one, and nunber two, when we give them full infornmation about
exactly what wll beconme of the system

So, | nmean, it is not a de facto assunption that |
think we can accept that there's sonmething wong with that.
Nor do we want you to believe that it is the ultimate
solution. W think it's part of the solution. W think that
a lot of the things that have been di scussed here today need
to go forward. We're going forward with one part. | would
not suggest that others proceeding should stop and -- and
just hang on this one solution, but |I think it is part of
what will be a worl dw de sol ution.

MR. MEDINE: Deirdre Miulligan -- you want to speak,
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Ms. Mulligan?

MS. MULLI GAN:  Yeah. | think we've clearly found
that there are outliers and | think we've also found that
there are things to be done about that. And that clearly
the market is having a tough tinme responding. W' ve heard
fromlSPs, fromDWVA, and fromthe consuner side that there
are real costs here that can be identified and that the
mar ket feels as though it is engaged in a technol ogi cal
race.

| think there is clearly sonme roomfor government
here, if anywhere. And, that said, | think there is sone
easy answer and then there are a nunber of answers | want to
say | think we should proceed with very, very cautious snal
steps. | think the easy answers are the fraud, the accuracy
of the information, acknowl edging that there is a right in
this country to speak anonynously, at least in the political
context, and that we should be sure that any solution remains
-- keeps that kind of core privacy val ue.

I think the harder questions -- | would -- | would
like to start with just saying that thisis alittle
anecdote. People talk about spamand think all the world's
tal ki ng about the same thing, and | think possibly we may not
al |l be.

I wal ked into an office of a staffer on the Hll the

ot her day who | ed a discussion by saying, | canme to the
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office this norning and I had 500 E-mail nessages that said,

"stop abortion now," and | need to stop that. And | said

well you're not talking to the right person. | said that may
be spamto you. | said, you're in a political office,
there's a vote on the partial birth abortion bill tonorrow,
you're -- | said, this is political speech. | said, You may

not ban this.

I don't care what else you want to do, that was spam
to him And | want to caution that what we think is bad
speech here -- be it comrercial speech or advertising, may
not be what they think in Europe, may not be what they think
if this bill gets to the floor of the House or the Senate.
And then | think |abeling or starting with a presunption that
when there is a problem be it a market problem or another
probl em that where we start just banning speech is a bad
i dea.

Simlarly, labeling -- you know, | think that there
are some serious questions whether or not we can force
mandat ory | abel s on speech. | think that also raises sone
very, very scary, scary questions of where we're going,
especially if you want to | ook at where we are right nowwth
regard to the Communi cations Decency Act, and | think where
that leads nme to is that mapping old solutions onto a new
medi umis probl ematic.

I think we run the risk -- we are arguing in the CDA
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that the Web is nore |ike print than broadcast. Well, | wll
argue that E-mail is not fax, it is not phone, and it is not
our post office. It is really unique and | think that while
| agree that opt-out is problematic, | think that requiring
the creation of alist in order not to receive mail is

probl emati c.

I do not believe that when we have Aristotle taking
voting registration lists and setting up nail boxes for every
resident in the State of California, we don't get a receipt
-- we're receiving their governnent and commercial mail that
t hey choose.

But opt-in mght raise sonme series questions too.

Do | have to put ny nane on a list if | want to get speech?
|'"'mnot so sure that's a good idea. | think that what this
does tell us is that we need to give the people who are
operating in this nmediuma chance to think about how to
structure a systemthat actually fits with E-mail. And |
thi nk that sonme of the ways to go, you know, should

be pointed out. There are ways with filtering, with how we
do that nore effectively.

I think there are also sone interesting ideas about
how do we create a decentralized global solution that allows
people to control mail comng in and out, recognizing that |
may not want to receive mail from NetCreations and | may want

to receive mail from Cyberpronotions, but not right now
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(laughter).

So, you know, | think that the closer we can get the
control back to the level of the individual probably the
better off we are, especially because of the global nature of
this medium | think what | would propose is that there
aren't any easy answers, and | would urge both the Conm ssion
and people who are looking at this in Congress to take those
easy steps.

I would encourage that we try to set up a process --
| would prefer that it was an Internet-focused process that
had representatives fromthe technical community, because |
think we saw yesterday that they have a lot to show us.
Representatives fromthe public interest community, | think
you will often find that privacy and fraud sit on opposite
si des.

I would sit with National Consuners League and
sonetinmes |'mconcerned about anonymty. They really don't
care about anonymty and we need to be in the sanme room so
that we have kind of a full picture of how we deal with
consuner issues and civil liberties.

And the marketing community -- | think you guys have
alot to lose, as Bob Wentzen pointed out. You need to find
a solution that works on this nediumand | think it's going
to require us all to take steps forward in our thinking.

COW SSI ONER VARNEY:  Well, you're fromthe Center
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for Denocracy and Technol ogy, are you willing to commt your
organi zation to following this up and maybe worki ng wi th Bob
and Walt and our friends fromthe Internet Marketing Counci
as well as the individual groups here? | nean, can we and
will you all do that? | nmean, can we expect that there can
be a di al ogue and naybe you can cone back to us in six nonths
and tell us kind of what you figured out? Are there other
possibilities?

M5. MILLI GAN: W have been brainstorm ng, we have
been tal king with other people and I think we really are
interested in sitting down with everybody and figuring out
t he possible solutions. | don't know that we're going to
come up with any solution. | think that one of the things
we've |learned fromthe Internet is sonetines --

COW SSI ONER VARNEY: Ml tiple conpetitive solutions.

M5. MULLIGAN. Are the best way to go, but yet --

COW SSI ONER VARNEY: How about ot her people at the
table? | nean, would you-- would you all do that? |Is that
sonething that interests you?

MR. WALLACE: Absolutely.

COW SSI ONER VARNEY:  And coul d you nake a conm t nent
t hat you could cone back to us and tell us kind of where you
are and what you found? | nean, | want to enphasi ze
sonething, | don't think -- although |I really |ike what the
Internet E-Mail Marketing Council is proposing, | don't think
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it's the only solution. As in privacy we've got P-3, we've
got Truste, | think there can be a multitude of solutions.
And | don't know that this issue, the E-nmail issue, is as
susceptible to multiple solutions, but | think you all ought
to tell us. W probably shouldn't tell you.

MR. AVRAHAM : | think the question is really how do
you force a solution on the wide market. Wth all due
respect to the global |ists, how can you reduce the problem
of spamif none of the conpanies who are going to use this
list is now spamm ng? And what about all those conpanies
that the industry cannot force, you know, cannot force to use
that list? How would they --

COW SSI ONER VARNEY: But you know what | think the
people at this table need to sit down and talk to each other
and tell us how we can do that. | don't think anybody at
this table knows the answer to that.

MR RINES: Well, that's one of the key issues in
self-regulation and it's one of the reasons why participation
in an industry group is so inportant. | know that | EMMC, for
exanple, really sort of mandates inclusion in our global
filtration system because the only Internet backbone provider
that allows commercial E-mail is AGS, and AGS only all ows
it wwth the mandate that you are a nenber if | EMMC and
therefore your mail has to be relayed through a filtration

syst em
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M5. NASS: Conmmercial, unsolicited?

MR. RINES: Right, unsolicited, right. And while we
agree that opt-in does have a place in the marketing
spectrum we woul d al so argue that so does opt-out given the
right control and the right respect to the recipient.

MR MEDINE: | want to second Conm ssioner Varney's
request for you all to work together and if we could
facilitate that process along the way we'd be happy to do
that. There's, of course, another process going on down the
street wth a nunber of proposals pending on this very
subj ect and David Sorkin, who teachers courses in cyberspace
law, information |law, and policy and consuner protection at
t he John Marshal Law School, has agreed to give us an
overvi ew of what sonme of the ideas are on the H Il to address
t hese concerns.

MR. SORKIN: Thanks, David. | want to tal k about
some pending | egislation both at the state |evel and the
federal level. 1'mnot aware right now of any | egislative
proposals in any other countries, although |I think that's
certainly sonmething that could happen, is likely to happen if
we see sone | egislation passed here, and sonething that we
really need to be thinking about as we tal k about drafting
potential sol utions.

There are three bills currently pending in Congress,

two in the Senate and one in the House. There are al so
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rel evant bills pending in about half a dozen states. |'m
going to go through themtopically rather than by
jurisdiction.

There's currently one federal and three state bills

pendi ng that woul d nmake sonme -- nost or all unsolicited
commercial E-mail illegal. Representative Smth's bill,
House Bill 1748, at the federal level, there are simlar

bills in Connecticut, Nevada and Rhode Island. There is also
one in Col orado, although all the provisions relating to
E-mail were deleted fromit before it was passed. | think at
| east two of the bills on the state | evel have passed one
chanber of the state |egislature.

There are a couple of bills pending that would, as |
view it, destigmatize unsolicited comrercial E-mail. | think
these -- to editorialize quickly -- I think these are the
bi ggest danger of all because these could dramatically
i ncrease the volunme of unsolicited E-mail. Instead of
getting one or 10 or 100 or 1,000 pieces every day, we could
be tal king about mllions or billions or trillions of pieces
of mail.

Those bills are Senator Miurkowski's bill inits

present state, which is Senate Bill 771, which is basically a

tagging or labeling bill. It would require unsolicited
commercial E-mail nessages to be | abel ed "advertisenent."” So
they would still be transmtted over the Internet, they would
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be received by the end ISP. |SPs would have sone burdens in
the bill to block themout at that point if the recipient
requested it; otherw se, the recipient would have the option
of deleting it or actually reading it, which fewer and fewer
woul d do.

There are a couple of bills pending in both houses of
the legislature in New York State that would also require
| abeling. The Direct Marketing Association's proposal in
sone ways relates, | think, tothis in that it also would

destigmati ze unsolicited commercial E-mail.

There's a product out on the market -- | don't know
if many of you have purchased it -- | personally don't buy
spam very often, but it's a product called SpamLight. It

has fewer calories and |less fat than Spam and | take it the
maj or advantage of it is that you can eat a lot nore of it
(laughter). And this isn't advertising for Spam Light --
it's the DVA guidelines.

So that proposal -- and on the legislative side I'm
t al ki ng about Senator Murkowski's bill in its present state
and the New York bills -- as | viewit, it would destigmatize
unsolicited commercial E-mail. On their face those bills

woul d hel p consuners by helping themfilter it out, but I
think they woul d al so cause maj or probl ens.
By the way, pretty nuch all of the bills would

requi re conpani es to honor individual opt-out requests.
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don't think there is any controversy about that at all. In
fact, it may well be that under existing harassnent laws in
many jurisdictions that's already in place, that if you ask
not to receive further contacts from sonebody they can't
contact you anynore. | think that's pretty neani ngl ess on
the Internet where it's so easy to create a virtua
presence. But in any case, that's not really very

controversi al

The final bill that's pending now was just introduced
within the | ast couple of days by Senator Torrecelli, it's
Senate Bill 875. On its face, it appears |like the second

category in that it will destigmatize unsolicited comerci al
E-mail. It doesn't have any labelling requirenents in it,

al though it would require senders to honor individual opt-out
requests.

It does open the door, | think, to a sonewhat nore
effective solution by incorporating an Internet standard
provision. | know that nost people here probably have not
seen the bill, so | would encourage you to read through it to
find this. But, basically, what it says is that any
standards adopted by an Internet standard organi zation, and
it gives a couple of exanples, including the |IETF, the
I nt ernet Engi neering Task Force, which traditionally has been
nore of an engineering and technical community than a policy

group, although it does -- it is involved to sone extent in
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policy, that any standards adopted by a group |like that would
al so have the effect of -- of law, in that a civil action
coul d be brought based on violations of those standards.

Dependi ng on how that bill is interpreted, and |
think it's going to have to be changed in sonme instances,
that could end up enforcing an opt-in rather than an opt-out
system \Which, as you' ve probably been able to tell so far,
| think is the only effective solution to this problem

The chances of these bills passing are pretty hard to
tell. | suspect that the destigmatization bills, the
| abel i ng, the conpanies that specifically opt-out, are going
to be viewed initially as conpromse bills. |1'm hoping that
the Internet community will make it clear that those aren't
conprom ses, those are worst case, because they're going to
bring a lot nore marketers in and they're really going to
i ncrease the magni tude of the problem and what we may end up
wthis -- is no legislation at all

So, we may have sone tine to devel op an effective
solution to the problem before we get a bad | aw i nposed.

MR. MEDI NE: Thank you very nuch. Eric, why don't
you reflect on any proposals, particularly First Amendnent

i nplications.

MR. VENGER: Well, 1 don't think we should start with
the position that all legislation is bad. | think that --
first, I did want to start off wth the question of free
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speech and what is spam

If the speech is not coomercial, it's not spam
If it is sent to existing custoners, then it's not spam
What we're tal king about is unsolicited comercial E-nail,
and as such it is comercial speech. And comerci al
speech enjoys the protections of the First Amendnent
insofar as it is not deceptive. So that's what we were
di scussi ng before, the deceptive nature of nuch of the
content of the advertisenent as well as to what's in the
package.

I think that many of the proposals that have been
brought out here are very well founded and thought out.
think the idea of technology that will help to screen out
unsolicited comercial E-mail nessages is great. However,
unl ess there is sone sort of uniformty to the way the
subject is labeled, it's going to be constantly an arns race
where the nmessages change and then you're going to have to
reconfigure your software to make it so that you can catch
that new iteration of what the unsolicited comercial E-nmail
becones.

And that's going to result in a position that makes
it inmpossible for consuners to really exercise choices in
technology. |If you expect the consuners to exercise that
| evel of expertise and know edge and interest, then it's very

unrealistic.
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So I would think that before any sort of technol ogy
coul d be issued, you would need to have sone sort of
uniformty as to how the stuff is |labeled. And I think
that that al so goes to the perception issue. Wen
unsolicited comercial E-mail nessages are | abel ed as
sonet hi ng other than an advertisenent, then it's ny
feeling that that is sonething that is actually
unaccept abl e.

The other topic that was brought up here was
self-regulation. Sanford Wallace and the Internet Marketing
Associ ation, which is represented here, maintain that they
represent 90 percent of the people that are engaged in the
busi ness of sending unsolicited comercial E-nmail. | find
that to be very unrealistic.

The barriers to entry in this market are extrenely
| ow, unheard of. | nean, the idea that for $11 you can
purchase a mllion E-mail nessages and for $19 you can get a
month's worth of access. And for a few hundred dollars you
can buy an ol d conputer that woul d be capabl e of sending out
the stuff.

And so that nmeans that it's very unrealistic
to expect that the -- that, you know, there are going
to be major players in this industry that will contro
the industry itself and, therefore, be subject to

sel f-regul ati on.
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I think that the ideas that have been proposed and,
once again -- although I'm here on behalf of the state and
al so as a representative of the National Association of
Attorneys Ceneral -- |, in general, represent ny opinions and
not necessarily theirs.

The standard and code of ethics that were proposed by
the Internet E-mail Marketing Council to ne seemvery
reasonable, just as the idea of self -- of the technol ogy
seens very reasonable. But the application seens -- it seens
to me unrealistic to expect that these gui des can be adhered
to. And, so, what our bill did, the bill that was proposed
by the Attorney General of New York and it has been adopted,

you know, it's been introduced in both the State Senate and

t he House of Representatives -- the assenbly, I'msorry, in
New Yor K.

It helps inplenment a self-regulatory -- |I'msorry,
it helps inplenent the standard of codes and ethics. It's

very simlar to this, but it applies it to everybody, not
just to those who volunteer. It helps pronote the growth
of technology that will screen out unsolicited conmerci al
E-mai|l for people that don't want to receive it, because
it would provide for a uniformty, which would all ow
greater -- a greater ability to screen this stuff

out .

And it also helps to address the deception issue,
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because it requires the real identity and address of the
person who is sending it as well as information about how you
can avoid receiving such nessages in the future. The problem
is obvious: It is that you still have to receive the first
initial nmessage and respond to it before you can avoid
receiving further nessages. And in that | would very much
encourage the idea of global opt-out lists that would exi st
for consunmers to join

There are many problenms with any sort of solution,
but I think that the ideas that have been proposed that
in a sense woul d take place through self-regul ation and
t echnol ogy woul d be nmuch nore successful if there were
sonme sort of baseline standard that was established
t hrough sone reasonable and narrowy targeted
| egi sl ati on.

MR. MEDINE: Wy don't we open it up to including
peopl e's views on the various |egislative proposal s that
have been put out on the table to see if they endorse them
have concerns about them answer questions, maybe the | SPs
-- can it solve the consuners' problem but not | SPs
pr obl enf

MR. NEMEYER. Yes, | would say that's true. Right
now the Internet Service Providers Consortium supports the
Sm th approach, which basically stops unsolicited E-mail

based on the extension of the Junk Fax Law, basically
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enforcing an opt-in approach.

The problemthat we see in a | abeling approach is
multiple. One is, technically it causes perturbations in the
way mail operates. You' ve got to get in and actually deal
with it at a systemlevel in order to be able to trap it and
so forth. And exactly how this is done can be either
efficient or inefficient depending on technical factors and
when you -- honestly when you get into |egislating those
kinds of things in a vacuum as it were, wthout talking to
the technical community, you run the risk of comng up with
sonme schenes that don't work.

I would recommend that fol ks that are |ooking at
| egi sl ative approaches |ike that, at |least bring in
technical folks Iike the Internet Engineering Task
Force, to be able to assess the inpact of those.
Additionally, the cost that it would put on the receiving
end is a problem

From Senator Murkowski's bill's standpoint, it's
t he sane issue, it's an unfunded nmandate on the receiving
end to inplenent filters. It puts reporting requirenents
on the receiving end to respond to conplaints and provide
the -- whatever the FTC or the FCC or whoever would be
the ultimte designated enforcer, to respond to that
wi thin X hours.

That beconmes an adnini strative burden on the
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receiving end. Again, ny thrust would be, please, in any

of these considerations, let's put the onus where it needs to
be -- on the guy that's trying to stuff the stuff into your
mai | box and not on the unwilling recipient.

MR, MEDINE: Jill?

M5. LESSER: | can say at this time AOL is sort
of looking at a couple of different approaches. First is
that we are extrenely unconfortable wi th approaches that
focus on banning a particular kind of speech, whether it's
a ban on unsolicited comercial E-mail or comng up with
a labeling function. And that is because we have seen,
as peopl e have nentioned, through the Conmuni cations Decency
Act and through traveling around the world and seei ng what
ot her governnents are doing globally, that single
gover nnent - based regulation in this area focused on content,
and the flow of content over the Internet, is extrenely
dangerous and it is one that | think we are nore concerned
about really gl obally.

So that in this country, if the U S. governnent
decides that comercially unsolicited E-mail is particularly
egregious, it is very inconsistent to then |look at the Gernman
Government, who focuses on hate speech and say, Wll, yeah
but, you know, that kind of speech is actually, you know,
protected by the First Amendnent. O course, we'd say we

think it is irrel evant.
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So, we -- our initial reaction is that |egislation
t hat focuses on speech is not the best road to go down
initially, particular because we are, | think, at the
begi nni ng phase of trying to deal with this.

The two ways we would like to focus on at |east now
are nunber one continuing to | ook for technol ogi cal
approaches, and | think that the suggestions that
Comm ssi oner Varney has brought up and you as well, David,
about getting together and working with the community --
despite the fact that we have often fought wi th nenbers of
this coomunity -- is a productive suggestion because we do
not know, since we are not talking at this point, whether
there are ideas that we have not yet cone up with where we
can all cooperatively work.

I think we have worked with Senator Torrecell
in looking at his approach, which | think from our
perspective, is nunber one, not perfect, but what it
does do is focus on sonme of the things | tal ked about
earlier, which is fraud on the system Sone of which
may be an extension of or actually an explanation of
frankly pre-existing FTC authority. And sone of that
authority may not yet exist because or -- it may exist,
but you fol ks have not focused particularly from an
enf orcenment point of view on the Internet.

The one thing that is not in any of these bills
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that I would just like to bring up and one thing that | can
say that AOL has not necessarily -- doesn't necessarily
endorse but is sonmething that | think should be tal ked
about, and that is the notion of the degree of the sanction
for fraudul ent behavior, whether it should be crimnal or
very serious civil penalties because what we really need
here and what we heard earlier is an econom c deterrent
where sone sort of a serious deterrent, so if it's

crimnal penalties under pre-existing |aws or very,

very significant civil penalties, that takes one really
egregi ous spammer if you wll, and says you are going to

be an exanpl e.

And maybe it's nore than one, maybe it's two or maybe
it's five, but I think that that kind of an investnent is an
investnment that you will see deterring at |east sonme of this
behavi or because | do not think that these are all bad people
out there. | think that what, you know, exactly what Ron
said, small business people who say, CGee, there are | ow
barriers to entry, | can finally nmake noney pretty easily, |
amselling a legitimate product -- let's assune there is a
subset of people who are indeed selling legitimte products
-- and -- and it looks like they're great opportunities.

So, | think we have to -- we have to figure out all of those
el ement s.

COW SSI ONER VARNEY: But if you all are going to
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tal k anongst yourself for the next few nonths and cone back
to us with sone ideas, on the very long list of things that
you're going to talk about, there are two things that | think
m ght be helpful: One is exactly what Ron tal ked about that
you' ve got all of these small entrepreneurs who aren't
necessarily consciously evading ethical standards. How are
you going to reach -- how can we reach then?

The other thing, Jill, is that I don't know -- maybe,
Davi d, we need sone kind of technical assistance here,
because | think we would be very interested in aggressively
going after the nbst egregious fraudsters in the E-mail
space. But | think part of the problem as | understand it,
is we can't find them So | think we need sone help on
figuring out how we can nove very quickly into getting the
peopl e that are perpetrating the worse kind of the problens.

MR. MEDINE: Folks at this table who want to
vol unteer their help in hel ping us catch the bad guys, we
woul d very nmuch appreci ate your help.

MR. RINES: That's one of the reason why self-
regulation is such an inportant part of this process, because
those of us involved in -- in self-regulatory efforts do have
the resources. Most of these people are our custoners. Even
the ones who admttedly are the rogue el enent are our
custoners. And so we do know who they are and it serves,

definitely, everyone's interest to have a self-regulatory
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environnment in which we have the opportunity to police this
stuff and hel p oursel ves.

COW SSI ONER VARNEY: And | think what we need to do
in looking at NAAGis the FTC and NAAG nay need to set up a
speci al working group who can work exactly at this issue.
Because you know sone states have a very different ability to
sanction behavior, and dependi ng on where the behavior --
obvi ously those states al so have perpetrators -- we can
certainly work wwth a couple of states and we have on a | ot
of issues on fraud in the past. And by state, federal
t hrough both sting efforts and then enforcenent effort. And
so | think that's maybe sonmething we want to bring up in the
next session.

MR. NEMEYER Let ne enphasize fromthe standpoint of
the providers to touch on sonething. W also don't believe
intrying to curb speech, but we do | ook at what's goi ng on
now as a behavior. |It's a behavior that's destructive to the
network and as far as the ISPC is concerned, we would wel cone
an FTC investigation into exactly all that is going on and
what's behind it and how it operates and putting a stop to
it.

MR. VENGER: If | could just quickly address the
issue of free speech. This test -- | nean this issue has
been put to the test with the Junk Fax Law and the Ninth

Crcuit found that the cost shifting was a reasonabl e reason
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for -- a rationale reason for the Congress to try to
legislate in that area, and found that the |aw was
Constitutional.

So I think that froma straight Constitutional point
of view, it would be permssible to -- to have a | aw t hat
banned unsolicited commercial E-mail. Do I think that's the
best approach? Personally | do not and the reason that we
| ooked at ot her approaches was because of -- of the power of
the technol ogy to screen out unsolicited comrercial E-mail
and to enpower consuners to nake these ki nds of decisions and
that's why we felt that |egislating sonme basic standards
about the information that would be included woul d help
facilitate the devel opnment of technol ogy.

MR. EVERETT: And | think those of us who support the
Smith bill would really like to see if there could be a way
to address the cost shifting el enent w thout addressing a
flavor or variety of speech. | think that would be ideal.
It's been very difficult for us to do that. |[|'ve had sone
prelimnary discussions with folks |ike Cybercash about sone
paynment transfer nmethod or bulk E-mail postage stanp concept
which is technically avail able now that m ght provide a non-
speech-limting nethod, but the cost shifting elenent really
nmust be addressed.

MR. MEDINE: Deirdre for just a few quick coments,

and then we'll cone back and cl ose out the session, but
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Deirdre first.

M5. MIULLIGAN. |I'mactually very happy to hear
Raynmond say that he's interested in |ooking at an approach
that will focus on cost shifting rather than speech, because
| think it's been very problematic for sone of us who care
very deeply about this issue, both how to keep the Internet
vi abl e, how do we maxi m ze the First Amendnent and privacy in
a useful way.

To be in the position where | can say | think there
are some approaches out there that raise sone serious
questions. Like Jill said, I amnost confortable with the
position the Torrecelli bill has started, but part of that is
because it hasn't tried to conme up with the conplete solution
yet. And so its strength is also its weakness.

And what | would like to say is | would very nmuch
like to sit dowmn with all of you and try to figure out how we
address it both in the standard dealing with the fraud issues
and in a nore proactive way because |I think that is what
we' ve seen the Internet is uniquely able to do. And |
woul d, you know, |ike to accept your chall enge and hope
that other people will too and set up a process by which
we can all sit down and cone back in some tinmefrane that
you set up and hopefully have sone answers or at |east be
cl oser to one.

MR. WENTZEN.: We would certainly wel cone the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



146

participation and I think the Conm ssioner's got a great
idea. | think we can |ook today -- | ook back at today as the
begi nning of a major part of the solution if not the
solution. | think clearly it's too early for |egislation,
think that sonme of the technical solutions that have been

di scussed today will evolve. But beyond that | think that
just having the participation of sone of the individuals who
are involved, |I certainly comend the Conm ssion for making
t hat happen today. That's what's going to nake this a

sol vabl e probl em and preserve the nediumfor comrerce in the
future.

MR. MEDINE: Maybe that's a good note to end on,
which is a good chance for us all to cone back and resol ve
this issue.

COW SSI ONER VARNEY: Before everybody breaks up, |
just want to say one thing: | think that it took a
t remendous anmount of courage and conmmtnent for the
commercial E-mailers who are here to cone, because there's
been a lot of criticismof themand a |lot of criticismof
their industry. The fact that they are here and that they
have evidenced a commtnent to work with everybody at this
table, I want to echo what Bob said, it represents a
fundanmental shift in this paradigmand | know you guys are
going to conme back here and you're going to have at |east the

begi nni ngs of so worked out. So we salute you and we thank
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you and good day to you.

MR. MEDINE: | want again to thank Martha Landesberg
and Lisa Rosenthal for really helping put this sesthis
together. This concludes session two of our workshop, and at
1: 45 session three will begin. (Appl ause.)

(Wher eupon, there was a pause in the proceedi ngs at

12: 40 for lunch.)
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SESSI ON THREE: CHI LDREN S ONLI NE PRI VACY

APPEARANCES:

ON BEHALF OF THE FEDERAL TRADE COWM SSI ON:
Lee Peel er, Associate Director, D vision of Advertising

Practi ces

Comm ssi oner St ei ger
Comm ssi oner St ar ek

Comm ssi oner Var ney

Toby Levin, Attorney
M chel | e Rusk, Attorney

Caroline Curtin, Attorney

Jodi e Bernstein, Director, Bureau of Consuner Protection
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AFTERNOON SESSI ON
(1:50 p.m)
SESSI ON THREE: CHI LDREN S ONLI NE PRI VACY
PANEL |: PARENTS' PERCEPTI ONS AND ATTI TUDES ON ONLI NE
| NFORVATI ON COLLECTI ON FROM CHI LDREN
"Reports on various surveys of parents' and
children's attitudes and preferences about information
collection fromchildren."
Panel 1A: Representative National Society

Al an Westin, Editor and Published, Privacy and

Ameri can Busi ness

Panel 1B: Surveys based on random sanpl es of online
users and self-sel ected respondents

Stanl ey B. G eenberg, G eenberg Research Inc.

Sharon Strover, Director, Texas Tel econmuni cati ons
Policy Institute, University of Texas at Austin.

Charl otte Baker, Director of Education Services,
Consuners Uni on

ok %

MR. PEELER: Good afternoon. | would like to
wel cone everyone to today's third and final session. This
session will focus on children's online privacy and we'l|
begin the session with opening remarks from Comm ssi oner
Janet Steiger.

COW SSI ONER STEI GER Good afternoon and t hank you
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all for being here. This afternoon we're going to focus on
t he special concerns raised by the collection and use of

i nformati on about children online. The question of howto

protect the privacy of children in cyberspace is a conplex

one, but it's clearly inportant for this agency to exam ne.

The Internet is both a val uabl e educati onal
i nstrument and a powerful marketing tool. Through this
medi um children can find instant and infinite resources for
homewor k assi gnnments, take virtual tours of the world's
museuns and communi cate with other children anywhere in the
world. It's estimated that in the next few years there wll
be 10 mllion children online and that children will soon be
spending nore tinme surfing the Net than they will be watching
television. Qur challenge is to ensure that children are
protected from deceptive and unfair practices on the
| nt er net.

This isn't the first time that the Conm ssion has
addressed this subject. Qur June 5, 1996 wor kshop exam ned
the collection and use of children's information on the
Internet. One year later we continue our exam nation of this
subj ect with many areas of consensus al ready defined and much
nore information to fill in the gaps of our understandi ng.
Yesterday norning Dr. Alan Westin gave us the prelimnary
results of his survey noting that there are over 14 mllion

Net parents and that between 50 and 97 percent of those
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parents say they don't find it acceptable for business to
collect information on children for statistical purposes, for
product inprovenent or even for internal conpany use. And,
Doctor, we |ook forward this afternoon to hearing a nore
detail ed anal ysis of those results.

There seens to be a consensus that information
collection fromchildren rai ses special concerns, that there
is a need for sone degree of notice to parents of a Wb
site's privacy policies, and that parents nust be given sone
measure of control over the collection of information from
their children and its subsequent use. The task for the rest
of today, on into tonorrow norning, is to attenpt to identify
what conbi nati on of technol ogy, self-regulation, consuner
education, and | aw enforcenment will provide the best solution
to children's privacy concerns.

This afternoon we have a very exciting agenda. W're
going to hear presentations and the results of a nunber of
surveys and focus group studies that will give us extrenely
val uabl e i nformati on about what parents and chil dren know
about the collection and use of information online and what
it is that they want. W'I|l also hear fromthe FBl and the
Department of Justice about the nost terrifying aspect of
this issue, the use of children's information online by child
predators.

Two ot her panels this afternoon will be devoted to
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reviewing the current state of information collection
practices on the children's Wb sites.

I would Iike to take this opportunity on behal f of
the Comm ssion to thank CVE, the Center for Media Education,
for their valuable efforts in bringing a nunber of practices
to our attention during the past year. And also to thank
t hose i ndustry nenbers who have been willing to cone here
today and engage in an informative discussion of their
policies and practices regardi ng privacy.

Thank you and, Lee, on to you.

MR. PEELER: Thank you, Conm ssioner Steiger.

Qur first panel today is going to focus on surveys of
parents' and children's attitudes and perceptions about
information collection online. The research, of course,
regardi ng these perceptions is very inportant to the
Comm ssion in its general analysis of these issues, and we're
particularly happy to have that. Qur first presenter today
is Dr. Alan Westin, who is returning for his second stint in
Privacy Week. Professor Westin is Professor Eneritus of
Public Law and Governnment at Col unbia University, where he
has taught for the past 37 years. He presented his survey
findi ngs about general online privacy yesterday, and today
he's going to report his findings regarding consuners' views
on the collection of information fromchildren. To our

know edge, this is the first such survey that's ever been
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conducted, and such research, as | said before, wll
represent an inportant part of our analysis here. Dr.
West i n.

DR. WESTIN: Thank you. As Lee nentioned, this is,
as far as | know, the first representative national survey
statistically valid that gives us a picture of what 14
mllion parents who say they have children 16 years of age
and younger surfing the Net think about all of the critical
i ssues involved in collection of information about children.

Just to give you the statistics about the statistics,
this was a 25 mnute tel ephone survey done by Louis Harris
and Associ ates, who served as the academ c advi sor, of 1,009
adults 18 years of age and ol der, who say that they use a
conput er at hone, school, work, library or other place, and
represents approximately 100 mllion adults who are the
conputer users in the United States, and that was our base
sanple. W had four sub-sanples for analysis. Forty-two
mllion of the conputer users say that they are on the Net at
| east once a nonth, 33 mllion say they are using online
services, 49 mllion of the conputer users are not yet either
online or using Wb sites, and 14 mllion parents told us
t hat they had children under 16 using the Net.

We started by focusing on whether parents and the
whol e sanpl e saw the coll ection of information about children

online as being dramatically different, significantly
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different, fromthe collection of information traditionally
inthe off-line environment. Let ne read you our question so
you can hear exactly the way we put it.

"Many advertisers collect personal information from
children for marketing purposes through sources like comc
books, magazines and kids clubs. Do you think there is or is
not a significant difference between collecting information
that way and collecting simlar information fromchildren
using the Internet?"

And just to be extra careful, we split the sanple in
hal f and asked that question of half the sanple before we
went into 12 questions that dealt with children's privacy,
and then we asked the other half of the sanple the sane
guestion after they had been | ed through and obviously to
sone extent inprinted by the questions that were put to them
about children's privacy issues.

It turns out that the sanple, the total sanple, split
about equally. There were 46 percent of the total sanples
that thought there was a significant difference between
online information collection about children, 45 percent
t hought there was not a significant difference, and 9 percent
were not sure, and between the persons who were asked the
question before all the other children's privacy questions
and those that were asked afterwards, there was only a two

percentage point difference. So, it really tells us there
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was a stability of viewpoint that came through and that the
asking of the specifics about children did not create a major
difference in ternms of the attitudes people have on that

I ssue.

What | thought was a kind of interesting and high
figure, three quarters of the parents of children on the Net,
73 percent, said they were aware of what sites their children
visit. Perhaps they felt that a dutiful parent shoul d answer
that way and there nmay have been sone skew ng effect of
people not willing to be heard to admt the fact that they
didn't know what the children were doi ng, but when asked, at
| east three quarters of the sanple said that they were aware
of the site visiting that children were doing.

The survey asked respondents a really key question
about marketing and children's information collection, a
guestion which asked themto assune that an Internet conpany
that was advertising or pronoting products for children
collected information fromchildren in one of four ways that
we were going to indicate and it would be used only for the
pur pose that we asked about. Wen | give you these figures,
therefore, ny own sense is that if we had not put that in, if
we hadn't said please assune that it would be used only for
t hat purpose, we woul d have gotten even hi gher negative
readi ngs from peopl e because of what 1'Il go into, the | ack

of confidence that the respondents who were Net parents have
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in conpanies that are operating on the Internet.

Si xty-four percent of Net parents say it is not
acceptable to ask children to provide their E-mail nanes to
gat her statistics on how many children visit a site and what
they do there. Fifty-six percent of Net parents say it's not
acceptable to ask children to provide their E-mail nanme al ong
with their interest and activities in order to gather
i nformati on on product inprovenent. Those two again
surprised ne. In both cases, the assunption is that the uses
were only statistical or product inprovenent, no judgnents
about children, no circulation of information with any
identity outside the collecting organization -- I'll cone
back to that in just a mnute.

The third use we asked about, 72 percent of Net
parents said it is not acceptable to ask children to provide
their real nanes and addresses when they purchase products or
register to use a site and use this information only within
t hat conpany.

Finally, a whopping 97 percent of parents say it is
not acceptable to ask children to provide their real nanes
and addresses when they purchase products on a registered use
site and then rent or sell those names to other conpanies.

So, you have majorities, at the low end 56 percent
and high end 97 percent, of Net parents rejecting all of the

ki nds of marketing using collection of children's
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i nformation, the obvious question is what explains that since
that is not the pattern you normally get when you deal with
off-line advertising activities. M guess is even if we had
asked that about children, we wouldn't have gotten that kind
of figure.

I think the central finding of our survey is that
this is directly related to a | ack of confidence on the part
of Net parents, as with the whol e sanpl e of conputer users,
in the way in which online conpanies are seen to collect and
use i nformation.

The way we tested that is that we gave a list of 10
i ndustries to respondents and asked them how nuch trust they
had in each one of those industries to use the personal
information they collect about their custoners in a proper
manner. And both Net parents and the whol e group of conputer
users, 77 to 80 percent, reported high to nedi um confidence
in enployers, hospitals and banks.

On the other hand, when asked about how online
service providers, direct Internet providers and conpanies
mar keting on the Net were trusted, we dropped down to between
40 percent and 48 percent, and as far as Net parents are
concerned, they drop down even further. Only 31 percent of
Net parents say they have confidence in conpanies offering
products on the Internet. That put thembelow, in terns of

trust, direct marketers in the off-line world and credit
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reporting agencies. W didn't ask about nenbers of Congress
or used car sal esnen, but ny guess is there would have been a
stellar capacity for the Net conpanies even there.

We asked anot her question dealing with the confidence
level. Al respondents were asked how confident they would
be that conpanies that stated on their conputer screen how
t hey woul d use the personal information collected from
children who visited their sites would follow the policies
that they officially put on the screen. Seventy-five percent
of all conputer users said they would not be confident, and
t hat percentage went up to 82 percent of Net parents who said
t hey woul d not be confident that conpanies narketing --
collecting children's information would follow the policy
t hey decl ar ed.

We then turned to how nuch parents knew and were
willing to use the new technol ogy tools by which parents
could control what kind of information their children gave or
what kind of sites they visited. A mgjority of the parents,
55 percent, said they were aware of software prograns that
enable themto limt the Wb sites their children can visit
and the personal information that their children can provide
on the Internet. That's about 7.7 mllion parents, and |
think it's a pretty high figure given general |evels of
know edge about things, technol ogical or public affairs in

our country, and so on.
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However, when we asked how many of the parents that
were aware of this kind of software programwere using them
today, only one in four parents said that they were using
such software at the present tinme. That's the kind of a
hal f-full/half-enpty glass situation, it seens to ne. It
represents approximately two mllion Net parents and given
the recency of the devel opnent of the filtering and control
of software, the fact that two mllion parents -- people who
we know barely can programtheir VCRs -- are saying that
they're using filtering and control software, can be seen as
a very inportant and interesting nove into parental control
through this technological tool. |If one assunes that growh
has been taking place really across two years and parents, if
they were interested, would have many, many nore alternatives
and a |l ot of experience, you can view that hopefully.

I think one statistic that we collected should | ead
you nore or less to adopt that conclusion. Eighty-five
percent of all of the 14 mllion parents represented in the
survey said that they woul d use such software to control what
their children see or do on the Internet, if the software
wer e i nexpensive and easy to use.

So, while one always has to be careful asking in a
survey about interest of people in buying a product or using
a service, if you conpare the intensity of concern on the

part of the parents with the way information is being
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col l ected about their children, with their readi ness to use
these filtering and control technologies, it seens to ne you
have a very, very clear indicator that the great majority of
the Net parents would be interested and are interested in
that kind of technique to enpower thenselves to set the
paranmeters of whether their children give up this information
and what information is collected about them

When you turn to what it is that Net parents would
like to see happen, 96 percent of parents said that conpanies
collecting information fromchildren should be made | egally
liable for violations of their stated policy, and this
coincides with the discussions here about the potenti al
jurisdiction of the Federal Trade Conmi ssion over
organi zations that state policies as to their information
coll ection and use, and then violate those policies. And
incidentally, 94 percent of all conputer users have the sane
view, so you have two very high nunbers. |In this case,
parents are even two percent higher than all the rest of
conmput er users.

When it conmes to general choice as to whether
governnment shoul d pass |aws now dealing with the collection
of information on the Internet or whether this should be left
to voluntary groups, it's interesting that Net parents even
t hough they were obviously quite intense in their concerns

about the collection of informati on about children, were
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| ower than the rest of the sanple in terns of their attitude
on government passing laws now. Fifty-three percent of Net
parents believe that governnents shoul d pass | aws now
conpared to 58 percent of the total sanple. However,
obviously that still represents a small majority of Net
parents who feel that passing laws nowis inmportant. Let ne
make clear that that was not passing |aws specifically about
children; that was the general question about passing laws to
protect the collection of personal information on the

| nt er net.

What ki nd of conclusions are we to draw or think
about in terns of the survey's findings? It seens to ne that
the heart of protecting the privacy of children and famlies
on the Net is clearly based on all the other things in our
survey. First, by every site that wants to have chil dren
participating, informng both children and parents what
personal information is being collected, howit wll| used,
and having sonme kind of appropriate authentication system so
that parents can be identified and verified when they set the
paraneters and when they enroll their children, or when they
have to give the specific consent for particular activities
on the part of children.

Secondly, | think the survey is very clear in
suggesting that parents want tools wth which they thensel ves

can nmonitor and control the uses that their children make of
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the Internet and the collection of information fromtheir
chi | dren.

Third, the way | read the confidence figures, the
online industries have an uphill, but not inpossible task,
that is they've got to recapture the confidence of parents
that the conpanies that are collecting information about
children can be trusted to do what they say they're going to
do and to carry out the kind of policies that the parents
woul d I'i ke to see foll owed.

Finally, it seens to ne that governnent needs to
nmonitor and watch this issue very closely. But | don't
nmysel f believe that one could or should draft sone kind of
children's privacy protection legislation that woul d define
whi ch content is acceptable or not, which nmarketing practices
are acceptable or not. | think we have to try to understand
and give the parents the choices that technol ogy tools and
absolute full disclosure and policy conmunication on the part
of the conpani es would bring forward.

Thank you very nuch.

COW SSI ONER STEI GER: Doctor, before you | eave, as
you yourself said, some of the percentages here are, to put
it mldly, surprising. They are very high. It's unusual,
think, to find unanimty or near unanimty on any questions
on a survey.

Coul d you just detail alittle bit for us your |evel
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of statistical confidence in the results since people al ways
ask that question.

MR. WESTIN: Sure. Nobody fromthe Louis Harris
organi zation is here and they're the real experts, but what I
know is this, that in a sanple of about 1,000 respondents you
generally woul d have a confidence factor of plus or mnus
three percent. Wat that says to ne, of course, is if this
were an el ectoral survey and you coul d have sonebody el ected
presi dent by half a percent or one percent, you've got to be
very nervous about your confidence factor. But when you're
dealing here in 97 percent of the respondents saying
sonet hing and 73 percent of the respondents sayi ng sonet hing,
that kind of confidence really allows one to put a | ot of
wei ght on that kind of very high, very unidirectional
findi ng.

Also, | didn't go into the denographics, but there
are a lot of factual opinions in the full report of our
survey about how parents divide by education, by inconme, by
region, all the kind of things that are interesting, plus how
parents, when you get to sone of our factors |ike concern
about privacy or general distrust of governnent or fear of
t echnol ogy, you get sonme very interesting patterns, but |
didn't go into those here.

MR, PEELER  Ms. Varney.

COW SSI ONER VARNEY: One of the things that | wanted
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to coomment on is that one statistic that 97 percent of Net
parents say that it is not acceptable to sell kids' nanes,
but 53 percent of Net parents say the governnent shoul dn't
pass |l aws, and you pointed out -- you didn't specify whether
or not they should pass children' s | aws.

In light of the 97 percent that say under -- |I'm
par aphr asi ng, under no circunstances should you sell Kkids
names -- two questions, did you guys think about asking the
regul atory question a slightly different way and that is,
shoul d the governnent regulate children's issues? And is
there any correlation there between 97 percent identifying
one practice as conpl etely unaccept abl e?

MR. WESTIN:. Yes, but we had this problem-- we had a
25-m nute survey, which is already pushing respondents’
forbearance to stay on the phone, so our dilenma was there
was so nmuch to ask about it and so nany facets that we had to
hunker down on the things that were key. W would |like to do
anot her survey for you in the next year in which we would
like to go into these issues in nuch greater detail where we
could spell out what kind of regulatory or |egislative
approaches m ght be favored or not and what will have
progressed obviously in one year of nore technol ogy,
nore industry guidelines, nore things that could be seen
as potentially affecting the confidence |evel on the part

of the public.
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| really couldn't speculate on how nore specific
| egi sl ative presentations to respondents woul d cone out
because you've got a | ot of variables -- state or federal
| egi sl ation, who regulates? Is it a crimnal offense to sel
children's information to a third party? Et cetera.

COW SSI ONER VARNEY: Can you comrent at all -- |
mean |'ve never seen a survey where 97 percent of the people
agr eed.

MR WESTIN: It's very high and | think that what it
must have tapped was, as Stanley G eenberg said yesterday,
there's a great deal of fear on the part of parents about the
safety of their children, about what their children can be
exposed to that can be distorted or skew ng to young
children. That nust have been triggered by that question, it
seens to nme. |If all of the harmwas that the children m ght
get another E-mmil| nessage that said cone to X' s kids' club
and have fun, | don't think we'd get 97 percent, so | think
that just thinking about all the survey research and the
attitude, that nust have tapped sone very deep-seated sense
that children are in the kind of peril that we' ve been
tal ki ng about.

COW SSI ONER VARNEY: Thanks.

COW SSI ONER STEI GER: Do you know, Doctor, how
difficult it was to get your sanple? W have heard in many

ot her surveys that it's sonmetines extrenely difficult,
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especially if people are told this is a 25-m nute process.

MR. WESTIN: You don't tell themthat in advance.

COMWM SSI ONER VARNEY: Not full disclosure?

COW SSI ONER STEI GER: W mi ght tal k about
di scl osure.

MR WESTIN:. If | may, let nme just explain that. W
have 20 years of doing privacy surveys so that we can keep
peopl e on the line |onger than nost other surveys because
peopl e are very interested in privacy. W've tested that and
if it's about tax policy or it's even about race rel ations
and so forth, there are nore hang ups it seens, early
hang- ups, than we've encountered when we ask questions that
peopl e seemto get engaged in.

COW SSI ONER STEI GER: The reason | ask that is if it
was relatively easy in terns of other surveys to get your
base nunbers, that would indicate, at |east anecdotally, that
that 97 percent does speak of the sincere interest in the
i ssue.

MR. WESTIN. Well, this was done in kind of standard
national survey firmtechnique. |It's a randomdigit
t el ephone dial and we have a thousand respondents who
answered the question, do you use a conputer at hone, school
or other place and then the survey unfolds.

If you can pay the noney to do the survey, you can

get a good sanple; and if you have a topic that's
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interesting, people stay with you 25 mnutes. M sense is,
as | said yesterday, this survey hel ps peopl e who are doing
self-sel ected surveys or online sanpling to use a question or
two fromour survey and thereby establish how representative
in attitude their sanple is or to what extent their sanple
has characteristics that enable you to say they're nore this
or nore that than a true national cross-section sanple.

MR. PEELER: Thank you very nuch, Dr. Westin.

Today we're also very lucky to have not only this
excel l ent quantitative research but al so very good
qualitative research, and we have three panelists to cone up
and join us now.

Stanl ey Greenberg is Chairman and Chi ef Executive
O ficer of Greenberg Research, a national survey and polling
firm He's going to talk to us today about a series of focus
groups that he conducted. He will be joined on the panel by
Dr. Sharon Strover who's Director of the Texas
Tel econmuni cations Policy Institute at the University of
Texas at Austin. She's also m dway through sone qualitative
work of her own. And they will also be joined by Charlotte
Baecher who is the Director of Education Services for
Consuners Union. She is the editor of Zillions nagazine,
which is mailed out to many young consuners all over the
country and she's going to be tal king about a survey that was

done in connection with Zillions and al so sonme wor k that
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they' ve done on the availability of blocking software. So,
M. G eenberg.

MR. GREENBERG  Thank you very nuch, and | reiterate
havi ng been here yesterday to discuss this subject for
everyone, not just children. [|'mdelighted to have the
opportunity to be here tal ki ng about the findings of the
research that we've done and also to reflect a bit on the
findings that Dr. Westin has presented in this inportant and
tinmely study of attitudes on privacy on the Internet,
particularly with regard to children

| do want to enphasize what is, | think, the main
finding of the focus group research we did, which was a
series of nine focus groups about 10 people a day in a
sessi on, open-ended di scussion, that was with guidelines on a
range of issues. Certainly at the begi nning of these
di scussi ons people tal ked about their lives and their
famlies and what's happened with their children and then
|ater on in the discussion, an open-ended di scussion of the
I nternet and then a discussion of privacy issues.

It does not, as you appreciate since overall you're
tal ki ng about 90 respondents, does not have the kind of
statistical validity that a national randomdigit
representative sanple would have; and | think it's
appropriate that you |l ook both at the qualitative research

and quantitative together. The quantitative | think for some
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sense of the scale, and the qualitative I think for a sense
of the underlying dynam c that nay help to explain why you
get these kinds of nunbers, particularly the 97 percent.

| think we're dealing with a real issue. | think the
Commission is right to explore this subject because you are
centered on an area that the American people are quite
worri ed about.

It is situated in a broader set of worries as |
i ndi cated yesterday. This doesn't start with the Internet,
it starts with the famly. It starts with the fact people
believe the famly is in trouble. They believe that the
country is experiencing noral decline, that the children
don't learn right and wong and aren't guided by the kinds of
val ues that they ought to be. The traditional concerns that
parents expressed to their children in ny day about not
talking to strangers takes on a different nmeani ng when you
nmeet strangers in so many different settings and when the
famly itself lacks the kind of stability that it had in an
earlier period. So people are worried about their famlies,
they're worried about their kids, they're worried about the
bad i nfluences they will experience.

When they face the Internet, the reaction to the
Internet is, in our focus groups, strongly negative,
particularly with parents, particularly with non-coll ege

graduate parents. |It's actually stronger with parents whose
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kids are not on the Net. The survey did not | ook to people
that did not have conputers. | suspect you would find that
the I evel of concern is greater with those people who are not
part of that sanple, because the popular comentary on the
Internet is full of stories about unibonbers and terrorists
and a range of quite awful things.

I was struck in our research as to how we found
peopl e responding to the Internet. Rather than responding
wi th the kind of hopeful ness and excitenent and positive
feeling that | have about the Internet, it does not carry
over. It is mxedinwth alot of worry, a lot of anxiety
about what's happening on the Net.

Just to read a few of the quotes to give you a sense
of this, "It used to be all fun" -- this is fromsone wonen,
mot hers with children who had Internet access in Chicago --
"It used to be all fun and exciting, but then when you hear
about all the pornographic and stuff on there now, it's nore
i ke oh, God, I"'mgoing up there and I"'mgoing to sit there
with them Don't go there. | think of perverts when | think
of it."

Anot her woman -- "There should be sone control over
it. You think about people on the Internet they were show ng
how t o make bonbs when there was that Unabonmber thing. Kids
don't need to know those things."

So we cone to this issue, as | said yesterday, we
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cone to this issue through the privacy issue, and we cone to
this within a specific framework in these discussions and
hearings which is around corporate practices and privacy.
Parents who cone to this issue don't operate in those kinds
of conpartnents. They're comng with a genuine concern as
parents into an environnment which is uncertain to them and
sonme say unknown to themin which they have read many, many
stories about the awful things that people can encounter.

So, when they | ook at what they want to get under
control, the areas they look at initially -- and I don't say
this with any sense that one should discount the inportance
of what you're looking at -- but the first concern is the
probl em of indecent material and kids being exposed to
i ndecent material, and then the worry about being exposed to
peopl e on the Internet who will pose dangers to their
children, and then they worry about children passing out
information that exposes the famly and the hone to sone kind
of danger.

Further down that list of worries are conpanies
marketing to children and collecting information, and |I' m not
saying it isn't a concern, but the top of ny concern, the big
concerns that they are focused on that have to do wth those
ki nds of safety issues, which the focus of these discussions
do not necessarily address. Again, |'mnot saying you

shoul dn't address them These are genui ne issues, but there
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I's enornous anxi ety of nost people about the Internet. It's
broad ranging and it's broader than the question of
mar ket i ng.

On the question of howto respond to it, there's no
doubt that people are open to a regul atory response as part
of how to address this issue. But that response is in the
context of help -- responsive people saying give ne tools,
show ne, solve this problem M famly shouldn't be
subjected to these kinds of dangers. There ought to be sone
orders, there ought to be sone rules, there ought to be
limts, there ought to be responsibility, and the parents are
calling out for, | think, a variety of changes that wll
protect their children.

I"mstruck by the finding in Dr. Westin's survey, the
Harris survey, which shows 53 percent support, which is a
small majority, for a legal response to the problemgiven the
scale of worry which | think is real and given the very |arge
nunber, unani nous nunber of people saying that data
collection on children should not take place. And | think
there are a nunber of reasons for that. And I think it has
to do with the fact people want -- they want effective things
to address the problem-- ideological -- that is, what's
going to work, what's going to protect ny kids.

There is an openness to a broad range of responses.

|"mstruck in Dr. Westin's survey on the overwhel m ng
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support, 85 percent support, and | woul d have thought that
was high until | saw sonme of the others -- but 85 percent
woul d be likely to use parental control software if it were
avai l able. Sixty percent saying very likely that they would
use parental control software if it's available. W ought to
assunme this is a dynam c situation where people are |earning
about what are the different ways in which people can protect
the famly. Parental control software is comng to be known
by about half the popul ation.

Now, we presune with the aggressive activity over the
next few years-- | don't know if it'll be universal, but
there will be many nore aware of that opportunity.

We found in our research on parental control software
that there was an enornous sense of relief. In fact, in the
research we did in the focus groups, and it's nice to have
focus groups along saying that this is very responsive to the
probl enms that people are facing. Wen we presented the
parental control software, what you got from parents was a
sense that, you know, thank God for making one.

Just to quote a few. Fromone of the fathers in
Bi rm ngham "It makes you feel nore protected. You know
there's limts there. And when the kids start to try to see
how much rope they have, you know, how much rope they have."

Anot her Birm ngham nother, "I think it is wonderful

because you are in control." And from another Birm ngham
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nmot her, "Like when you cone in and buy a conputer. Now you
get your Wndows or whatever and it's already built in. It
shoul d be there."

"I would feel a lot nore confortable with nmy child
on the conmputer with that," says another Birm ngham not her.
"I't's good, absolutely, but it is also telling ny kid that
it i1s adding that reinforcenent that it is here because there
is stuff out there that is bad. "That goes al ong with what
Mom and Dad have been telling you about what is good and bad,
so it continues to build on their mnd, the value."

What you're hearing there is, | think, parents saying
this is helping ne be a parent. This is giving ne the tools
to succeed to provide the protection, | can teach a | esson
t hrough this kind of research.

The reason why | think you' re | ooking at a 53 percent
and not a 97 percent technology is | think people are
pragmatic; that is, | think they' re |Iooking for what worKks,
what enables ne to protect ny kids, and | think they'|l be
responsive to the range of initiatives that may take place
over the years.

MR. PEELER:.  Comm ssi oner Starek?

COW SSI ONER STAREK:  Thank you. M. G eenberg,
yesterday you cautioned us to not take conpletely from Dr.
Westin's statistical survey the idea that people wanted

regul ation or legislation regarding controls on the Net. And
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| wonder if you would express the sane kind of caution today
Wth respect to the issues that we are discussing with regard
to children's privacy on the Net.

MR, GREENBERG First, let ne say that | think people
are nore interested in sone kind of public response in the
area of children than they are in other areas. But | think
the general point is still true. There is an enornous gap
bet ween the 97 percent and the 53 percent. And | think
made this caution yesterday in response to one of the other
st udi es bei ng offered.

When people say a practice is not acceptable, that a
practice should not happen, it does not nean that they think
therefore that the only way to address that is through a
government regulation that bars practicing it.

They want businesses sinply to stop doing it. They
may want to see self-regulation by the business comunity,
they may want to see nore responsibility on the part of
i ndi vi dual s, hel ping thensel ves, to keep thensel ves opting
out, taking actions that stop the practice from happeni ng.
There's just a big gap between wanting sonething not to be a
common practice and assum ng that therefore the best way to
do it is governnment regulation. | did specifically nention
on the finding yesterday and I would repeat it today on the
53 percent with respect to the Net, is the question did cone

in the context of questions about people having unauthorized
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access to your E-mail communications. Those were the
questions that preceded the question about whether there
shoul d be a | aw

I think that that question is partially a response to
that; and in the sanme survey, next page of that survey nore
broadl y when asked whet her you want a governnental response
or a private sector response, not just private sector, but a
good-faith effort by the private sector and a good faith
effort to address the problem they preferred the good-faith
sector effort. There's no doubt people want action. | think
it's much nore of who takes the initial one.

COW SSI ONER VARNEY: | would like to follow up on
that. Sonme of this 52 percent | ooks like a big majority.

MR, GREENBERG W went with 49. 2.

COW SSI ONER VARNEY: Stu and | were together in
1992. It seens to nme though that 97 percent of the parents
of the survey of Net parents believing that children's
i nformati on should not be sold and then we go to those on the
Net that aren't parents and then what about the rest of the
country. But it does seemto ne, that although they m ght
not say if asked that their first instinct to solve the
probl em woul d be regulation, it also seens to ne that if
you' ve got 97 percent of the people saying that practice
shoul d not occur, you would probably find some | evel of

support. And I'm asking you where you would -- sone |evel of
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support for sone governnent action saying thou shalt not sel
children's information, whether it's |legislation, regulation
or sonet hing el se.

MR. GREENBERG | have no doubt in this area that
there's openness to governnent regulation, but |I'mnot sure
on the question when asked about what would you prefer,
whether it's a private-sector response or the governnent
response, when they would opt for the governnent sector.
That's taking a leap. |'mnot sure howto answer that. W
don't have that specific question posed in this context.

It's certainly not done in the context of other alternatives,
i ncludi ng parental control software which gets overwhel m ng
support in the survey and m ght well |ead people to say,
let's give the private sector a chance, let's give people

t hemsel ves a chance, give themthe tools and the education to
get the job done.

COMWM SSI ONER STEIGER: | realize that this is better
posed no doubt to industry experts, but what do you think
woul d be the response to parental control tools, if you wll,
if there was a feeling it would sl ow comuni cation or that it
woul d in sone way dimnish the rapidity of the Net, the speed
of the access, or do you think that really would not weigh on
the m nds of the parents?

MR. GREENBERG | don't think it would weigh very

heavily. W did get sone response anongst the younger users
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of the Net, by younger -- | nean, young adult users of the
Net, sonme of whom were parents, and they were very cauti ous
about governnent getting involved in the Internet for those
very reasons. But with parents the issue is achieving safety
for their kids. That was a nuch, nuch, much higher priority
than the speed of information transfer.

COW SSI ONER STEI GER: | should make it clear that |
have no reason to say that that would be the result, but that
is the typical kind of objection one gets if you are talking
about additional controls on any nmediumthat begins to depend
upon speed or clarity transmssion. | do want to say |'m not
suggesting that that would be the result.

MR. GREENBERG |I'mcomng at this froma public
opi nion point of view | don't know whether it would have
that effect, and I don't know what the policy position ought
to be on that. What I'msaying is fromthe point of view of
the parents. The issue is how best to achieve safety for
their children. That's the primary and al nost only question
| think when assessing the alternative.

COW SSIONER STEIGER: It is that strong a
response?

MR. CGREENBERG  That strong

MR. PEELER: One of the things you see pretty
commonly i s people who answer yes to a question because they

t hi nk they should answer yes to it, but when you actually
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| ook at the behavior they don't respond that way. And I
guess the question | have for youis, isn't that also a
possi bl e expl anation for why 85 percent say they would use it
if it was avail able but only 27 percent use it?

MR, GREENBERG. Well, there's no doubt in surveys
peopl e probably overstate their intentions. And they are
probably overstating their use of the parental control
software and probably overstate their intention to use it
because they think they ought to use it. But for a variety
it is not because they are sinply lying to a caller on the
phone. It is also because it requires tinme and effort and
commtnent that they're not sure they'll be able to do when
it comes to the real world, but they would clearly like to be
able do it and | think that's reflected in their response.

COW SSI ONER VARNEY: This m ght not be a public
opi nion, but it sounds |ike one, an anecdotal coment you
read that when you turn on your conputer you've already got
W ndows there, | think they should put this kind of a thing
there also. It mght go exactly to that point. W all know
that there are several conpanies out there now selling
various versions of blocking software, different kinds of
protective software. | think the question goes to the ease
with which it can be used, and I'm not sure that the people
who are probably nost sufficient and prolific at finding the

sof tware, downloading it or buying it and installing it and
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setting all the preferences and who are probably 18 or 19
have the worries yet about their kids. You want to comment
on that, Stan?

MR. PEELER.  Tonorrow norning at 10: 00.

DR. STROVER: | know Texas had legislation that it
was considering and | thought it passed that woul d have
required all Internet service providers to post a
link -- a hot link to filter into where they can |learn nore
about filtering software. So, there may be sone other states
that are doing that as well.

I have sone bl ack and white slides.

Thanks very nuch for inviting ne to share sonme of our
very prelimnary data. | would [ike to underscore what
M. G eenberg said about focus groups. They're not based on
generalizabl e sanples, small sanples. What | amgoing to
tal k about today is prelimnary findings based on our work.
We're still in process. W just started this project in
February. It has four conmponents. |I'monly going to talk
about two of those conponents today.

First, a content analysis of sone children's sites
and then secondly, I'Il talk about what sone of the parents
that we spoke with said about their children's use of the
Internet. The sanple that we're working with is a little
bit different fromany of the sanples that we've heard from

so far in that we dealt with parents whose children are
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usi ng conputers at hone to access the Internet.

Basically then if | can turn to the Internet site
content portion of the study. W have in our sanple right
now sone 84 sites, 51 of which are .COMsites. Those are the
sites I'"'mgoing to be tal ki ng about today.

We coded for a lot of things -- I'"'mnot going to talk
about everything today, but we coded for: targeting a
parent; target age range, not every site identifies the
target age range; the presence of cookies; advertising; the
source of information that either m ght be required or
requested by the site, and under what conditions that
i nformati on m ght be requested; whether or not the site
presents links to other people or links to other sites;
whet her or not there are clear policy or privacy -- or both

-- guidelines; safety tips; and then whether or not these
sites have chat roons.

What we found in our site analysis is that 39 percent
of our sites did in fact have advertising. W weren't
counting those sites that had strictly self-pronotiona
advertising. Sonetinmes that's a real judgnent call because a
ot of the .COMsites are self-pronotional. One page of
Disney is going to send you to all the D sney products. W
didn't code that sort of advertising. So, in any case, we
found that 39 percent had advertising of other sorts.

Most sites did not have warnings about ads and that
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becones an issue for young children who can't tell the
di fference between an ad and what is content. | think there
wll be a presentation later on that's going to present one
type of solution to that. But we found that nost of the
sites did not have any warnings at all.

Twenty percent posted policy guidelines or sone sort
of usage guidelines. However, in nost of those sites, the
| anguage was not the kind of | anguage that children woul d
read or perhaps understand. Eighteen percent offered
explicit safety tips, but sone of these sites had | anguage
nore directed to parents than to kids. That's not always a
bad thing because as I'lI|l nmention a little bit later on for
younger children oftentines it would appear that parents are
at the site with the child.

We found that about a quarter of the sites that we
| ooked at used cookies, and then 39 percent, al nost 40
percent, either requested or required sone sort of personal
information fromthe child. These were often presented in
the context of giving the child access to chat roons or
Bul l etin Board Systens ("BBSs"). Chat roons were npbst conmon
for sites that seemto be targeting teenagers, while bulletin
board systens were nore conmon for sites for young children
and it did seemto be the case that these BBSs often were
nmoni tored or screened for the younger children. The nost

common i nformation requested would be E-mail and nane.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



183

Qoviously E-mail if they're going to be engaged in |live chat.
Oten tines, the BBS woul d post maybe a first nanme and
per haps an E-mail address.

In conclusion, we saw a fair anmobunt of sites with
ads. | would say generally the ads were nore commonly found
in sites that had | arger, recogni zabl e corporate sponsors.
Privacy notices rarely appeared in children's | anguages.
There weren't that many safety tips avail able, and 40 percent
requested explicit information fromchildren. That led us to
wonder whet her or not the parents knew that their children
were being asked this specific information.

If I could turn now to what sonme of the parents told
us about their children's use of the Internet at hone. |
think it's necessary first of all to contextualize how
children are actually using conputers to access the Internet
at hone. This was kind of a surprising thing to us and we
hadn't really given nmuch thought to the actual context of
children's use.

First of all, children are usually using their

parents' conputers. They're often using their parents’

E-mail| accounts, as well. W're not at the stage yet, if we
ever wll be -- | suspect we will be -- where we have
mul ti pl e conputer households. There's still usually one

conputer in the househol d and everybody in the household has

to use that conputer
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The hone setting -- in the sense that there's one
conputer that the parents are using and the children are
using as well-- that home setting actually hel ps the parents
nmoni tor what the children are doi ng because they get on the
conput er thensel ves.

In fact, they often go in and if the kids are using
their E-mail account, which we found was the nost common way
for children to be using the nmail, they will read their
children's E-mail. They also will often be in the sanme room
where the child is using the conputer. And we found that the
equi pnent was often older and very limted in capacity, so a
ot of things | think we take for granted -- all the
plug-ins, all the JAVA scripts, nost people don't have
conputers that can do that -- and the children aren't quite
yet at a stage where they're exposed to the com ng generation
of ads.

We al so have found that parents put thenselves in a
position to nonitor what children were doing as well because
many of themonly had a single phone |ine and when kids were
on the Internet, they were acutely aware that they could not
get themoff. |It's a very practical consideration.

Consequent |y, because of this context, nost of the
parents said they thought they knew what their kids were
doing on the Internet at hone. Mny of themsaid that they

had conme and peeked over their children's shoul ders when they
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were on the Internet. Moreover, there was a real age
difference in what parents did with their children when they
were on the Internet. Younger kids really needed sone help
with the Internet. They mght not be able to type very
well. They certainly aren't able to spell very well, and
they m ght not be able to naneuver very well. So younger
children usually had their parents sitting with them as they
maneuvered around the Internet.

The second thing that we found is that the parents
really didn't believe their children had any privacy rights
with respect to what they, the parents, should know about
their Internet use. They felt this very, very strongly. |
don't know if that's a Texas bias or not, but they thought
they had a right to look in their kid s E-mail. They thought
they had a right to go in and exam ne the chat files and they
did; and frankly, sinmply in terns of hard drive nai ntenance,
they had to go in and get rid of files routinely. So they
t hought they really had a handle on what their children were
doi ng.

We found overwhel mingly that parents were nore
worried about their children's exposure to indecent content,
as well as to the opportunities for neeting strangers, for
nmeeti ng people who m ght exploit their children, than they
wer e about advertising content. That said, and I'mgoing to

underscore these comments a little later, nost of the parents
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really weren't very aware of what data woul d be gathered from
their children through ads. So, by and | arge the parents
were worried about those two things and that's indeed mainly
what they wanted to tal k about.

Parents felt quite genuinely caught between the
positive aspects of giving their children access to this
wonder ful tool and the negative potential that could be
realized. For exanple, the parent of a 14-year-old boy and
an 8-year-old girl said this: "I think what would help a | ot
is having -- | don't know, maybe these are out there and |'ve
been oblivious to it or it just caught ne off guard, but
havi ng gui delines, |ike, you know, a booklet or panphlet to
sit down and talk to your kids about these things, because
I"'mfairly conputer literate and I work wth conputers all
day and | know a | ot about kids' software, but you just don't
think. You think you' re giving your kids this great
advant age, the conputer and Internet because they can do
homewor k, they can do research and then all of a sudden the
dark side creeps up on you." They really felt very torn.

One area in which they particularly regi stered sone
objections had to do with chat roons. Now, as | said
earlier, nost of the chat roons that we saw on the sites were
directed to a teenage audi ence, and as | said before, that's
where we saw nost of the personal information being requested

from chil dren. Parents didn't comment so much on that as
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they did on the content in the chat roons. They thought that
chat roons were a forum where children woul d be exposed to
i ndecent | anguage and al so to these untoward interactions
wth strangers. They really registered a plea for sone
gui delines of how to achieve safety online. Mst parents
felt that they just needed to be directed toward nore safety
guidelines. And | think that if there's one thing that could
grow out of this forumit mght be that those kinds of safety
gui del i nes appear on hone pages of these sites that are
targeting children.

Wth respect to parents' attitudes towards privacy
t echnol ogy, nost parents are unaware of privacy technol ogy
with respect to filtering. Specifically, while they were
sonewhat aware of filtering software they had a | ot of doubts
about its efficiency. And, in fact, they took what | guess |
woul d call the long view. They said that there are many ways
in which filtering could work, but they thought that their
children could defeat filtering software. And if their kids
really want access to the content that a parent m ght
legitimately block their kids from that if their kids really
wanted to get there, they would find a way, |ike parents
getting their own experiences with National Geographic
Magazi ne 20 or 30 years ago. So that led themto | ook with
sonmewhat jaundiced eyes to the efficacy of filtering

sof t war e.
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They al so said that in a way the Internet is very
simlar to other unfamliar public places for a child, and as
t hey' ve been grappling with the dangers that they feel are
out there, they nore or less said that the Internet is |ike
the mall -- it's like a street corner. The Internet is a
pl ace where you have to prepare your child for these
occurrences -- these interactions with strangers, and that
one very good solution fromtheir standpoint is to drive hone
to the children that this is what's best -- this is a place
and here are sone guidelines for you. That said, not many of
t hem had had very explicit conversations with their
children. Few had explicit guidelines, but they felt that
their children would talk to them when sonet hing untoward or
unusual happened.

Most parents were unaware of cookies. In fact, in
one focus group we ended up having one parent gave a little
tutorial on cookies and there was trenmendous interest init.
Most parents don't want children divul ging persona
informati on beyond the E-mail address. They didn't seemto
have as nmuch hostility toward sinply registering E-mail
addresses as perhaps sone of the statistical results
suggest. That said, however, they did resent getting junk
mai |

For exanpl e, when children go to MCA sites or Disney

sites or sonething like that, they m ght be asked to

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



189

regi ster, and then pronotional information would be pushed
out. One parent in particular singled out novie ads and
movie information. They didn't particularly appreciate
that. But that said, | wouldn't say that this was a
top-rated concern.

Wth respect to sonme of the other sites that m ght
have responsibility for children's Internet use, the parents
that we spoke to were aware that schools and |ibraries would
bear sone liability for what their children did on the
I nternet and they were also aware in part because there had
been sone front page news coverage locally of the Austin
Public Library problens. They were aware that libraries and
schools were in fact using filtering software. They assuned
and i ndeed believed that schools should nonitor and protect
children and they were using the Internet fromthese public
settings.

I would add anecdotally -- this is not based on our
parent research work, but | think it behooves us to be aware
that across the United States, schools are wiring conputers
for Internet access. |In Texas al one we're spendi ng about
$150 million annually in what will be an eight to 10-year
programto wire schools specifically for Internet access. So
what schools and |ibraries are going to be doing with respect
to children's access and privacy protections, | think is

sonet hing that has to be extended to that forum and those
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groups. The institutions really have to be brought into this
di scussi on.

So, in conclusion, parents are concerned about
i ndecent content and about children neeting strangers over
the Internet. The chat roomand registration vulnerability
suggests that sone guidelines are in order. This mght nean
that we need to build nore safety features into sites
attracting children. Parents' know edge of cookies and
data-gathering practices is extrenely limted. If they knew
nore about it, | mght speculate that they m ght register
nore concern than we heard in our groups.

MR. PEELER: Thank you very nuch.

M5. BAECHER |I'mreally happy to be here to
present these survey findings, but I do want to start
out and tell you that this survey was not conducted for
these hearings. I|I'meditor of Zillions, which is a
magazi ne for kids nine to 14, and this survey was conducted
to gather information on what kids were doing and ki ds'
experiences in cyberspace for an article that's schedul ed
for publication this Septenber or Cctober. However, sone of
the findings that came through in the survey |I felt were
i nportant enough that they really should be considered in
this dial ogue for several reasons.

First of all, we heard an awful | ot of data about

parental concerns and what the parents are doing, but | think
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we really need to see what's happening at the end of the line
that we're really concerned about with the kids thensel ves.

| nmean, we've all been kids ourselves -- our parents didn't
know everything that was happening in our lives. And | think
it's a very inportant area for us to look at. | also want to
give alittle bit of information about the survey before |
tal k about the findings.

The survey was conducted at the begi nning of | ast
Novenber. It was what we call a tag-along survey. Zllions
i s published by Consumers Union, which also publishes
Consuner Reports. And the survey research departnent of
Consuner Reports does binonthly surveys of our readers, and
they send these surveys to a random sanple of kids. Privacy
is totally protected; we don't ask for nanes, addresses
anything Iike that. W just ask for gender and age. And
it's -- |1 think our survey departnent would be a little bit
upset if we ternmed this qualitative. They consider it
guantitative. But the sanple is Zillions subscribers and not
all kids in general.

Typically, kids in this age range who are nagazi ne
subscribers also tend not to be typical of the popul ation.
| f anything, there would be nore parental attention, they're
hi gher educated famlies. So this is really a best situation
that I'mtal king about. But that's really just ny

hypot hesis, but I think it will be upheld.
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The survey response was over 50 percent and a little
nmore than half of all of our respondents do go online and
were online in the past before they received the survey.

The first finding and the finding that | felt was
nost inportant to bring to the attention of this hearing kind
of confirms that a lot of the parents worry about what's
happening to their kids online may be justified. Nearly
one-third of the kids who went online experienced problens
with other users. And this was done as an open end. W
didn't want to put a whole list of problens and say check
here, check there because kids' inaginations can be very,
very active. So we just asked them did you have any
problenms with other users online, and if yes, what? W just
left it as an open end.

We went through every single open end and
basi cally what we have nostly is the experiences in
the words of the kids thenselves. There were three
general areas. There were sone problens that we didn't
define sorting, but there were three general areas,
password stealing, profanity -- that was nostly in chat
roons -- and inappropriate advances to kids. Call it
potential predators, whatever, but there were definitely
approaches that it may happen to your child.

"Il give you a few exanples. Twenty-nine of the 90

ki ds who reported problens had problens with password
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stealing, as well as other problens, too. And many of them
actually had given up the password. One reported that,
"About six nonths ago soneone got a hold of ny password and
charged around $200." Another said, "lI've had a big problem
with people trying to get ny password.” Another child,
"Soneone got ny password sonehow and charged $500 in tinme to
my account." That really was a big problem
As far as the profanity goes, one 13-year-old girl
said, "I generally hang out in Christian chat roons because
it's Christian, people cone in with porno stuff and use bad
| anguage. "
The i nappropriate advances to kids in that area
were particularly disturbing. One kid said, "I had ny
E-mai|l address visible in ny profile. Soneone sent ne a

| ot of pictures of little kids naked or perform ng sexual

acts. | got over 100 pictures! | deleted them but it
was gross!"™ Another 10-year-old girl said, "An ol der man
tried to ask ne on a date.”" A 12-year-old boy said,

"One person was asking ne sexual stuff about different
sexes and he was al so using vul gar |anguage.” But there's
enough in the kids own words to say that this still is an
area for concern.

And | have to say that this was really not an area
that we intended to cover in Zllions nmagazi ne because we

feel that for kids, it should be an upbeat experience. |It's
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a whole new arena for themto explore, and it's not |ike you
want to scare themor turn themoff from sonething that
really is their nedia of the future. And we're stil

kind of grappling with howto deal with this and what

ki nd of education to give kids and what kind of suggestions
we can give kids so they can actually be part of the

sol uti on.

Another finding in the survey was that kids are
visiting comrercial sites. About a third of the kids said
that they went to commercial Wb sites.

And again, | want to say that we didn't plan this
survey for this particular hearing. So we didn't ask about
particul ar kinds of things that we've been |ooking at, |ike
whet her they divul ged personal information at these sites and
whet her they entered contests and whatever. W had sone
anecdotal things fromkids and they actually view it as very
positive. One kid gave all kinds of personal information,
entered the speed contest and won sonething -- | don't know,
a binder or sonething. It was great, it was fun. But it is
definitely an area that requires a |l ot nore study again from
the kids' viewpoint -- fromthe kids' experience.

We al so asked the kids whether there was bl ocking
software on their conputer. And then the first thing we did
was take the kids who had recorded these problens and did a

cross to see if the bl ocking software played any kind of role
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in keeping kids fromgetting -- from experiencing these kinds
of problens, and there was no correlation. But we also --
when we asked them only 20 percent of the kids reported any
ki nd of bl ocking software on their conputers at honme. And
again, this we see as a best scenario, so our assunption is
that the rest of the population is probably using bl ocking
software at a nuch | ower percentage rate.

| find it interesting to conpare this with the
parental intent reflected in the opinion poll. And I think
it underscores the inportance of us really trying to find out
what really is happening out there. | sort of question the
ability of blocking software to be the major part of a
sol ution, because there are so many variables. It's really
not even just the using it, whether it's used or not and
who's using it. And what about the 80-plus percent of kids
whose parents are not using it?

One of the things |I should nention is three quarters
of the kids who were going online, were going online through
an online service provider -- not just an Internet provider,
but an online service provider which has |ots of bl ocking
ability avail able for downl oadi ng, whatever, and the rates
were still just 20 percent, it's rather disturbing.

We al so, this peaked our curiosity and we also did a
qui ck market survey for a city, and we had shoppers, where

you could normally shop for test sanples for Consuner
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Reports, go out and try and buy the bl ocking software, and we
gave themfour titles to find at 47 stores. They found them
in five stores. And where they did find it, it was one kind
and really very little help, very little know edge, very
little support, whatever, fromthe sal espeople. It just
definitely was not famliar, nor was it obviously in very
much demand.

But | think the experience of just doing this survey,
and there are many things that have conme out of this.
Primarily, | think when addressing online privacy protections
for kids, we really are tal king about a special situation and
kids can't be expected to have the experience or maturity to
really solve this problemthenselves, to deal with it in the
way that adults would hope they would. | don't know that the
assunption -- it can be validated, that kids wll
automatically go to their parents if there's a problem
don't know. But | don't think that we can nmake the
assunption that they wll.

| guess | would really like just to end with a real
concern that we not over-estimate the ability of bl ocking
software to solve this problem The problens that cane
through in this one survey al nost by accident and ot her areas
of concern just anecdotally fromkids, I think, really pushes
the anecdote a little bit. | think we really have to say

t hat because they're children that they need speci al
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protection and that the role of the Federal Trade Conm ssion
is going to have to be an active one to nake sure that
children are adequately protected.

MR. PEELER  Thank you, Charlotte.

COW SSI ONER VARNEY: Lee, do we have the results of
this survey in our record?

MR. PEELER: Yes, we have the results.

COW SSI ONER VARNEY: Do we have the questionnaire?

MR. BAECHER: | have a copy of it.

MR. PEELER. For everyone, that is for the point
Davi d nade yesterday, it's very inportant, especially for
this type of research, to have an idea of how the questions
wer e posed and what the environnment was so we can understand
it. So, if you can submt the questionnaires for the record.

COW SSI ONER VARNEY: | would be interested if
anybody, but particularly the previous presenters, have any
t houghts on the fact that these kids were out there and
responding to the survey and really the astounding | evel of
difficulty that they ran into and the astoundingly | ow
per cent ages that had bl ocki ng technol ogy and then the
difficulty when your testers went out to buy it.

COW SSI ONER STEI GER:  Before you do that, Charlotte,
woul d you review for us the size of this survey universe, how
many questionnaires were sent, and how many were actually

recei ved.
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M5. BAECHER. We do this every other nonth. W do a
random sanpling of 1,200 subscribers to Zillions from our
subscri bers and our response rate was 53 percent.

COW SSI ONER STEI GER:  That's over 600.

M5. BAECHER: Yes.

COWM SSI ONER STEI GER:  That response rate seens to
me, for a survey, to be high.

M5. BAECHER: Yes.

COW SSI ONER STEI GER: Do you routinely get that high
a response fromthe nagazi ne?

MS. BAECHER: Yes, when we do our readership surveys.
Basically the way we do the survey is we send a postcard.

The week before we mail the survey we send a postcard to the
parent telling the parent that the child is getting the
survey. And we also include a $1 incentive in the survey and
we tell the parent that the kid is going to get it. So they
don't think the kid is making up a story when they conme up
with the dollar bill. And we've been getting -- yes, that's
typical for us.

COW SSI ONER STEI GER: Very high -- our experts can
tell us.

M5. BAECHER  But again these are children -- these
are kids. They love to get mail, and it's not in the sane
conpetition as an adult survey.

M5. BERNSTEIN: And the age is seven to 14.
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M5. BAECHER. Age is nine to 14.

MR. GREENBERG  Again, | just want to el aborate on a
poi nt and there appears to be consistency for all three
presentations. | amnot sure whether Dr. Westin's survey has
a simlar finding.

On the question of whether the problemof marketing
to children is a problem people are conscious of, was
sonet hing our group did not come up with on its own. W
i ntroduced the subject, but the subject did not conme up on
its owmn. It was not a top-of-the-line problem \Wat people
did tal k about was above all indecent material and approaches
by strangers. That appears to be the nost conmon probl em
here and as well the nost common problemthat the kids
t hensel ves report. So that there's a genuine problem The
probl em of marketing to children is a subset of that which is
not on the same part of the radar screen.

COW SSI ONER VARNEY: Well, | think you mssed it,
sir, because you weren't able to be here this norning. Part
of the problemis where are these people who are naking these
unt oward advances to these children getting their address,
their E-mail address? And when we tal k about kids' privacy,
it doesn't only have a marketing dinension. It does have
anot her di nensi on because sonewhere either these kids e-mails
are getting harvested -- there's some preceding event that

unl ess the kids have gone to a chat room and sonebody else in
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the chat room has engaged i n sone unaccept abl e behavi or,
they're getting sent an E-mail, then there's a privacy
concer n.

DR. STROVER. | would agree. | think, first of all
the parents thenselves weren't sufficiently aware of the
advertising and privacy content on the Internet. As | said
before, they weren't that aware of cookie. | would agree
generally with your comments on what the parents were
concerned about, but | think that it has to do with their
know edge base, their lack of understanding of their
advertising and sone of the information gathering practices
t hat expl ains sonme of their response.

M5. BAECHER: But | would also like to add to that, |
think a lot of the practices of commercial sites by asking
kids for information, they get kids in the practice of
divulging information in a totally non-critical way. It
beconmes an accepted procedure and | think that that is a real
problem |'mnot saying that's the reason it's happeni ng,
but I amsure it's a contributing factor, rather than having
there be a caution against -- you do not divul ge personal
information, it's the opposite at this point.

MR. PEELER. | want to thank all of our panelists.
Your research has been very helpful. | would |ike to ask our

second panel this afternoon to cone up.
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PANEL I1: A REVIEWOF CH LDREN S | NFORVATI ON COLLECTI ON
PRACTI CES ON THE WORLD W DE WEB

"An update on how commercial sites ainmed at children
collect information."

Kat hryn Mont gonmery, President, Center for Mdia
Educati on

Shel l ey Pasni k, Director of Children's Policy, Center
for Medi a Education

Mary Ellen Fise, General Counsel, Consuner Federation
of Anerica

M chael Brody, Anerican Acadeny of Child and
Adol escent Psychiatry

k%

MR. PEELER: The second panel today is one of two
that's going to provide us an overvi ew of how comerci al
sites are collecting informati on about children. A
panel of representatives fromthe Center for Media
Educati on and the Consuner Federation of Anerica have
reviewed the w de range of practices on children's Wb sites
and will be illustrating these practices with a few specific
exanpl es.

As part of this discussion, we'll also hear from an
expert in psychiatry about how children respond to
solicitation for personal information on the Wb. And

finally the Center for Media Education will provide their

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



202

t hought s about the inplications of this review for children's
privacy. Later this afternoon, we'll hear froma panel of

i ndustry representatives who collect information from
children on the Web about their conpany's practices and
privacy policy.

Today's panelists are Kathryn Montgonery who really
needs no introduction. She is the President and Founder of
the Center for Media Education. She will be joined by
Shel l ey Pasnick who is CME's director for Children's Policy.
She is acconpanied by Mary Ellen Fise. Mary Ellen is the
General Counsel for the Consuner Federation of America. And
we're also privileged to have Dr. M chael Brody, who is a
practicing child psychol ogi st and CEO at the Psychiatric
Center, the District of Colunbia' s |argest provider for the
chronically nentally ill. He's appearing today as a
representative of the Anerican Acadeny of Child and
Adol escent Psychiatry and al so serves on the Board for the
Center for Media Education.

M5. MONTGOMERY: | want to thank you very nuch, Lee.
And | want to thank the Conm ssion for taking up this issue
and taking it up in a serious way. W are very gratified
with the role that the Federal Trade Comm ssion has been
playing in this area. In fact two years ago | was not a
participant, but | cane to hear the public workshop that the

FTC held and | believe that it was the first public workshop
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on online privacy, and at that tinme was | ooking into the

i ssues of marketing to children on the Web. | was very
interested that | did not hear that nentioned at the workshop
two years ago.

W rel eased our report docunenting sone of the
troubl ed practices that we had identified in online marketing
| ast March, March of 1996. And the purpose really was to
sound an early warning signal that parents, policy nekers,
and the public in general needed to be aware of how this new
medi a was devel oping. And we were very pleased that the
i ndustry took note of that, that the Federal Trade Conm ssion
i ncorporated the issue of online privacy to children or
children's online privacy in last year's public workshop.
We're very pl eased.

W're here today to sort of assess where we are now,
where things are going, and to nmake sonme reconmendati ons.
l"monly going to talk a couple of mnutes and then |I'm goi ng
to let ny colleagues nake the neat of this presentation. But
| will say that from our vantage point, as we've been
assessing the way this market is evolving, we can see that
t here have been sone changes. Sone conpani es have changed
their practices in response to the concerns that we raised
and that the Federal Trade Conm ssion has raised. And
certainly, I think, the individual conpanies that have

volunteered to testify here today will tell the Conm ssion
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this afternoon about how they are acting nore responsibly and
for the nost part these conpanies are. | think we should be
concerned, however, about the conpanies that have chosen to
be absent fromthis very, very inportant public process.

The key point here is to assess what the overal
trends are. And, as ny colleagues will share with you, what
we think is that in terns of overall plans, the collection of
personal ly identifiable information fromchildren continues
unabated; and it's becom ng nore wi despread and that there's
an absence of effective safeguard.

This is a nediumin its infancy and as others on the
previ ous panel shared with you, a |lot of parents don't even
know what's going on. As a colleague of mne said at a
recent panel | was on, this is happening under the radar of
many parents. They're not aware of these energi ng marketing
practi ces.

| was at a presentation a couple of nonths ago at a
wor kshop on online privacy, and several of us were making
presentations to the group and in the mddle of it a wonan
| eft the room and di sappeared, and | didn't see her until the
end. She cane back at the very end and she said, "I'msorry,
| hope you all will forgive nme for wal king out in the mddle
of your presentation. But what you were tal ki ng about nmade
me realize that | |left ny daughter back hone in Peoria and

she loves to go online and she | oves to order catal ogs, and |
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had no idea this m ght be happening. And so | went to the
phone and | called her up and | said, "Don't do anything
until | got hone.""

And | think that is the state for a |ot of parents.
| nean it's a mediumand it's in its infancy, and we're stil
not fully aware of what practices are devel opi ng. Qur concern
is that if there are not effective interventions now, and
first off we seemto have to have a mjor public debate about
this, but if we don't have the effective interventions put in
pl ace now, at the outset, to really guide the devel opnent of
this nedium then we run the risk of seeing an out-of-control
mar ket i ng nmedi a devel op where we could see a flood of hard
sell, direct marketing by E-mail of ani mated products, by
made- up spokes-characters comng into kids' persona
conputers, which they undoubtedly in the future will have in
their own roonmns.

W can learn fromthe surveys that have been shared
this week that parents are deeply troubled by the intrusive
nature of the online environnent into their honmes and the
dangers that are posed to child and famly privacy. They're
very concerned about the serious and harnful consequences to
privacy for famlies and children.

Last year when we net, conpanies prom sed to devel op
sel f-regul ati ons and we have been very heartened by their

acknow edgnent of this as a major problem But we found that
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the self-regulatory rules that have been devel oped are really
meek and unenforceabl e, despite their good intentions.

We're al so not convinced, by any neans, that the parental
control software will in itself be an adequate solution in
this area.

By relying on that primarily we give thema green
light to market and to devel op practices that step over the
line of what's appropriate and what is not appropriate.
will say what | said |ast year, | believe in keeping to rules
of the ganme to guide the devel opnment of this new nedi um
They need to be enforceable rules that ensure that children
who are online are protected. And we believe that w thout
such playing cards in place, that parents can really trust --
this could hinder the growmh of the digital econony and
really parents -- and prevent children and famlies from
reaping the full benefits of the positive aspects of the
digital age.

I"d like nowto turn this over to ny coll eague,
Shel | ey.

MR. PEELER:  Shel | ey.

M5. PASNIK: | want to thank the Conm ssion for
addressing this inportant issue, and I want to comrend
representatives fromthe industry for participating. | think
it's extrenely inportant that you' re here, however, perhaps

nore inportant are those who aren't here. And so | hunbly
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of fer nyself as the spokesperson for those who chose not to
show up today.

W have done a study, analysis of 38 individual
commercial Wb sites and | would Iike to share the findings
of that analysis with you today so the subtitle of ny
comments will then be seven points in 10 mnutes. And given
that 1've probably used one nowit will be nine mnutes.

Poi nt nunber one, fully 90 percent of all Wb sites
that we exam ned actively collect personally identifiable
information fromchildren. The first exanple that I'd |ike
to show and I'Il draw your attention to the overhead, and
keep in mnd that this is a representation of our exciting
and beautifully naintained Wb sites online. This, however,
is the newy launched N ckel odeon site and, as you'll see,

t hey asked for infornmation fromyoung users.

There also in addition to this registration is a
sweepst akes that asks or tells children about all the
different prizes that they can win including a big screen
PC/television set. So you want to enter the sweepstakes.
Well, the first thing you need do is ask your parents for
perm ssion, so they do make a note of that, however, this is
very rare.

After that, scroll down, it asks for first name, |ast
name, age, gender, street address, city, state, zip code, and

then the second half of the formreads, "Want nore stuff to
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fill out? Well, you have to fill out the formto |earn about
the things you like so we can | earn nore about what you
like." And they ask questions about do you have any pets or
animal s? Do you play any sports? Do you |like to paint or
draw? Do you like collecting stanps, com cs, coins, et
cetera? And it asks again to submt the E-mail address.

Now, if the offer or the chance to win a big screen
TV hasn't peaked your interest, then you can go to a gl ossy
online magazine and it is a site that is maintained for
targeting young girls. And here is not just a chance to wn
t he sweepst akes, but you get the prom se of a glossy conpact
mrror. Wat girl wouldn't want to provide personally
identifiable information to earn such a pri ze.

I'"d like to point out though that they ask for a
great deal of information, including birth dates and when
you're not on the glossy site, what other girl magazi nes do
you flip through? Which services do you use to cruise the
Net? You are alive with the sound of what type of nusic?
And the survey goes on. However, they don't include any
di scl osure or a legal statenent discussing howthis
information will be used or who will have access to it.

Poi nt nunmber two. No site obtains verifiable
parental consent before collecting personally identifiable
information fromchildren. Let nme repeat that. No site, out

of the 38 commercial sites that we exam ned, obtai ned
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verifiable parental consent from parents before collecting
that i nformation

Poi nt nunmber three. Forty percent of sites use
i ncentives such as free nerchandi se screen savers and
sweepst akes to encourage children to rel ease information
about thenselves. So again, if the conpact mrror wasn't
enough and a chance to win the big screen TV wasn't enough,
then other conpani es are sweetening the deal and they're
offering free candy. 1'Il take you to the Jelly Belly site.

Under the heading, Jelly Belly Online H ghlights, the
home page of the site reads, "Free Jelly Belly Survey." And
they go on to explain how they give 500 sanples to the first
visitors at the site for that day. 1'll tell you that they
change the tinme that they offered this survey so | had to
repeatedly go back to visit the site, but fortunately |I was
able to find the survey. And | think Jelly Belly was
excited, too, as they found thensel ves on the cover of a very
prom nent newspaper earlier this week. And the survey asks
everything fromfavorite candy that the visitor |ikes, have
you al ready heard of Jelly Belly beans, would you consi der
pur chasi ng special Jelly Belly bean products, and, of course,
they introduced M. Jelly Belly, which brings ne to the
fourth point.

Several sites use product spokes-characters to

solicit information fromchildren. Not content to let the
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conpani es speak for thenselves, they're creating

rel ati onships with these characters that are far nore
appealing to young people. In addition to M. Jelly Belly
and Ronal d McDonal d that you can find on the Web you can al so
find the MM s characters that are featured prom nently on
the M&M studio site. Here they've created a very active
sweepst akes process that involves the gray inposter candy
that can be found in special packages of M&M s candi es t hat
you can buy, so it's kind of a cross pronotion that's taking
pl ace.

But they do sonething different. They not only ask
the child to provide his or her owmmn nane and E-nmail address,
but that of a friend as well. The friend will then receive
an unsolicited E-mail message from M&M studi o featuring a
want ed poster for that gray inposter, MM

Whi ch brings ny fifth point. One-fourth of the sites
that we exam ned sent an E-mail nessage to children after
their initial visit. A perfect exanple of this that conbines
both the use of a product spokes-character and E-mail nessage
was the Colgate site. Here, children after entering the
No- Cavi ti es Cl ubhouse, went to visit the tooth fairy and the
tooth fairy was used to by Colgate in collecting the
informati on and asked for names to E-nmail nessages to submt
that put ny tooth under the pillow now. After visiting the

site, of course, the child received an E-mai|l nessage which
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l ovingly was signed, "Keep Smling, Your Friend The Tooth
Fairy."

Poi nt nunber six. Cookies were used by 40 percent of
the sites. Sone sites used as many as 12 cookies during a
single visit. And nowhere was cookies explained to the
visitor nor to the parents.

Poi nt nunber seven. A third of the sites attenpted
to describe how the information once collected will be used
by the conpany maintaining the site. So many of these sites
were inconplete. Mre commonly, sites offered no statenent
about information collection use.

And | would like to point out Nabisco. Their site
does offer a very extensive policy statenent regarding the
use and the collection of children's information and they
shoul d be commended for that. However, they too still are
not obtaining verifiable parental consent.

Far nore common, however, were those disclainers that
either did not exist or that were very clear that the conpany
mai ntains the right to do whatever they want with that
information. So on the last note | provided you a statenent,
it's nunber four on Jelly Belly's top 10 rules for
cyber-surfers. And let nme read it.

“I'f you don't want the world to know sonething, don't
post it on the site in any survey, form bulletin board or

anything -- anyplace else. That's because anything you
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disclose to us is ours. That's right, ours. So we can do

anything we want with the stuff you post. W can reproduce
it, disclose it, transmt it, publish it, broadcast it and

post it soneplace else. W can even send it to your nother
as soon as we find her address."

So you'll see that they are very clear that these
conpanies maintain the right to collect information from
children and to do whatever they want with it.

And with that, I'"'mgoing to turn it over to Dr.

M chael Brody who's going to explain why this should be so
troubl i ng.

COW SSI ONER VARNEY: Has Jelly Belly or M&M changed
any practices since the Wall Street Journal ?

M5. PASNIK: The tooth fairy has been changed. |
haven't noted that the M&M site has been changed, nor have |
noted that Ronald MDonal d, which we haven't tal ked about,
has added one line, but -- and Mary Ellen al so nenti oned t hat
t he Sony Wonder site which was in USA Today on Monday,

t hey' ve added a statenent in their terns of use. But it,
too, is quite thin.

COW SSI ONER VARNEY:  Ckay, thanks.

M5. PASNIK: All of that is detailed in the report.

DR. BRODY: Menbers of the Anmerican Acadeny of Child
and Adol escent Psychiatry, and a child psychiatrist |ike

nyself, are quite interested in a person |like Dennis Rodman.
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They are celebrities/role nodels with attitudes as they may
determ ne who our children imtate and use these ideals.

Rol e nodel s are inportant in child devel opnent as they help
with inpulse control, the ability to |learn and socialize. In
fact, child play which is a part of the continuumon the |ine
to work, is to a large extent adult role play.

While the child' s first object of enulation nay be
parents, other famly nenbers, teachers and even therapists,
none may be as influential or pervasive as the nodels offered
by the nedia. Cyberspace with its adoptive interactive
capability profoundly pronotes the strong bonding wth these
media figures. And while ny six year old may not yet relate
to Dennis, comc characters |ike Batman or the Power Rangers
are quite inportant in his fantasy production and ego
structuring of self.

This is why an online children's culture, very nuch
inits infancy, requires great care and sensitivity. Now,
Iicensed com c characters have a | ong history begi nning
probably in 1904 at the St. Louis Wrld Fair with Buster
Brown selling shoes. Sone of us are old enough to renenber
Captain M dnight on the radio pronoting Ovaltine. And Howdy
on TV tal ki ng about Munds bars.

Chil dren are now constantly bonbarded with i mages of
Her cul es and Barney through various commercial context.

Placed only in the nost positive light, there is trust.
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There is also passivity and | azi ness as brand nane com c
characters determ ne what a whole famly will buy. That's
why Ronald McDonald is so busy in a cyberspace with no child
rules. Wth entertai nnent and advertising totally nerged
Ronal d exploits children easily. But all a child knows is
there's Ronald in color on his Wb site interacting with us
ki ds.

The narrators becone one big infomrercial for
M ckyD s. No one -- no one can be passive and nake
believe. No effort required. Like pornography, these
stories have no depth. Everything is reduced to the | owest
common denom nator. This does not pronote active thought or
pl ay which kids need for devel opnent. As research has shown
that neural |inkage in the brain and nuscle maturation is to
play activity, studies have al so shown that the main effect
of play deprivation is increased aggressiveness and
vi ol ence.

Fromny view as a physician, the real public health
menace on Ronald's Web site is not chol esterol, but the
i nvasi on and destruction of the child s fantasy and pl ay
life. And commercial interests are not stopping, at comc
characters. As nentioned earlier if a child clicked onto
Col gate's No-Cavities C ubhouse, there was the tooth fairy
who is right up there with Santa C aus and the Easter Bunny

as a nythol ogi cal chil dhood creation, norphed into yet
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anot her enabl er character as spokesperson, robbing our
children of their souls and turning theminto nothing nore
t han super consunmers. The tooth fairy is now or was asking
for personal information.

For young children there is evidence that conmmerci al
interests have not only continued the sane inappropriate
mar keting tactics for children since |ast year's hearings but
now have upped the ante by involving real nyths, not just
com c characters.

How far will these conmpanies go to gain information
fromour kids, personal information which will be used in a
financial context to target these very children? This is a
context which nost children do not understand because they
have not progressed cognitively fromlogical thought to the
stage of formal operations -- being able to generali ze,
under standi ng the nature of advertising and selling.

Kids don't even understand that when they discl ose
i nformati on about thenselves, they are giving sonething
away. Not until well into adol escence do chil dren understand
what personal information is. As adol escents they may
devel op a subjective self, an inner voice, a concept of art,
and for those of us who have been fortunate as | have to have
had teenagers, a strong sense of privacy. Children are not
quite connected to their personal self and therefore

i nformati on about thenselves is not val ued.
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Al so imagi ne a seven or eight year old receiving the
E-mail that Shelley put up there. A child who has been
rai sed believing in these nmagical icons of trust. Receiving
personal E-mail fromthe tooth fairy, no |less, saying "Happy
Birthday, Billy,", with a "By the Way, have you brushed with
Col gate?" This is awesone. The child feels special and
certainly wants to pl ease.

The child being in what's called a pre-conventi onal
stage of noral devel opnent is quite responsive to cul tural
| abel s of good and bad and notivated by puni shnent and
reward. He is going to obey a suprene authority like the
tooth fairy.

Now, it may take a whole village to raise a child,
but just one big corporation to exploit one. Using the tooth
fairy to perhaps gain nore authority to extract personal
information is an escal ation of invasiveness into a child's
psychol ogy, a child' s psyche, that views m ssing baby teeth
repl aced by a fairy/nother figure, who | eaves noney as
conpensation for separation, conpensation for growi ng up, the
| oss of childhood. The tooth fairy collecting personal
information for Colgate fromchildren can now be seen as a
nost al arm ng netaphor for the giving up of baby teeth,
chil dhood i n exchange for commercialism noney and deceit.
An invasion not only of privacy but of the child s collective

unconsci ous.
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MR. PEELER  Mary Ell en?

M5. FISE: Thank you. I would like to join the Center
for Media Education in expressing our appreciation to the
Comm ssion for its continued investigation. W know the
staff has worked very hard in the |last year, and we're nost
appreci ative.

Shel I ey and Kat hryn have descri bed what our review of
kid-oriented Wb sites found, and | would |ike to continue
t hat di scussion about what we didn't find. | would like to
do so in the context of principles or protections that we
bel i eve should be practiced in order to protect children's
privacy. You will recall, we have submtted guidelines we
bel i eve the Federal Trade Conm ssion should issue. So |
woul d Ii ke to take up sone of those issues in terns of what
we found when we visited Wb sites.

Wth respect to disclosure, we found that al nost al
the Web sites we visited that collect information from ki ds
failed to tell the visitor what is collected or tracked, how
it is being collected, how the information wll be used, and
who is collecting or tracking the information. In sone cases
one or two and all of those types of information disclosure
i s included.

Wth regard to the issue of who wll have access to
the information and what their commercial interest is in that

information, sone sites did claimthat only their conpany
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woul d have access. Two exanples would be Binney and Smith's
Jazzy Grls Site and also, as Shelly alluded to earlier, a
business site did that. But overwhelmngly, this was the
exception rather than the rule.

For a disclosure to be effective, we have said that
it must use appropriate | anguage, that being | anguage at a
| evel of vocabulary suitable for children. It nust be easily
read, neaning visually legible. And it should directly
precede and be on the sane page as the collection. Wile a
few attenpts are being nade in this area, for the nost part,
we found disclosure to be in small print. In many cases, it
was witten in |legalese and it was placed not near the
information collection area, but rather was accessible on a
link contained on the first page of the site. W had al so
recommended | ast year that whenever possible that disclosure
be audible to the child and in no case did we ever find that
to be the case now

Wiile we didn't find adequate disclosure for children
and their parents, we did find |l ots of other kinds of
di sclosure. It is clear that Wb site | awyers have been hard
at work comng up with disclosures, particularly on
[imtations on liability. Conpanies don't want to discuss
children's rights, but with respect to their conpany's
rights, these Wb sites are pretty verbose. For exanpl e,

many sites have |long sections on the limtations of their
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l[tability and their property rights in what they collect from
their site. At one site called the Free Zone, they coll ect
personal information, nane, age, gender, E-mail address,

wi t hout adequate disclosure and without parental consent, but
Free Zone does includes statenents that and | quote, "They
are not responsible for any interactions that take place
out si de of Free Zone's pages."

As a result they nay exchange E-nmil| addresses,
| nternet addresses or any other information within Free
Zone's interactive pages. So not only do they not want to
take the responsibility of inform ng and obtaining consent,
but they don't want any responsibility associated with their
failure to institute such a safeguard.

On another site, the Sony Whnder site, which al so
again collects personally identifiable informati on w thout
parental consent, Sony goes one step further and says, "Al
personal information provided by you nust be accurate to the
best of your know edge at the tinme of providing the
information. Each Station Menber --" Station Menbers are the
ki ds who use play stations -- "each Station Menber nust
provide Sony with accurate, conplete information as to his or
her name and E-nmai| address, and nust update such information
upon any change thereof." So, not only does Sony inproperly
col l ect personal information fromkids, but they place the

burden on the children to keep it updated.
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There was a question earlier about changes that have
occurred.

COW SSI ONER VARNEY: Before you go on, on the Sony
site where it says, "Qur conmtnment to parents," does that
outline any of their policies on information collection and
di scl osure?

M5. FISE: No. These are all described in our report
in great detail. The disclosure statenent only conmes after
you' ve filled out the information.

M5. PASNIK: Wth respect to the change that took
pl ace, you asked, Sony was running a site this year in the
USA Today article, and they have -- since June 9th, they have
added the statenent that the station highly values the
privacy of its Station Menbers. As such the site will not
di vul ge any personal information about a Station Menber to
anyone outside Sony without that Station Menber's explicit
consent.

This cl ause does apply to any advertisenents or
pronotions on the site involving a third-party adverti senment
or sponsor in which that advertiser or sponsor may request
additional information from Station Menbers. So, it appears
that if they're getting paid by a third-party adverti ser,
then fine, we're going to go ahead and rel ease t hat
i nformati on.

Anot her disturbing practice is telling children that
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di scl osure of their personally identifiable information is
optional. At the Nick-at-N ght site children are told, "Tel
us about you and maybe win a prize." Questions include
househol d i ncome, Wb surfing notivations, favorite TV shows,
whet her the user has cable TV. Nanme, address, E-nmil address
and age are al so asked but are listed as optional. VWhile
there is a limted disclosure statenent, parental consent is
not required. W believe that telling children that they can
win a prize for answering the survey and then saying part is
optional is a very confusing nessage for a child. Most
youngsters will not be able to appreciate why discl osure of
that particular information is, in fact, optional.

Anot her concern is on contrary clains. A good site
wi |l not have contrary clains that undercut the effectiveness
of the disclosure. One exanple of a site that used contrary
clainms is MDonald's. On its Wite to Ronald page, children
are asked to fill in the blanks and wite a letter to Ronal d.
And the bl anks include first name, grade, favorite MDonald
food item favorite sports teamand favorite book. A note at
the top of the Wite to Ronal d page reads, "Parents, This
page is for fun only. The information given is used solely
to respond to the participant. The information is not
retai ned by McDonal d's."

On the home page, however, there's a link to the fine

print that brings you to McDonald's Internet Site Terns and
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Condi tions, which states, "Al renmarks, suggestions ideas,
graphics or other information communi cated to McDonal d's
through this site will forever be the property of MDonal d's.
McDonald's will not be required to treat any subm ssion as
confidential and McDonald's will be entitled to use a

subm ssion for any commercial or other purpose whatsoever."

Anot her exanple of a contrary claimis on the Ki dsCom
site. There, the disclosure to kids says, "And don't worry,
we don't rent or sell your information to anyone." However,
inthe letter to the parents, KidsComadmts that their kids
guestionnaires al so hel p other conpani es | earn about ki ds.

"The results of the surveys we do with kids, whether for
ourselves or for others, are always reported in general or
aggregate terns."” Wi ch nakes one wonder what the busi ness
rel ationship or relationship is between the people that enter
into an agreenment with KidsCom for that information.

On parental consent, we have said that in today's
world for that to be valid, it nust be in witing. As
Shel | ey had i ndi cated, Nabisco canme the closest on the
consent issue, however, it was not verifiable consent. And
it's clear that obtaining prior parental consent, however, is
not foreign to these conpanies to the sites we visited. For
exanpl e, Crayol a asked for personally identifiable
information at its site, name and E-nmail| address, but did not

require parental consent.
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However, children who send their mail in by postal
mail, their artworks to the Crayol a pl ayground, nust have
parental or guardian signature, so that Crayola will know you
have perm ssion to enter the drawing. So in the context of
the Crayol a playground gallery, they want signed consent from
the parents. So we know that they know how to do it.

Finally, a good site will have a correction procedure
avail able, and only a few of the sites we've reviewed -- one
exanpl e woul d be Bonus. Com whi ch had a procedure to delete or
add to previously collected personally identifiable
information. Only a few sites we reviewed indicated that
t hey have a process for preventing further use of personally
identifiable information previously collected allow ng the
parents or child to go back and delete or correct. One
exanple is Kellogg's.

In summary, we believe there's nore than anple
evi dence of the unfair collection of information from
children and that enforceabl e guidelines by the FTC are
urgently needed.

Last year we submitted to you very, very detailed
gui delines that we believe that the Conmm ssion shoul d issue.
And we've expanded that just slightly with five initial
requi renents based on what we've found in our review

Those five very briefly, and I'lIl close wth this,

are that products spokes characters and ot her nythi cal
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fictional figures should not be used to solicit personally
identifiable information fromchildren. Unsolicited
commercial E-mail should not be sent to children. Children
shoul d not be asked to rel ease personally identifiable
i nformati on about fam |y nenbers and ot her people they know.
Free nmerchandi se or the chance to receive free nerchandi se
shoul d not be prom sed to children in exchange for personally
identifiable information. And finally children should not be
asked to change privacy preferences set by their parents.

MR. PEELER. Thank you, Mary Ellen. W would like to
get copies of the overhead that you used for the record. W
woul d al so |i ke your opinion about whet her the nunber of
sites in general are going up, going down, or staying about
t he sane.

M5. FISE: There's no doubt in ny mnd that it's
i ncreased. Last year at this time to do a search and to find
a particular conpany online, often tinmes you wouldn't find
that conmpany there. Now, any conpany that has a presence in
kids culture has a presence online. So | definitely think
it's increased.

MR. PEELER:  Conmi ssioner Starek?

COW SSI ONER STAREK:  Yes, Kathryn, in your
introductory remarks, you said we needed to take action right
now because conpani es had not gotten better, they had gotten

worse and there was a presentation by you and your coll eagues
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on the fact. And also that the blocking or the filtering
technol ogi es that were on the market weren't adequate. And |
wondered if you woul d el aborate, why are the technol ogi es
that are currently available to block and filter these this
ki nds of sites and other kinds of objectionable sites to
parents not adequate?

M5. MONTGOMERY: 1'Il tell you ny primary concern in
the area of online children's marketing. And that is that --
| know that sone of the software prograns have been adapted
so that kids can't give out personal information in sone
cases. First of all, it's a sonmewhat prudent mechanismin
many ways in that you can't necessarily discern when children
can give out that information and when they cannot, but ny
bi gger problemwith it is that at this early stage of
devel opnent of this new nmedium if we create a paradigm if
you will, that puts nost of the responsibility on the parents
to keep these kids fromgiving out information, personally
identifiable information to conpanies, you really in many
ways give the green light to conpanies to devel op many, nmany
mani pul ati ve and unfair practices that parents then have al
the responsibility of protecting their kids from And we're
tal king about really the creation of kids' culture for the
21st century. M concern is that we need at the outset to
have sone clearly established groundrules for how you market

to kids online.
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MR. PEELER:  Conmi ssi oner Steiger?

COW SSI ONER STEI GER: You nentioned that you were
able to determ ne which sites used cookies and which did not.
Were you able to determ ne to what use the cookie was played?

We have had several people tell us that the only purpose of
the cookies basically is to count the nunber of hits, that it
is too expensive, time-consum ng and conplicated to |ink that
information or to link other visits to a site, another site
and so forth. That is, the cookie is basically to count the
nunber of hits and be able to tell an advertiser or marketer
the nunbers as to visits on our site and to the quality of
the product on the site. Can you tell what
use the cookies are being put to on these children's Wb
pages?

M5. FISE: Conm ssioner Steiger, if | may, they're
not disclosing that so | cannot tell. Wat | can tell is
when they're being placed, and there seens to be a high
correlation between sites that solicit personally
identifiable information and the placenent of a cookie. And
so as you nove through a particular Wb site and visit
vari ous pages, it's when submtting the registration formor
when providing information that they've asked for that yet
anot her cooki e or that pop up w ndow appears.

But, no, that's sonething that is |acking across

the board. No conpany disclosed that they're using cookies,
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and so if | had ny browser set so | didn't get

that pronpt, | wouldn't be aware of it. And many users

have their systemset up in that way. And then also in
the disclosure or legal statenments not a single word was
sai d about cooki es.

COW SSI ONER STEI GER: Can you explain why there
m ght be as many as 12, | believe, is the highest nunber that
you i ndicated on a single page?

M5. PASNIK: | don't know. The nessages tended to
vary fromw ndow to wi ndow when the cooki es were being set.
Sonetinmes it was the sane w ndow that woul d appear, but |
woul d answer yes, because | know sonetines if you're asked if
a cooki e can be sent and you say no that w ndow can appear
again and the question is re-asked. But | would al ways
eagerly answer yes and then the cookie pronpt woul d appear
again. But, no, it's not clear to ne.

COW SSI ONER STEI GER: Thank you.

MR. PEELER. Well, thank you very much for your
presentation. W appreciate the materials you' ve submtted;
we w il be taking a close |ook at them | would |ike our

third panel
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PANEL [11: THE POTENTI AL FOR | NJURY TO CHI LDREN ONLI NE BY
PREDATORS

Li nda Hooper, Supervisory Speci al Agent Federal
Bureau of Investigation.

Judith Schretter, Trial Attorney, Crimnal Division
Child Exploitation and Cbscenity Section, U. S. Departnent of
Justice

* ok %

MR. PEELER: In addition to all the terrific
information we're getting today, we're al so running out of
time. | think you'll find our next panel to be particularly
inmportant. This panel will address the type of npbst serious
potential injuries to children online fromboth predators and
pedophiles. W are very privileged to have with us two
representatives fromthe | aw enforcenent community. Linda
Hooper fromthe Federal Bureau of Investigation. She is the
supervi sor of "lnnocent |nmages,"” an undercover operation and
the primary objective of this investigation is to identify
and devel op prosecutabl e cases on individuals who use
conputer services, as well as the Internet, to recruit mnors
for elicit sexual relationships.

In addition, she's joined by Judith Shretter of the
U S. Departnent of Justice. Judith is a trial attorney in
the Child Exploitation and Qoscenity Section of the Crim nal

Division of the United States Departnent of Justice and she's
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going to discuss the Departnent of Justice as well as
"I nnocent | nmages" investigations and exanpl es of recent
cases. Linda?

M5. HOOPER First, | would like to thank you very
much for inviting ne here today, and I'mjust going to talk
to you for a few m nutes about an investigation that the FB
started in July of 1993 and which has evolved into a national
initiative. Let nme keep in mnd that | ama | aw enforcenent
officer, I'"'mnot a conputer expert. So if you have any
gquestions towards the end, gauge themin that arena.

Because this is an ongoing crimnal investigation,
there are specific areas that | amnot going to be able to
tal k about, but I'Il briefly describe to you exactly what
this initiative is and how it got started.

The FBI has devel oped several initiatives designed to
address the enmerging trends in utilizing conputers to conduct
or facilitate crimnal activities. 1In July 1993, the FB
initiated an investigation entitled "Innocent |Inmages". This
ongoing initiative focuses on individuals who utilize
conputers to facilitate the distribution of child
por nography, as well as those who use commercial online
services and the Internet to recruit mnors intoillicit
sexual relationships. And it was predicated on the
di sappearance of Ceorge Stanley Budi nsky, Jr. of Brentwood,

Mar yl and.
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Wil e investigating this di sappearance, FBlI agents
and Prince George's County, Maryland police detectives
identified two suspects who had sexual |y expl oited numerous
juvenile mal es over a 25-year period. |Investigation into the
activities of these two suspects determ ned that both adults
and juveniles were routinely utilizing conputers to transmt
i mages of mnors showing frontal nudity or sexually explicit
conduct as well as to lure mnors into engaging into illicit
sexual activity with the subjects.

Further investigations and discussions with experts,
both within the FBI and the private sector, revealed that the
utilization of conmputer tel econmunications was rapidly
becom ng one of the nost preval ent techni ques used by
pedophiles to identify and recruit mnors into illicit sexual
rel ati onships as well as to share phot ographic i mages of
m nors.

Let nme make this point, it's very inportant that the
FBI does not surf the Net, but we only go into predicated
areas. Predication is based upon consuner conpl aints,
service provider conplaints, conplaints fromthe Nati onal
Center for Mssing and Exploited Children, and | aw
enforcenment. The National Center has actually set up a tol
free tip line so consuners can call in any conplaint that
they have or that their children have encountered online.

The first goal of this undercover operation is to
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identify and | ocate individuals who are using conputers to
arrange neetings and with -- and the sexual nolestation of
children. As this investigation has shown, the technique of
contacting children via conputer is being frequently used and
wWith destructive results. Because they are aware of the need
to mai ntain absol ute secrecy, these individuals use their
conputers to interact with children in a covert fashion
Consequent |y, pedophiles and child nol esters use conputers
whi ch of fer a high degree of anonymty to neet others and
exchange i nformati on about children.

The second goal is to identify and gat her evidence
agai nst those individuals who are produci ng origi nal inmages
and i ntroduci ng those i mages onto an online service or the
| nt er net.

The third goal is to identify and gather evidence
agai nst those individuals who, while not producing child
por nography, are major distributors of child pornography.

The FBI continues to analyze infornation obtained from
sources, conplainants, undercover agents, searches previously
conducted during this investigation, and service providers to
identify those subscribers. Mst of those subscribers
identified through this investigation have readily provided
chil d pornography to our undercover agent.

In addition, prosecuting charges in the

investigation, a priority is placed on protecting the
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children who are subjects of child pornography and sexual
abuse. This priority is inmportant for the Attorney Ceneral
Quidelines for Victins and Wtness Assistance and reflects
t he national concern for protecting innocent victins.

MR. PEELER.  Thank you. Judith?

M5. SHRETTER: As you heard, | ama Trial Attorney
with the Child Exploitation and OQoscenity Section in the
Crimnal Division. M section was fornmed in 1988 as an
outgrom h of the Attorney General's Conm ssion on
Por nogr aphy, which nmet in the md-1980s. The initial focus
of the unit was an obscenity issue, but as a couple of years
passed, it focused nore and nore on child pornography and
ot her issues dealing with children.

Qur section's nane was changed in 1991 to reflect the
trends in our office. W are approximtely 15 attorneys. W
provi de assistance to the United States attorneys all over
t he country who can call us for assistance on the statutes
over which we have responsibility, including obscenity,
child pornography, travel for purposes of engaging in
sexual | y explicit conduct, child support enforcenent,
international child abduction -- a whole variety of
child-rel ated issues.

I nost recently cane back from Las Vegas where |
hel ped try a case comi ng out of the "Innocent |nmages" project

where we convicted two brothers who were subjects of the
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"I nnocent | nmages" project. They were distributing,

recei ving and possessing child pornography which they had
received online. In that particular case, we were not able
to identify any of the particular victins. The inages that
were involved with the case are nany of the sanme inages we're
seeing in a lot of different cases around the country.

| did bring with me today a couple of sanples of
cases in which we provided assistance to the United States
attorneys in which actual children were victins of sonmebody
online. And | would like to share a couple of themwth
you.

There is one case in which we've been providing
assistance in which a child, a young teen, was online in a
teen chat room An individual representing hinself as a kid
was also in the chat room At sone point after he had
established a relationship with the teen, he then said to him
| have a friend, an older friend, who would very much like to
meet you. In his new persona, he then got online with the
sanme teen in the chat roomas the adult.

The child that was targeted was typical of the kinds
of cases we see that pedophiles or nolesters target off the
conputer as well. A teen who may be very unhappy, may have
poor peer relationships, may have a poor relationship with
their parents. They're craving attention. People get on

wi th them and devel op and mani pul ate, and develop a bond with
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the child. He nmade arrangenents to neet in the child's
homet own. The adult traveled fromhis hone to the child's
homet own. Then they left on a bus and traveled. They were
on their way back to the adult's home. The child's nother
found evi dence of what was going on, notified the police and
they were able to intercept themen route. Wen they did a
search warrant of the adult's hone, they did find out that he
had engaged in the sane kind of conduct with other children.
Anot her exanple, there were a couple of cases
involving adults who again neet children in chat roonms. They
lie about their ages. |In these particular cases, they were
targeting young teenage females. They said they were about
20. Fortunately, in one particular case, one of the people
they ended up talking to in the chat room was an undercover
agent . And they nmade arrangenents to neet that agent and
was arrested, but they did learn that the sane adult had done
this with several young wonen and had engaged in sexual
rel ati onshi ps with about six young wonen. These girls,
again, not quite the sane personalities perhaps as the child
in the first exanple, but they were very flattered that a 20
year old liked them and was showi ng an interest in them
There is one other case | would like to share. A
t eenager on the East Coast neets soneone, an adult nmale from
the West Coast, and tells her girlfriends at sone point she's

got a boyfriend online and he | oves her and so on and so
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forth. At sonme point the child travels with her nother to a
swimneet in another state and has nmade arrangenents with her
boyfriend to neet at the hotel where the swmteamis staying
and they do actually neet. The girl's friends though do tell
her nother what's going on and the nother was able to
i ntercede and rescue the child fromthis situation

So children can be very vul nerable and we see that in
t hese kinds of cases. Agent Hooper nentioned the National
Center for Mssing and Exploited Children. They have a
child pornography tip line which they began with the custons
service many years ago, and | work closely with the FBI
Postal Service, as well as with the Custons Service. They
are accessi ble at 1-800-843-4678. The information they
receive, they do pass on to appropriate | aw enforcenent
agencies for appropriate follow up.

Another itemthat the National Center publishes is
t he booklet "Child Safety on the Information H ghway," and
t hat can be found online at www m ssingkids.com It has tips
for parents as well as children, and they've done sone
targeting of young teens. They created sone nouse pads in
cooperation with |aw enforcenent agencies and we're
di stributing themthrough some of the junior high schools
with some of the safety tips for children to have next to
themright at the machine. So | hope the nessage is getting

out .
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COMW SSI ONER VARNEY: What do either of you see as
the correlation between information gathering for mnors and
children without their parents' consent and the vulnerability
of these kids to predation? |1'mnot really tal ki ng about
kids that go into chat roons and neet sonebody in the chat
roons who deceives them but how nuch do you see of the kinds
of people that you' ve tal ked, the pedophiles and the sexual
nmol esters harvesting data, using cookies, using the kind of
technol ogi es that we've been | ooking at today to find kids?

M5. HOOPER: Well, we do see that. And actually what
we've ternmed themis the |azy pedophiles.

And those are the ones that will go into an online
service and will look up profiles of children. They'll put
in what their desire is, and it will bring up all the
profiles of children that Iive in a certain geographic area.
That way they don't have to travel very far. So, if your
children are putting in true information in that profile they
be contacted by a child nolester or pedophile online.

COW SSI ONER VARNEY: Can you el aborate on that? M
col | eagues are astounded. How could sonebody do that?

M5. HOOPER: |If you enter a profile --

COW SSI ONER VARNEY:  \WWere?

M5. HOOPER: Wth a service provider. You have the
option as a nenber to put in information about yourself that

is accessible to anybody in that service. Now you are the
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only one who can enter that information and the only one who
can change that information, but that is accessible to anyone
who is on that service, and you can enter any information you
want .

If you' re an adult, you can enter that you're a 15
year ol d boy for exanple under one of your screen nanmes, and
if you go into a chat roomand you're carrying on a
conversation wth what you believe to be other 15 year ol ds,
you can pull up their profile and you can see who they are.
And when they pull up your profile, they think that you're a
15 year ol d.

COW SSI ONER VARNEY: How about sone of the sites we
saw that collect a lot of personally identifiable information
fromkids, are they vulnerable to the wong el enent getting
into their databases or intercepting their information?

M5. SHRETTER: I don't know that.

M5. HOOPER: | don't know that either and that's a
viol ation that would not be worked off of what | am working
NOW.

COW SSI ONER STEI GER: You nentioned that you are
| ooki ng or follow ng, of course, conplaints throughout the
Net as you used the word, where there could be a problem
Wul d you say that if the material goes through a service
provider, there is sone protection to the extent that the

service provider can track this individual or tell you the
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i ndividual's address? |s that easier as you are trying to
bring a | aw enforcenent action than sinply being on the Net
or does it really nmake any difference?

M5. SHRETTER W woul d have to serve a search
warrant on the service provider to get specific subscriber
information. The service providers are sort of like a
col l ection point, the nmessage is passed through this
service. But | believe unless they receive a conplaint, they
may not necessarily know what's passing through.

MR. PEELER: \What advice would you give to parents in
terms of disclosure of personal information about their kids
on the Internet?

M5. SHRETTER: Certainly on the profiles | would not
have ny child filling out a profile.

MR. PEELER: \What about identifiable information in
chat roons?

M5. SHRETTER | certainly would be circunspect about
what | would provide. | think parents certainly have a
responsibility to know about chat roons and what their
children are doing online.

COW SSI ONER VARNEY: What about these sites that we
saw that aren't necessarily chat roons that are collecting
informati on from ki ds maybe for marketing purposes, maybe for
ot her purposes? What woul d you tell your kid about that?

M5. SHRETTER  Fortunately, | don't have little
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children anynore, | don't have to confront this, but |
certainly would be very careful about the information |
permtted nmy child to put out there.

MR. PEELER  Thank you, very nmuch. W appreciate
your comng, and we certainly would like to get a copy of the
brochure for our records.

W' re now about a half hour behind. W would Iike a
15-m nute break by, | think, a unani nous vote of the
Conmi ssi oners.

W know it's been a |ong day for everyone.

(A brief recess was taken.)
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PANEL |V: THE PRI VACY PRACTI CES OF COMVERCI AL WEB SI TES

"Do commercial Wb sites provide parents with notice
and control regarding the collection and use of information
collected fromchildren? What are the costs and benefits of
creating privacy policies?

Jorian O arke, President, KidsCom

WIlliam W Burrington, Assistant General Counsel
America Online, Inc.

Robert McHugh, Senior Producer, Yahooligans!

Arthur B. Sackler, Vice President Law and Public
Policy, Tinme Warner Inc.

Craig Stevens, Director Research Services, D gital
Mar keti ng Servi ces

k%

MR. PEELER: Now we will hear from sone Wb site
operators about their approaches and perspectives to
children's privacy. |In particular, we wll be interested in
heari ng nore about things that are not readily apparent from
just visiting the Wb site, for exanple, what type of
information is collected, what is it used for, what do the
different sites do to provide parental control when the
information is being collected? 1Is the information retained
in an individually identifiable formin the site? And is it
given out to third parties?

We have a very good panel today to discuss these
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i ssues. First Jorian C arke, who is the Founder and
Presi dent of Ki dsCom an educational and entertai nnent Wb

site. KidsComis geared for children four to 15 years ol d.

Second, Bill Burrington, who has been a fixture at nost of
t hese hearings -- alnost doesn't need an introduction again.
Bill is the Assistant CGeneral Counsel at Anerica Online.

He's joined by Robert MHugh; Robert MHugh is the Senior
Producer for Yahooligans!, a conprehensive Wb site for
kids. His sites are selected and individually reviewed for
appropriateness for children. Rob also has many years of
Wi th such conmpanies as C aris Spinnaker Software, an
Educati onal Devel opnment Center and Conputer Curricul um

Cor por ati on.

In addition we are joined by Arthur B. Sackler. He
is Vice President, Law and Public Policy with Tine \Wrner,
and he's here for his second day. And we appreciate you
joining us.

And finally we're joined by Craig Stevens, who is
with Digital Marketing Services and is the Director of their
Research Services. Digital Mrketing Services conducted over
150 online research studies on behalf of a nunber of
conpani es, including marketers of children's products.
They' ve established a nmethodol ogy for conducting research
involving children and Craig wll describe how DSM obt ai ns

parental consent before collecting fromchildren and has
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adopted policies on collecting informati on on an aggregate
anonynous basi s.

So wth that, | would |ike to start by asking each of
the panelists to spend about five mnutes just addressing the
general question of what their site does, what information
they collect, what do they do with it. So, can we start with
Jorian O arke.

M5. CLARKE: Thank you. 1'd like to start by
t hanki ng the Comm ssion. It really is an honor to be here
because of what we have learned. W attended |ast year as an
attendee, and we're pleased this year to cone forward and
tal k about the practices that we've done. W're also pleased
to hear this because yesterday we heard a | ot from people
that there were theories, but we now are going to actually be
able to tal k about practices, what we've been doing in the
past 12 nonths in self-regul ati ng based on our know edge of
privacy, safety and advertising standards.

The KidsCom site has now been |ive since February of
1995 and during the course of two years and four nonths, in
wor king with kids, parents and educators from 81 different
countries, we've experienced a lot. As a site dedicated to
shrinking the world, we are continuing our |eadership
tradition by bringing forward our creativity and offering
these practices that work to address these issues. 1In a

nonent |'ll detail these practices and then we'll go online
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briefly to show t hem

W woul d also like to thank the people that hel ped us
understand these issues -- our kids, educators, parents,

Ki dsCom our advisory panel including several of the advocacy
groups that have tal ked earlier the |ast few days, including
the Children's Advertising and Review Unit (CARU) of the
Better Business Bureau and the professionals at the FTC. As
a result of these changes, CARU now calls us one of the kids
sites leading the industry and using creative solutions for
addr essi ng concerns about child safety, privacy and the
devel opnment of online advertising standards. Wile these
efforts have placed an additional cost on the publication of
our cyberzone, we have had challenges in blazing a trail to
i npl enent sone of these solutions. W also believe that it
is essential that other kids' sites followus in this
direction. W know that our sensitivity to these issues and
our solution have been appreciated by parents and educators
and that response has often been encouragi ng enough to keep
us goi ng.

For those who work from a business platformin
addition to an ethical platform we feel it has given us a
conpetitive advantage in being recognized as a safe,
responsi bl e and el ectronic playground for kids, parents and
educators. We |look forward to seeing a corporate invol venment

with us in advertising and sponsorships and to grow as fast
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as our appreciative user base.

I"malso proud to tell you that not only have we
taken these issues to heart on our own site, but we have
started to spread the word at the industry. Last week at the
industry's Digital Kids conference in San Francisco, we
passed out approxi mately 200 CARU gui del i ne panphl ets and
used our feature talks to raise the awareness in the industry
of all these issues.

We have al so consulted with other kids to nove them
inthis direction. W wll show you a cormmercial kids site
i ntroduced | ast week called Avery Kids by the Avery Denni son
Cor poration that nmakes use of these new practices, so we have
changed our own site and we are working hard to inprove
others. Now we would |ike to share with you sone of what we
have done date.

On the issue of online privacy and safety, KidsCom
has worked hard to nmake parents aware of and involved in what
their kids are doing on the site. Kids can play on the site
wi thout registering. Registration is only required to wite
content for posting on the site, to exchange E-mail
addresses, to have contact in the chat roons or to earn
points on the site. Kids can earn points for educati onal
activities, for giving us their opinions, and surveys,
information fromwhich is only rel eased in aggregate form and

has al ways only been rel eased in aggregate form and for
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getting their parents, teachers and friends to register on
the site.

Regi stration information never has been and is not
rented or sold to any third party. Registration information
has never been used for marketing purposes. And again, just
to set the record straight, registration information has
never been used for marketing purposes. W' ve also taken big
steps in providing notice on how information collected wll
be used and in gathering parental consent. Parents are
notified by E-mail when their kids register on the site and
are given the opportunity to have the registration
informati on renoved. And again, if the parents choose to
remove the registration information, the children still are
able to play on the site.

In our surveys, parents are allowed to have their
children's responses renoved even though we al ways only
rel ease findings in aggregate form An individual child's
responses are never released. W instruct the kids to get
their parents' perm ssion throughout the site and we have
kid-o-fied things, such as our |egal statenent and our
registration form so children can understand them better.
Users have the ability to opt-out of receiving E-nmail about
new features on the site and parents are rem nded in every
E-mail we send to nonitor what their children are doing

onl i ne.
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In addition to opting out of sone features, we also
use opt-in. In order to have their child participate in the
exchange of E-mail addresses in the key pal area, parents
must mail or fax us a signed permssion slip. |In order for
kids to receive any itens that kids can earn fromthe Ki dsCom
| ocker, a parent's check nust acconpany the request form
The check covers a small portion of the shipping and handling
and al so ensures parental permssion in the ordering. W've
| earned the hard way as we ship aquariuns that again this is
inportant to have parents involved in this activity.

A fun and engagi ng safety gane was devel oped usi ng
the kids' favorite characters in the KidsCom ganes and crafts
area and they also are encouraged to play it when they first
register on the site. It's called Iggie and Rasper's
I nternet Safety Game and here children receive points for
pl ayi ng the safety ganme and can earn additional points for
having their parents review and sign off on the safety tips
with them This gane, together with the parent signature,
provi des the highest single source of points accunul ated on
the site. An lggie and Rasper safety shirt with Web tips has
been produced and hundreds of kids around the world are now
wearing these at school and on their playgrounds hel ping to
spread the word on Internet safety. Anong other things, the
safety tips teach kids not to post or send to a stranger.

You can | ook at the safety tips that we're trying to
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communi cate to children as one nore way to educate Kkids.

Just a few other points. [It's helpful to understand what

| evel of content your kids like on the site and currently who
is using the site. But we strongly believe that the use of
cookies in its current state of the technol ogy is not
appropriate for use on a kids site as a tracking nechani sm

Ki ds shoul d get cookies with mlk, not with their hard
drives.

We're working hard with kids, parents and teachers to
draft a privacy synbol and a content nodel that can be used
successfully to educate kids simlar to the Ad Bug that | am
going to tell you about.

Much of the discussion of online privacy and safety
i ncl udes concerns about advertising to kids in this nmedium
We have | ooked at this issue in our cyber Zine and we now are
| eading the industry and trying to cone up with safe
practices. One of these is the devel opnent of the character
called the Ad Bug and it's offered to the children's online
i ndustry as a synbol of the distinction between advertising
and editorial content. The Ad Bug appears on kids' sites
wherever there is advertising as a way to help kids know t he
di fference.

MR. PEELER. Thank you, Jori.

COW SSI ONER VARNEY: | have to say, Jori, that | am

so pleased that you're here. Last year you came, you took a
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ot of hits, a |ot of people thought you guys were the bad
guys and you have proved us wong. You have turned your
conpany into the nodel of working with the FTC. Al though we
may not agree with everything you' re doing, we really

appreci ate the work that you have done to try and | ead the
way. |Is it fair to say that your conpany now woul d be quote
in "conpliance”" with the CARU gui delines? Have you |ooked at
t he CVE gui de?

M5. CLARKE: W have not received a copy of those.
We have | ooked at them and we don't agree necessarily with
all the things that they suggest, although we certainly agree
and practice the principles of a lot of the things that they
suggest .

COW SSI ONER VARNEY:  Your conpany has done so nuch
with us, | hate to put an additional burden on you, but
woul d you go through the CVE guides and in particul ar point
out those areas that would be a problem for your conpany
ei t her because of technol ogical reasons or other reasons,
because | would really |like at sone point to get your sense.
There seens to be a gulf between a CARU set of proposed
gui delines and a CME set of proposed guidelines and |I'd |ike
to see where players in the industry are com ng out on them

M5. CLARKE: W woul d be delighted.

COW SSI ONER VARNEY: Thank you for com ng.

MR. PEELER Bill?
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MR. BURRI NGTON: Thank you, very nmuch, Conm ssioners
and professional staff at the FTC. It's good to be back yet
agai n.

COMW SSI ONER VARNEY:  You know we got you an office
downst ai rs.

MR. BURRI NGTON: Thanks. | would like to in the
short tinme we have, obviously there are sone other points I
want to bring up today which I'Il sinply incorporate when we
do the Qand A. Let's take a step back to where we were a
year ago in a general sense. | think we nade a conm t nent,
both as a conpany as well as an industry, to really deliver
conm tments about privacy in general, and we have sone
rel evant industry guidelines coming froma variety of
sources. W've delivered a consunmer survey which turns out
to be very reliable to find out what consuners really fee
about these issues while we all sit here and tal k about
t hem

W' ve really made novenent in the overall direction
on privacy. Cearly, the children's marketing area is one of
our two or three top areas right now as a conpany in terns of
consuners and let ne go through briefly a few things that
wi || explain our service and what we do.

W' ve been revanpi ng our children's marketing
guidelines for the last year or so and that's what | want to

share with you right now. A couple of quick points before
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do that is that we don't give out our lists of children
period. W don't have such lists, therefore, we don't give
themout. The second thing is we don't market to children
period. And finally we have adopted sort of a principle

Wi thin our conpany of parental perm ssion first. W happen
to think that parents need to give permssion first before
their children give out any kind of information or enter
sweepst akes or what have you.

Let nme take you through a couple of things and
explain first what we nean by the Kids Only area. W' ve
been able to segregate content and pick what we think is sone
of the nost valuable content for children particularly ages
six through 12. It's called our Kids Only Channel, and when
parents sign up to Anerica Online, in order to sign onto
Anmerica Online, of course, you have to have a valid credit
card, you have to be 18 years of age or older, you have to
have a valid checking account as an alternative, and the
bottomline is to be the master account hol der on Anerica
Online, you nust be 18 years of age or older. And certainly
you're then allowed to create up to four additional screen
names whi ch could be screen nanes for your children.

As a master account hol der you have the ability to
set our parental control tools which we make w dely avail abl e
to our nmenbers and within that process you can sel ect the

Kids Only Channel, if you will. And that will channel kids
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into Kids Only areas that we feel are appropriate for them

gi ven that age range. One of the two popular areas within
the Kids Only Channel are the chat roons for kids and al so
pen pals. And when any child enters the Kids Only chat room
area, the first thing they're going to see are the ACL safety
tips, which I think it's worth readi ng these because these
are the core common sense principles that we all have to
educat e parents about and chil dren about.

One is don't give your ACL password to anyone, even
your best friend.

Second, never tell sonmeone your hone address,

t el ephone nunber, or school nanme w thout asking a parent.

Three, never say you'll neet someone in person
wi t hout asking a parent.

Four, always tell a parent about any threatening or
bad | anguage you see onli ne.

And five, if soneone says sonething that nakes you
feel unsafe or funny, don't just sit there, take charge, cal
a guide which is a key word, Help, and | eave the chat room or
just sign off. These nessages pop up frequently not only to
rem nd kids about their own responsibilities, but about their
need to connect with the parent.

One of the popular areas is chat. Wen children get
into that chat rooma screen is going pop up to tell them--

in this case this happens to be one of our front screens for
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AOL Kids Only area. Also in the club area they can click on
Pen Pals which is one of the nore popul ar areas on the
service. Kids fromliterally around the world can pick up a
pen pal, start corresponding with them back and forth by
E-mail and again the same warning pops up. And then at that
point they can go into, this is just representative of the
fact they can pick the age category if they want to neet kids
who are six to eight or nine to 12 or whatever. They can go
in there and read these individual E-mail nessages that have
been posted and decide if they want to becone a pen pal with
t hat person

One of the other things that | want to tal k about
briefly is our approach to sone of the areas that are nost
t roubl esome which have to do with selling nmerchandi se or
attenpting to nerchandise the children. One of our partners,
Ringling Brothers Online has a store and the child wll click
on that area and when they enter a store there will be a
spl ash screen that will pop up that sinply says,
"Only adults 18 and older with a valid credit card can order
mer chandi se on Anerica Online." And it's sinply a rem nder
to themthat they're not going to be able to order
mer chandi se, they have to have a valid credit card which
means they've got to go to nomand dad and say, | want to
order this, | need your credit card.

It's inmportant to know that right nowin the Kids
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Only area we only have two stores of this type that are

sel ling nerchandi se, and we as a conpany are novi hg away
conpletely from having any ki nd of nerchandi se sales in the
Kids Only area. So there are two stores now but eventually
there will be zero.

One other thing I just want to tal k about briefly
here is the Cartoon Network World. What this is about is a
gane pad, this is a pretty popular area on AOL. There's a
thing called Mystery Tune which they get into and they have
to kind of figure out who that cartoon character is. |If
they're the first person to post the winning entry, then they
get a prize. So they would post it up there.

And one of the things that we're doing now which is
part of our proactive policies in terns of protecting
children in the narket area is once they do that and they
post it, the child will then receive back an E-nmail saying,
"Congratul ati ons, you' ve been selected as a winner," so on
and so forth, and what they need to do is print out this
E-mail and then give it to their parent who has to sign it,
fill out their nanme and address and other information and
then either mail or fax it back into this provider in order
to claimtheir prize.

So we think again it forces children to go back to
nmom and dad and say, look, | won this prize, | need your

perm ssion, you need to fill this out, you need to send it
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in. W think it's a very effective tool, it's been working.
These are sone of our newer policies.

And finally let nme tal k about another exanple of our
changes and sone of the issues that we're dealing with the
Ni ckel odeon online area, which has to do again with sone
sweepst akes. Wen they get into this area, the sweepstakes
area, there will be a pop-up screen that will come up sinply
saying to the child that's in there, "In order for this
conpany to accommobdat e your prize wi nning entry, you' re going
to have to give your nane and address and so on and so
forth." This illustrates one of the problens we have right
now. We're working with all of our content partners, the
ones we have contracts with, who also have their own separate
content that they give to us for the Kids Only area to
essentially ask us and nake them conply with our policies and
nost of our partners have done that very willingly; and we' ve
been working together very closely with them

One of the dilemmas we have is that a | ot of these
contract partners |ike Ni ckel odeon have their own Wb site,
SO0 you as a child or anybody can go directly into that Wb
site, if you're on that online service. And so the best we
can do right now is when you are connected into that Wb site
inthis case it's alink to a Wb site fromACL, we'll pop up
a screen and at |east warn children, to talk to your parents,

that kind of thing. You' re going to have to give out

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



255

information, talk to your parents.

The other thing I want to note here is and if you
want to go to the last slide. This is significant just
because this is an exanple of our browser in the Kids Only
area. You wll notice if you're famliar with Arerica
Online, there are sone key things m ssing here. For exanple,
the child cannot go in and type in the URL for sone other
address so they can't bypass this because this disables the
key features for our Web browser within the Kids Only area.
They cannot click and nmake it part of the their favorite
pl aces so they can just go directly to that area so
essentially they're stuck right there. They can't go
anywhere el se. They have to back out and then they'll get to
other Kids Only areas. So these are sone of the things that
we' re doi ng.

Let me finish with the key points and then I'l| raise
sone additional ones during the Q%A session. One of the
things we're finding as we work with M croSystens which as
you know i s the devel oper of Cyber Patrol and they' ve done a
terrific job in screening and helping to filter out content
for children. What we're trying to work with themon right
now, they're very seriously working on this and we're working
with themon it, is to do the sane thing not only for content
but to do it with respect to privacy and wth respect to

appropriate privacy standards.
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W' ve been supportive and actively involved in al
the various industries' privacy guidelines devel opnent
initiatives, and in the end I want to | eave you with a couple
of key points that we think that as this nmedi um devel ops
globally that clearly children are the key here. They really
are. Al of the issues that thus far have significance have
i nvol ved children -- content with the Comruni cati ons Decency
Act, and how do we protect children against inappropriate
contact. W've led industries on that for over two years in
devel opnents that we're taking in terns of enhancing our
parental controls.

In the area of child pornography which you' ve heard
about earlier, we've lead the industry in devel opi ng
protocols with the FBI, with the Justice Departnment, with
I nterpol and ot her | aw enforcenent agencies so that we can
cooperate. We do not want child pornographers online,
period. W don't want them on our service, we don't want
t hem on any service, so we have devel oped very effective

cooperative arrangenents with |aw enforcenent agencies

wor | dwi de. And now our children's marketing -- that is the
great focus of our conpany right now. | think we're making
progress there and |I'l|l be happy to answer sone additi onal

guestions on that product. Thanks.
COW SSI ONER STEI GER: Wen we heard fromthe | aw

enforcenment officials earlier this afternoon, they suggested
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that there was such a thing as a | azy pedophile who woul d use
consuner profiles including profiles of children that they
were able to gather, if | understood correctly, fromservice
provider lists. |Is that correct that such lists of profiles
of custoners are available, or did | m sunderstand that?

MR, BURRI NGTON:  Commi ssioner, let nme speak with
respect to America Online and our eight mllion nenbers
wor |l dw de. We agai n educate parents about the need to enable
parental control tools and with that they can channel their
children into the Kids Only area and once their children are
in that area, if you wll, corralled and roped off into that
area, they are not allowed to create a nenber profile.

We al so actively pronote the creation of nenber
profiles. If you sign onto AOL we don't rem nd peopl e that
Gee, you should create a nenber profile. 1t's an optiona
thing that menbers do. As an ACL subscriber, | can choose
not to create a profile at all and then there's nothing to
search on, and then certainly in the Kids Only area, we
conpletely disabled that function altogether so that children
are not allowed to create a profile. Cearly the issue here
for us is to continue to educate parents on how to use these
parental controls and they have those controls in their face
all the tinme so they know how to use them

Does that answer your question?

COWM SSI ONER STEI GER: How accessi bl e are nenbers'
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profil es?
MR. BURRINGTON: Well, in terns again speaking for
Anmerica Online, you can click onto -- there is an area on the

top screen, the front screen of the service where you can go
down and search for nmenber profiles. So in ny case if ny
busi ness screen nane is Billburr, | have Billburr in ny title
and conpany and | get a lot of strange E-mails because of
that, but people could conceivably search for, for exanple,
Washi ngton, D.C., and then anybody who has chosen to create a
profile, any adult who has and in the case of kids- only they
can search and find other subscribers that are in Washi ngton,
D.C. for exanple.

The inportant thing to renenber is there is no naster
profile data base of all 800 mllion -- excuse ne, eight
mllion subscribers to Arerica Online. It is an optional
feature sone people like to do that because they want to tel
ot her subscribers that | have an interest in this area or
l[ive in this area and again it's a very optional thing and in
the case of Kids Only kids, they can't even create a profile
to begin wth.

COW SSI ONER STEI GER: Thank you.

M5. RUSK: Wthin AOL the screen nane that appears
when a child is in a chat roomis essentially their E-mail
address and | wondered if you could comment on that in |ight

of the problens we've heard about.
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MR. BURRINGTON: Well, | think that -- we do have
this unique feature in that we allow people to create screen
names which in effect do becone their E-mail address, if you
just add the @sign and AOL.com that is their E-mail
address, but I'mnot quite sure what you're looking for in
that regard. | just want to clarify your question a little
bit in what you're looking for in that regard.

M5. RUSK: In order for a child to participate
in the chat room wll that screen nane automatically
appear, so that everybody in the chat room sees their E-mail
addr ess?

MR. BURRI NGTON: Yes, that's correct. Now the
important thing here though is within the Kids Only area, we
have dedicated Kids Only area chat roons and on the overal
service and I know | keep com ng back to parental controls,
but parents can, when they enable those tools, and we urge
parents to do this, they can disable the chat room function
al together. They can say for ny six year old or ny eight
year old, I do not want himor her to be able to chat with
anybody.

They can sel ect out and say give nme the names of your
five favorite friends on AOL and those are the only people
that you will be allowed to get E-mail from They're very
sophi sticated but yet easy to use.

If you can click a nouse and you can type fairly
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wel |, you can enable these controls, and so we think again
this is an exanple where all of us have to work together on
t his.

This is not a governnment solution problem it's not
an industry solution problem it's industries, governnent,
parents, educators working together and al so | aw enf or cenent
to get these nessages out to people, in our case to tell them
activate your parental controls. |[If you just go into that
area, it's very self explanatory, it wal ks you through their
oncom ng version of the service where they actually have an
interactive which literally says if you have a child do you
want themto do this? Do you want themto receive E-nuil
fromeverybody in the world or do you want to continue it to
only a few people? Do you want themto be able to go into
the chat roonms or not? W have the Kids Only area and
they're welconme to go into that. |It's a very, very effective
tool. The challenge for all of us is how do we pronote the
use of those tools and keep neking that.

MR. PEELER Bill, do you know what percentage of
your subscribers have children who are using the parental
control s now?

MR. BURRI NGTON: W have sonme data on that and | know
there was a figure | think thrown around here today earlier
when | was not here, sonething |ike 25 percent users. | know

t hat our percentage is higher than that, but | can't tell you
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today exactly what that percentage is.

MR. PEELER Fifty percent?

MR. BURRINGTON: | would believe it's less than
that. And we're not happy with that. That's not a good
thing and we want to work on that. W' re undertaking sone
initiatives. Steve Case, our Chairman and CEO in a recent
speech at the National Press Club, said we're all busy
buil ding this nmediumand we all, ACL, our conpetitors and
ot hers who care about this nedium have got to take the
responsibility to start really educating parents.

W tried to do that a couple of years so when we
created the Online Public Education Network through the | SA,
I nteractive Services Association, with an 800 nunber and a
brochure -- and essentially we need to get the information
about parental control tools and other blocking tools in
peopl es' faces and | think to the extent we can cooperate
wi th governnment to do that, that's what we want to do.

We're going to be organizing with industry children's
groups, education groups and governnment people a two-day
summit in the Fall to talk specifically about child safety
issues at the Famly Online Summt. The idea is to bring
everybody together that has a stake in this including | aw
enforcenment, educators, the President and people from FTC and
ot her groups to say what progress has been made to nake

avai | abl e parental control tools and how can we use our
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col | ective resources, including the President of the United
States and parents to use these tools and here's how you use
t hem and here's where you can get them

That is the nost effective thing that we can do.

MR. PEELER. Thank you. We'Il now turn to Rob
McHugh.

COW SSI ONER STAREK: Excuse ne. | would like to
learn a little bit nore about the Kids Only area. Wen you
turn on the conputer and it's a choice that you can go there,
a choice that the parent woul d obviously nmake and then once
in there, you can't get out. |Is that right?

MR. BURRINGTON: That's correct, Comm ssioner.

Agai n, when parents begin to nmaster, again it gets a little
confusing, but | keep throw ng these terns out so that we can
clarify them

Only the master account hol der can nmake changes to
t hose parental control tools. And only an adult who's 18
years of age or older can get an AOL account. So presumably
t he master account hol der can have four additional screen
nanmes, one for say Johnny M, who's nine years old, |I'm going
to go in there and allow himto have access to the Kids Only
area and that's the only place he can go.

They can't go out on to the Internet or somewhere
el se and you can see there are barriers. W're putting up

the rem nders working with our partners to require a
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principle that we've adopted which is parental perm ssion
first -- you have to get your parents' perm ssion before you
do anything. W are also working with McroSystens in terns
of sone privacy patents.

COW SSI ONER STAREK: So the Wb sites that are
hi ghli ghted here in the CVE study would not be only in the
Kids Only area of Anerica Online because the vast majority
don't require parental control ?

MR, BURRINGTON: That's correct. You raised a very,
very inportant point for these hearings which is that when
you are a subscriber to Arerica Online, we have our own
content -- in the case of the Kids Only area we have peopl e
who have created their own content and of course that's al
very carefully screened. W then have partners |ike
Ni ckel odeon or Warner Brothers and we have contracts with
themand we work with them and say, to the extent you're
going to do business with us and we want your content very
much, these are the rules you have to conply with, parental
perm ssion first.

And then keep in mnd as the CME study shows that
there are going to be a whole I ot of other Wb sites out
there that we will not connect to. You can get to those
sites if you get onto the Internet, but within our world --
used this anal ogy before -- in sone ways we're like at a

resort and there's a swnm ng pool there that's got sone
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Iifeguards, |ane guides and rules. And that's really the
propriety, private Anerica Online network. Then there's a
little channel that will whisk you out into the ocean and
that's the Internet.

We can work on a lot of things with respect to the
Internet, but then there's other areas we sinply don't have
control over. To the extent we have sone control, a
contractual arrangenent wth content partners of our own
content that we've created or not allowing kids to go to
certain Wb sites. That's the best that we can do and,
frankly, it's very effective.

COW SSI ONER STEI GER: Can you tell nme how broad the
content is in this comunity of current events, how broad a
range?

MR. BURRI NGTON: Yes, Conmi ssioner. There is quite a
broad range that's appropriate for children ages six to 12.
Now, we're going to be devel oping other areas in the future
where the plans are well off the drawing board in the
devel opnental stage to do a simlar area for teens -- age 13
up to 17, so they will also have their special area. W
al ways hand-pick the content that's appropriate for that age
group whether it's news, education or whatever and | think
that we all recognize here the value of this nediumin terns
of unprecedented opportunity for children to educate, to

enable themto learn, to enpower themto comruni cate.
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I'"ve had a |lot of parents |I've talked with that said
my child won't talk to ne at school or they're bashful, but
when they got out onto AOL, they start to neet friends from
around the world, they can actually be comruni cating and our
big challenge is to continue to pronote those positive
benefits with mllions of children, especially at that age.
They are the ones that are going to be driving this nmediumin
the 21st Century and making it truly a mass nedium but stil
we need to take care of these inportant children' s issues,
whi ch are safety and child pornography.

COW SSI ONER STAREK: Just to follow up on the Wb
sites that are available on the Kids Only area, you indicated
that with sone conpani es you have partnerships with and work
on devel oping content, and you cited that N ckel odeon was one
of them but in the CVE study they pointed out and showed us
on the screen here just before this presentation that
Ni ckel odeon was in their view one of the worst and that it
required tons of information and engaged in contests awardi ng
prizes without any parental consent. So, www. nick.com would
not be in the Kids Only area, the other Nick site would be?

MR. BURRINGTON: | need to clarify a little bit. W
have what we showed you on our slide, there's N ckel odeon and
what they do out on the Wb, that's their site. Wat we can
say is to the extent you're a partner with us, these are the

policies that require you to link to our Wb site, we are
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going to have splash screens that are going to pop up and
tell kids to talk to your parents for exanple or get parental
permssion. | don't know if that answers your question or
not, Conm ssioner.

COW SSI ONER STAREK:  Specifically, you then have
sonme sort of N ckelodeon site that's in Kids Only?

MR. BURRI NGTON: Yes, that's correct. And then it is
a -- in other words, there's the N ckel odeon Wb page and
what ever Ni ckel odeon chooses to do is what they do. They
create content for us on ACL so you're going to be seeing
Ni ckel odeon create content only available to Arerica Online
subscribers, in this case only available to those in the Kids
Only area. But occasionally there will be links off out of
the AOL sw mm ng pool out into the N ckel odeon Wb ocean in
the Internet and in that case, we do have these splash
screens and other policies that we've been putting into place
to remnd parents to tell kids you' ve got to talk to nom and
dad.

COW SSI ONER STAREK: One | ast question on the Kids
Only area | would Iike to ask about chat roonms. Wiat if an
adult pretends to be a child and sets up one of the screen
nanmes and pretends to be a child. |Is there any way to verify
that this child is actually a child and not really an adult?

MR. BURRI NGTON:  Agai n, Conm ssioner, you ask a

very critical question. Wen you sign onto AOL, as | said,
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you need to be an adult to get that master account. |Is it
possi bl e for people to say | want to be a nine year old?

COMM SSI ONER STAREK:  The adult signs on and then
lists a child s nane as one of the four screen users and it's
really the adult.

MR. BURRI NGTON: The great problemwth this virtual
mediumas it is constructed globally with all conputer
networks all Iinked together is you don't know definitively
t he ages of people who are online. And short of us not
knocki ng on doors, we don't know that. Now there are a |ot
of things we do in the Kids Only area. For exanple, we have
that area staffed very fully in the chat roons to nmake --
we're in people's faces in one respect. In other words, Kkids

know and parents as well| -- because parents are in the Kids
Only areas with their kids a ot of the tinmes, so we really
rely on the sort of |easing programwhich frankly has been
wor ki ng very wel | .

Are there going to be occasional cases that are off
the screen so to speak that are not appropriate? O course
there are. The way we deal with those is we have very tight
cooperative relations with | aw enforcenent. Wen we have
informati on that sonebody's in there posing as an adult in
attenpting to neet with a child or whatever information was
reported to us or we discovered, it is immediately reported

to |l aw enforcenment and we will prosecute those people.
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I will say this, Comm ssioner, that in the last two
years in fact | was very much involved with "Innocent | nmages"
investigation a few years back. | think there's been a
significant decline in the nunber of people, pedophiles, at
| east using AOL for that kind of activity. Are they stil
there? O course they are. This is not going to be a
perfect solution. But | think the nessage has been sent out
| oud and clear and we want people like that to know that we
all know who you're talking to online, and it may very well
be an FBI undercover agent. W want to scare the heck out of
t hem because we don't want themand | think we've been
getting that nmessage out pretty loud and clear. And that's
why we're seeing that kind of activity in our service drop
significantly because they know they're going to get nail ed.

COW SSI ONER STAREK:  Thank you, very nuch.

MR. PEELER: Rob MHugh.

MR. McHUGH: Thank you. 1'Il try to be brief and if
| skip any details, I'"'msure you'll let ne know. W
devel oped a Web guide for kids called Yahoo just over a year
ago and to understand the policies | think it's good to
understand kind of the overriding purpose. |It's designed to
be a fun environnent for kids, a place they want to go. Yet
it's also designed to be a safe haven that parents and
teachers feel confortable having their kids cone into. So

they are serving two audi ences, both parents and children and
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oftentimes their wants are at conflict. So when it cones to
things like running contests and pronoti ons and gat hering

i nformati on, we need to address both their concerns. W're
currently view ng these screens out of tinme now that we have
redesi gned them and we're basically | ooking at doing a
relaunch this sumer. So a lot of what | can tal k about that
we' ve done coul d be couched in the context of what we are

| ooking to do right now W are again going back to the
parents and the children to help in design as we did the
first tinme. So, a lot of the decisions we're naking are
based on the info we get fromthem

Wth regard to our policy for children's safety, we
| ooked at it in several dinensions, one is how we advertise
to children; two is the content we provide to children; and
three is wwth regard to the privacy which we tal ked about
today and which is really in regard to two areas; the
gathering of the information and al so our conmunication with
chi | dren.

Qur purposes for gathering this information are
several. One is to just know who our audience is. | can
tell you now we have 50 percent boys, 50 percent girls. |
can tell you our age range. W also want to know how t hey
use the site, what they Iike, what we should build up and
what they don't |ike and what we shoul d scrap.

And then the third area for gathering information is
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to provide comuni cation back to the children. This is

sonet hing that we got feedback fromthe start, that children
are looking for this kind of community online. They don't
want to feel like they're just acting as an individual. Wth
that | can also tell you what we're not doing with the
informati on we gathered. W are not doi ng any one-to-one

mar keti ng of services or products to the children. W' re not
using the informati on we gather to sell to any third parties
and we're not doi ng any unnecessary spammi ng or using the
E-mails to just litter themwth |ike information.

So with regard to our approach to information
gathering, our site is a free site. There's no subscription
i nvolved, no registration or information gathering is
required to access the information on the site. The
information we collect is basically in tw categories of
identifying informati on which would include a nane and E-nail
and the non-identifying, which would be nore |ike
preferences, their interests, things that hel p us understand
who's using our site.

We never make any |inkage between the identifying and
non-identifiable, so we never publish or use in any way the
nanes or E-mails in any regard with any preferences or any
informati on we gather. W also nmake a distinction between
the Il ook and feel of the site on the pages where we are

gat hering anything that could be considered identifying. In
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that sense we want to nmake it clear that this is different
than the site where they m ght be asked for their favorite
nmovie or favorite TV show.

W want to make it clear this is an area where they
need to get parental permssion. |It's also clear that this
is a place that's optional and they don't need to give us
information. W also have staff who are working on desi gni ng
the text nowthat will identify -- spell in |anguage that
they can understand. W already have this in the parental
section where parents can access it.

One of the things we do with the information is
basically we just use it again in an anonynous, aggregate way
just as | disclosed to you our breakdowns on the
denogr aphics. W keep the information secure on our service,
the sane as we keep the rest of our corporate confidential
information. And the information can be deleted at any tinme
by anyone who is interested in renoving it.

Wth regard to the E-mail sent to children, we only
send replies when appropriate. W have a section for E-back
where children can tell us about things that are broken
on-site which we want to know and suggestions they have. W
feel it's inportant to give these replies because they get a
sense that there is sonmeone at the other end who is |listening
to themand that's encouraging. W only send E-mails to

peopl e who enter their names willing to receive the
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occasional newsletters or new announcenents about sites that
we're comng online with. All the nessages cone from Yahoo
to our E-mail lists. So, it never gets in anyone else's
hands and, as a result, we al so have an easy systemfor

ever yone.

So, with regards to incorporating the parents' input
into the site, we made a point fromthe start to work with
them and they' ve been very encouraged to increase the |evel
of community that we have on the site. They found that the
responses they received fromus to their children have been
very encouragi ng and very enpowering. They feel that when
one of their children suggests sonething and they actually
see on their site a thank you note fromus, that does a |ot
nore for themthan their other alternative entertai nnment |ike
watching TV. And also as a result all that we do on the
Yahoo site, safety is at the core of it, so it's very
inportant that we integrate that and in all aspects of our
going forward on this. W're grateful to be part of the
heari ng today.

MR. PEELER. Do you get parental consent before you
collect information from ki ds?

MR. McHUGH. We request parent consent, we don't
require it.

MR. PEELER. How do you do that?

MR McHUGH We have a section on the screen that
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rem nds themthat we encourage themto get parental consent
before submtting identifying information.

MR. PEELER. Are there |logistical reasons why?

MR MHUGH Yes. A lot of the tinmes the information
they're sending to us is handl ed automatically and typically
we send a reply autonmatically before anyone ever sees the
information. For it to be handl ed by what we call snail mail
now woul d be a big logistical situation. W really wouldn't
expect anyone to register.

COW SSI ONER STAREK:  What do you do with the
i nformati on you col |l ect?

MR. McHUGH: The information we collect on the site
we use to | ook at what works and what doesn't work. The
i nformati on about denographics we use also to |et our
advertisers know basically the age group of who's on the site
and the gender breakdown. The information about their nanes
and E-mails we use in a way that is basically what we call a
community perception of the site and what we try to do is
break down the areas that are of access to everyone which is
nost of the site. But for those who want this kind of
conmmuni cation, the only nmail they get fromgiving their nane
in the mil to us is that they receive occasional information
fromus. That's their reward and if they don't want it they
can renove their nanme at any tinme. The kind of information we

woul d send them woul d be things upcomng on the site. There
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may be new sites being listed, there m ght be sone new
content basically giving thema heads-up, letting themfeel
t hey know sonet hi ng soneone el se doesn't.

MR. PEELER: The Hi gh School site, |I take it, gives
access to a nunber of other sites. Do you require that they
all follow the sane policy and practices you foll ow?

MR McHUGH No. W have a directory of other sites
much as Yahoo has. Differentiation on our part is all of the
sites within Yahooligans have been | ooked at by real people
to make sure that they're appropriate for kids. W actually
have a staff of people who review them based on the content
i nside and al so check the external links to nake sure that
just because the site is listed in Yahooligans, it may |ink
to another site that's inappropriate. So we actually check
several levels down to nmake sure that they don't go
t hr ough.

MR. PEELER |Is that checking for information
collection or just for content.

MR. McHUGH: Content appropriate for the age group.

MR. PEELER. So these other sites could be collecting
significant amounts of identifiable information?

MR, MHUGH: OQher sites on the Wb who have their
own policies for gathering information, yes. W don't hold
any covenants over conpanies that want to be listed in high

school site with regard to their own policies.
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MR. PEELER: Thank you and | think now we'll turn to
M. Sackl er.

MR. SACKLER: Thank you and, believe it or not, |I'm
glad to be back. Few things are nore inportant than what we
are here about today. Protecting children generally and
specifically their privacy in the online world is vital. It
requi res special sensitivity, extra effort and extra safety
guards. W obviously care about protecting kids and, from a
very personal standpoint, because after all, anong the 75, 000
men and wonmen who work for Tinme Warner, a huge nunber |ike a
| ot of you are parents too, who want to conmend the FTC for
bringing all of us together to think through this inportant
issue. We're very pleased to be part of that. W also want
to offer a special conmmendation to the FBI and what they're
doing. W join with you in supporting as nuch as we possibly
can.

Now | want to make a few points in general about what
we' re doing and then we've got a few transparencies that wll
illustrate what we're doing to try to inprove the protection
of privacy of kids online who are comng to our Wb site.

| nmentioned yesterday that, in general, we are going
slow on collecting information fromindividuals. That
applies particularly to kids. W're going especially slowy
there. W're undertaking, again as | nentioned yesterday, an

inventory of our nearly 200 Wb sites. [It's a painstaking
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process site-by-site, page-by-page. It's a work in progress,
SO in sone cases we're still collecting too nuch information,
or we don't have enough notice, that it's inadequate in sone
way. That is going to be fixed. W're working on it very

i ntensively.

Now t here's absolutely no transfer of any information
collected fromkids to third parties. That's even within our
own conpany. W have a whol e range of businesses. W don't
transfer any of that information. W do not market to kids
in the tangible world, only to their parents. That's all we
market to. W are not and we wll not market to the kids in
the online world. W are collecting information in the
aggregate to refine our sites in order to be able to conti nue
to refresh themto nmake theminteresting, educational and fun
for Kkids.

And frankly, since we're in business to nmake noney,
it'"s to build brand identification and |oyalty to our
characters, our filnms, our publications and nore. W do
col l ect sone personally identifiable information for things
like editorial participation, like our letter to the editor
ki nds of things, opinions, contests, that sort of the thing.
But we don't maintain files, we don't use that information in
any kind of marketing way or pass it on, other than in the
ways that |'ve just nentioned.

I want to enphasize again that beyond not marketing
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to children, we do not entice children and we do not again
pass that information on. Now, what we do do is to post our
privacy policies generally, and then we have special notices
posted at all points of data collection for kids.

Here we have the SI for Kids hone page. You can see
there's a link there at the bottomto the Pathfinder privacy
policy. That policy sets forth all of our concerns and
restrictions with respect to protecting kids on issues |ike
t his.

This is sonething obviously called. [It's Tube Tine
on SI for Kids and what we're doing is telling kids who are
visiting that we're about to start a Saturday norning TV show
comng to you on your local affiliate of CBS, so please be
sure to tune in when we've got it. And we're telling the
kids we may want themto even be on it. That's only part of
what pops up on your screen. There's the rest of it.

You can see we ask for a limted anount of personally
identifiable information there, the nane, the age, the E-nmuail
address, personal address and phone nunber. W put up a
notice that asks the kids to talk to their nons or dads for
perm ssion before they give us any of that information. Then
the notice is a work-in-progress, is slightly wong. W say
we need the E-nmail address and phone nunber in case we need
to contact you. W actually need the E-nmail address and

phone nunber to contact their parents and we're going to fix
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that notice. W're going to tell themthat.

And we use that in order to be able to call the
parents and say your child has expressed an interest in It's
Tube Tinme, has been very creative in doing so, and we may
want to have your child participate in this program can we
have your perm ssion to do that.

That's why we need that information. W don't
mai ntain the infornmati on over a long period of time and we
will eventually just get rid of it. As you can see on that
notice though, that's an exanple of how we want to have our
notices all the way around our Wb site where we are
collecting information, where the | anguage, the color
contrast is designed to attract the attention and interest of
chi | dren.

Go to the next slides.

This is a point of interest called Funny Photo and it
illustrates the editorial participation that I was talking
about as one of the reasons why we collect a limted anmount
of personally identifiable information. There you can see a
sort of funny picture of Charles Barkley and we've asked the
kids to submt sonme captions. As you can tell they're pretty
good. And when they send us sonething that's good, we want
to be able to put up their name and their age, at |least their
first nane. That's one of our justifications.

Here's anot her one of our popular Wb sites fromD. C
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Comcs. Kids visit this one a lot. This is the rest of the
screen, there's the online privacy notice. Wen you click to
t hat and nove over one click, this is what conmes up. And
again we're trying to design a notice to appeal directly to
children. W' ve also got information there that we are
trying to attract the attention of the parents so that they
can eval uate how they want to guide their children's online
activities. At whatever point of data collection we may have
in DDC. Comics, we will have a simlar notice and when we get
t hese notices conplete, these too will be differentiated by
color in order to attract the interest and attention of
chi | dren.

So those are a few exanpl es of some of the things we
are doing. W do have a huge nunber of Wb sites and we
tried to hold this presentation down to just a couple of the
nost popul ar sites. W' d be happy to answer any questi ons.

COW SSI ONER STEI GER:  Before we | ose your wonderful
assistant, could we go back to the very first page, the Wb
page.

MR. SACKLER: SI for Kids one?

COW SSI ONER STEI GER:  Yes. Now, you nentioned there
is a click-on area for the privacy policy. Questions have
been asked about the effectiveness of needing to click on and
go sonmewhere else to find out the privacy policy.

MR SACKLER Right.
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COMW SSI ONER STEIGER: If | were to click on
Batomatic, for exanple, would I find a privacy policy or
warning to kids for parental perm ssion on that one? |'m
trying to figure out howthis is going to work. O am|
al ways going to have to click separately?

MR. SACKLER: |'m enbarrassed to say | haven't played
Batomatic, but | think we can now say that at |least in
Pat hfi nder that at every single point of data collection,
there is a notice and it's of the kind with the format and
the color that will stand out and advise kids that they ought
to be sure to ask your nom and dad for perm ssion before
giving any kind of information to us or anyone el se over the
Net .

COW SSI ONER STEI GER: So you aren't relying on a
general statenment on sone other site that they would have to
go into?

MR. SACKLER: No, and we're going to go through al
of our sites. That's why it's taking us sone tinme because we
want to be able to have that notice routinely anyplace we
col l ect information.

COW SSI ONER STEI GER: Thank you.

MR. PEELER: And, again, the information you're
collecting you' re using for what?

MR. SACKLER: Just to refine and inprove the sites.

Are you tal king about the aggregate information or P
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(personally identifiable) information?

MR. PEELER: | guess personally identifiable
i nformati on.

MR. SACKLER: No, we don't need personally
identifiable information to refine the site. W use
aggregate information and to make it nore fun and interesting
and attract the attention of the kids.

MR. PEELER: So, the personally identifiable
i nformati on you coll ect, what do you use that for?

MR. SACKLER: That's for the editorial participation
kinds of things. |It's for contests or opinions. W don't
use that information for any marketing or other purposes.

MR. PEELER. What happens to it after that?

MR. SACKLER: After varying lengths of tinme ranging
fromhours to weeks, it's gone. It's purged.

MR. PEELER It's not assenbled in any databases or
ret ai ned?

MR SACKLER  No.

MR. PEELER. Has Tinme Warner thought about what Dr.
Westin's study seens to say, which is that a majority of the
parents wel come control over even the provision of personally
identifiable information for internal product devel opnent?
Have you thought about ways that you can inplenent that
beyond sinply telling the kids that they should do it?

MR. SACKLER  Well, the product developnent is in the
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aggregate, so that's not a problem 1| think, in terns of Dr.
Westin's survey.

MR. PEELER.  \What about for the editorials?

MR. SACKLER: Well, on that one, | nean, we could
elimnate it. | don't know how el se -- what the other
choi ces are.

MR. PEELER | thought | heard you say, at |east on
one of them where you were collecting information you go
back to the parent and ask is it okay for your kid to do
t his.

MR. SACKLER: Well, yes, we are doing that, and I
suppose we could do that for things like the editorials --
now | see your point -- that we could do that for things |ike
t he funny photo caption. But that really is a time-consum ng
thing to do and for a function like editorial participation,
our viewis that a notice should be enough, and if it isn't,
| don't know for sure, but | would suspect some of our
editors mght |ean toward di scontinuing doing that, because
it then becones too burdensone for that particular function.

M5. RUSK: Do you know if any of your sites have chat
roons or bulletin boards? W heard this norning about the
E-mai | conpani es harvesting addresses, and | just wondered
whet her that's a possibility.

MR. SACKLER: First of all, we have no chat roons

anywhere that are ained at children, our chat roons are only
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for adults, and for those we do require registration and we
give thema warning and we collect a fair anmount of
personal ly identifiable information. | know that there's a
significant anount of concern about giving too nmuch
information, but there's also sonme concern the other way that
with too nmuch anonymty there's a problemthat if sonebody
does do sonething that's untoward you want to be able to have
the information to be able to trace back and maybe the fact
that you have to provide information will deter sone people
who really don't want to be identified.

MR, BURRINGTON: | would like to nake sone clarifying

statenents just very briefly, if there's a nonent to do

t hat .

MR PEELER  Sure.

MR. STEVENS: Being on the |ast panel at the end of
day reminds ne of a phrase | heard the other day -- that the

m nd can only absorb as nmuch as the back side can endure. So
given that, 1'Il try to make it brief.

For those of you who aren't famliar with DVS
(Digital Marketing Services), we are a joint venture conpany
of America Online who owns 70 percent of our conpany and the
Martin G oup who owns 30 percent. The Martin Goup is one of
the |l argest market research firnms in the United States. Wth
the Internet comrerce and possibility of doing custom

research over the Internet grow ng and becomng a reality,
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DVS was fornmed as the joint venture of ACL back in 1995,
which puts us in Internet years at about a 14-year old
comnpany.

Internet years are often translated to dog years.

So, that's exactly what we do. On behalf of Fortune 500
conpani es, we inplenent various marketing and market research
prograns and sone quantitative market research progranms. As
director of research services, obviously | focus on the
research side of the business and that's what |I'mhere to
speak on today.

W have net hodol ogi es that we use throughout a
variety of studies, but the one thing we do have that is
consi stent across the board are the guidelines, privacy and
ethics guidelines, that we use internally at DVS.
Specifically, |I think Ruth is going to help nme on sone slides
her e.

Specifically in an area in Arerica Online called
Opi nion Place, nenbers cone to do a variety of things.
Actually, AOL Reward is another area that we just |aunched in
connection with America Online in which it's basically a
retention program It gives nenbers the opportunity to cone
in and earn an incentive for their tinme. They can earn
poi nts, and these points can be used to, for exanple, apply
to your ACL fee. If you' re a heavy user and you're on the

$19.95 unlimted use plan, basically you can cone in, you can
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earn 2,000 points and that pays for AOL's fee. And you can
do a variety of marketing prograns to earn points. Filling
out a survey, this being a survey product, is one of the ways
you can earn points.

Finally, a visitor comes into OQpinion Place to earn
t hese points. The researchers in the roomare randomy
selected froma variety of screening nodul es that we have out
there. W could have 30 to 40 surveys. Cbviously, you can't
answer all the screening questions for each associ ated survey
or you would take a 30 to 40 question screening before you
even have the survey.

So, we randomy select or assign visitors to
screeni ng nodul es. Now, oftentines we do research studies
for marketers of children's products, services progranmm ng,
and sone of those marketers have been nentioned today.

If you go into OQpinion Place in the screening process
-- if you look at the slide -- one of the things that we ask
you is which category best describes your age. Now, if you
click that you are under 15 years old, we ask you two nore
standard questions, your gender and your zip code, which nost
children don't know. And then basically we say, "Thank you
for participating, |'msorry, but we don't have a survey for
you today." Because we don't want to say, sorry, you're out
of here the mnute they give us their age because we're

afraid they'll catch on and then they'll say, well, |I'm ol der
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than I am

However, if you're an adult and you say that you fal
into an adult category, then you would get the next screen.
You could randomy be asked is there a child in your
househol d between the ages of 7 and 14 who uses an online or
an or Internet service. That may be the age group that we're
| ooking for. You'll see that that is the age group that we
think -- you don't really want to go younger than seven
because we're not real sure that they woul d, nunber one,
understand a | ot of the survey techniques and we don't know
whet her they woul d understand a | ot of the questions, and we
believe that over 14 a lot of 15 year olds are witing
progranms right now, so they know a | ot nore about their
I nternet use than their parents do (|l aughter).

So, if you click "yes," you would find the next
slide, which says, great, would you grant them perm ssion in
a survey regarding, for instance, television progranm ng?
They must be avail able right now and you may observe them
taking this survey.

Now, what's uni que here conpared to what a | ot of
ot her people are doing is instead of going to the child and
saying, hey, wll you please go get perm ssion from your
parents to participate, we go through the parent and ask them
if they would allow the child to participate, which is a

little different. So, the option is, yes, | grant them
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perm ssion, they are available, | grant them perm ssion but
they're not available, and I would prefer to decline.

So, if they choose that they grant perm ssion and
that the child is available, they would get the next slide.
This is just so we have all of the editing and |logic that you
woul d have in any tel ephone interview environnment. So, we
say, great, thank you, there's a high probability we'll ask
you to get themin a mnute. |If so, please assist them as
needed but try not to influence their responses.

So we're encouraging the parents to observe their
child taking the survey and assist as necessary. Sonetines a
child, such as an eight or nine-year-old, may not be able to
type on a keyboard as fast as they would |li ke to and one of
the things that we have found that when children type
thensel ves it's funny because they are perfectionists
(laughter) and sonetinmes they were taking too |ong. W have
a four-mnute tine-out -- and if you have a question we don't
want you to conme in and have to go answer the phone and you
be on the phone and it would tine out. Well, these children,
they were answering it, but it was taking themlonger than
four m nutes because they wanted their responses to be
perfect. So we have encouraged parents to assist as needed.

Then they woul d answer two to five other screening
questions based on other surveys that they may have been

randomy assigned to to see if they may al so be qualified for
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t hem

W work very closely with AOL who owns 70 percent of
our conpany, so we nonitor what's going on in the industry.
| think that we've all seen today that there's probably a
little bit of a difference between the | evel of hype and the
| evel of reality and | think that every day we're bringing
that closer and closer to parity there.

In M. Westin's survey -- | think that's great -- |
think it's very valuable for projecting against the general
popul ation. One of the things that | think that is being
done a little bit differently is, for instance, not al
mar keters want to talk to all people, they want to talk to
their target. So, when you tal k about online privacy issues
and online ethics issues and parents' attitudes with their
children using an online service, | think that the attitudes
and opi nions of the people who are currently online -- we,
anyway, consider this to be a little nore -- | guess you'd
say valuable -- but alittle nore rel evant because they're a
little nore educated in their opinions, because they have

been online and they know what it's about. There's not that

fear of the unknown that sonetinmes -- and | apol ogize to the
nmedi a representatives here -- that sonetines the nedia
gener at es.

We, hopefully, have taken that a step further by

noni toring not attitudes and opinions but behavior. And,
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hopefully, this next slide will address that a little. This
is kind of a flow chart of the process that | just described
to you. We went and sel ected a random sel ecti on of people
who responded to the screen, N=2,166 here. W just did it in
integrals with a maxi num of 200 fromeach day. And it kind
of wal ks through the process.

AOL currently has -- well, 48 percent of the ACL
househol ds have children in the household. You'll see that
com ng through, the first question: |Is there a child in the
househol d? Do you use Anerica Online or Internet service?
That in our sanple, 19 percent said, yes, | do have a child
between this age group that does use the online service.

kay, great. So |looking at that 19 percent as the
whol e, as the people that we would want to talk to about
their opinions of their child in this age group
participating, would you grant them perm ssion to participate
in a survey regarding children's programm ng, for instance?
They must be avail able right now but we encourage you to
observe them when they take the survey. Sixty percent --
thisis alittle different than M. Wstin's report -- said
they are available right now and | do grant them perm ssion
to participate in the survey.

Thirty-seven percent said, yes, | would grant them
perm ssion but they're not available; 3 percent sinply said I

woul d prefer to decline their participation. That's a little
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different -- that's 97 percent saying, yeah, | would grant
t hem perm ssion, with 60 percent saying they're here and |'|
l et them participate.

MR. PEELER: Craig, just a point there. | think what
Dr. Westin's survey is showng is the concern about children
doing it wthout parental consent and what your nunbers are
reflecting is at | east you're asking for, at least in this
environnment, that the parents are confortable.

MR, STEVENS:. That is correct, that is ny point, and
that's what is in Dr. Westin's survey and | think it is very
val uabl e in pointing out the general population, their
attitudes and opinions about that. Wat we have done is we
have gone beyond the general popul ation, we've narrowed it
dowmn a little nore to those people that are online and
even gone further to neasuring up not only the attitude
and opi nion but the behavior which gets a little nore
specific.

But | think the reasons for this, |I think Bill --
he's right on target with a ot of that -- AOL is rapidly
gaining the respect and popularity of parents as far as
letting their children use the service because of the
tremendous strides that AOL is taking to ensure the
protection of children online.

Agai n, 48 percent of the households that are ACL

househol ds have children. | think the analogy that Bill used
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is accurate, one that |'ve kind of used to communicate the
same thing is if you think of a castle wth a draw bridge --
well, within the castle is AOL and the walls and the content
are there and there is a trenmendous anount of activity in
content -- information and a lot of attractive things inside

-- the draw bridge being the gateway to the Web. And that's

exactly the analogy that Bill has used.
AOL has the ability to say not only, well, we're not
going to lower the draw bridge for you to get into -- get out

of the castle and get into the Wb, but we have the ability
to lock the doors within the castle, too. You don't have
access to this. But you can have access to certain doors
within the castle, certain areas that are -- that are deened
appropriate for children.

I think another reason is perhaps our own guidelines
whi ch hopefully the next slide will denonstrate. For those
of you who can't read those, first and forenost we have
obt ai ned parental consent for the child to participate, no
mar keting or pronotional overtones in the research. W also
noni tor the questionnaire length, we work with our marketers
that we do those surveys on behalf of. And they come to us
sonetinmes with extrenely | ong survey requests and we're |iKke,
no, this won't work in this medi um

So, limting the length of survey is very inportant.

We don't want to even address certain topics, such as race,
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househol d i ncone, marital status or parents, religion,
relationship with other children, relationship with parents,
grades and schools, famly illnesses, things |like that that
maybe could potentially upset a child. W don't want to get
into those things -- into their mnd -- and we certainly
don't ask personally identifiable information such as their
name or screen name, their physical address or E-mail address
or their phone nunber.

All data is provided and anal yzed on an aggregate
basis. W tabulate it on an aggregate basis and we present
it on an aggregate basis to the sponsors of these surveys.
And then finally sone are nore of the user issues, try to
[imt the nunber of open ends for the typing issue, use
graphi cs when possible, especially for aided recall because
sonetinmes a child may not renenber sonething if you use a
textural question. |Instead, with this nmedium this
mul ti-media, we can input graphics into our surveys and we
can say that, yeah, we visited this area on AOL. It could be
the Kids Only area, it could be an area wthin the Kids Only
site.

And, finally, the last one is pretty easy for you --
pretty easy for us over at DM5, and that's to try to think
like a child. Wsat that neans is in constructing a
questionnaire and the type of information which you' re going

to obtain and the way that it is presented, it neans exactly
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that -- try to think -- try to put yourself in the shoes of a
child that would be participating in the survey -- to ask
t hem what best represents your gender -- | don't know quite

what a gender was when | was eight but | knew | was a boy.

MR. PEELER: Can | get you to close up?

MR. STEVENS: Sure, |'m done.

MR. PEELER.  Ckay, thanks. Conmm ssioner Varney.

COMW SSI ONER VARNEY: | think it's obviously terrific
that you try to get parental consent although you may have
gquestions about howto do it and that all of the information
is not personally identified and that goes a | ong way. And
t hen you obviously, you know, conpanies are paying for the
results of this research

MR. STEVENS: That is correct and | hope they keep
doing it (laughter).

COW SSI ONER VARNEY: That's right. But one question
that | didn't have a lot of clarity on -- and you may have
answered it nost directly -- do any of you sell your lists of
kids or E-mail addresses in any formor any capacity, ever,
under any circunstances? Could you answer that one?

MR, STEVENS: No.

MR, SACKLER:  No.
M5. CLARKE: No.
MR, McHUGH: No.
MR

BURRINGTON: No. This is really like that
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t obacco thing (laughter).

COW SSI ONER VARNEY: Now, here's the next question
then -- that's great! How nmany are there two, four, five of
you -- that's terrific! How many are there out there, nore
at the table -- 500,000, 5,000? | mean, you're acting
responsi bly. What do you think we ought to do about
everybody el sewhere? Were are they? Wy aren't they
here?

MR, BURRINGTON: Well, if I may, Conm ssioner --
first if I may, just for the record, | made a couple of
slight errors in what | said and as we said we always want to
be very forthcom ng.

COW SSI ONER VARNEY: Last year, the year before or
(laughter) --

MR, BURRI NGTON: Well, for the next year, actually.
Just a couple of quick things for the record. One we said
we're going to develop a new teens area and that really is
just for teens aged 13 to 15 rather than 13 to 18. Again, to
be accurate.

And the final thing is one that we tal ked about the
linking of Web sites and so on and so forth. And | just want
to -- it's a conplex area and, you know, we have busi ness
rel ati onships with sone partners who have Wb sites, but also
t here are people who we don't have, don't have any business

rel ati onships that we work with and so, you know, our
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chal l enge here is that we're trying as best we can within our
area, we're cautioning partners to make them foll ow our

revi sed gui delines, and nost of them have been, it hasn't
been a problem There are sone situations where that's not
wor ki ng and so we have sone tenporary fixes.

But this an all-inportant question and it gets to
your question, too, Comm ssioner Varney, which is that this
is like a scul pture and | hate to, you know, castles,
resorts, | prefer the resort personally (laughter). But this
is truly like a -- really like a sculpture and if you saw
t hat scul pture wheel turning, it's noving so fast and
increasingly there are nore hands on that chunk of wet clay
trying to figure this out and internationally as well, so
it's a lot of hands.

And | think what we're trying to dois -- | hope |'ve
denonstrated here and I know ny col | eague has, that when a
probl em conmes up like spam we try to get on it and attack it
froma variety of ways. There are lots of different
approaches we can try, and we're not going to get it perfect,
but the inportant part is that we're on these things and we
are trying different approaches.

For exanple, we're thinking maybe we'll send E-mails
to parents if their kids do get into the sweepstakes. Sone
of those are nore readily and easy to acconplish quickly,

others are not. So we're trying to sort through those as
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well. But | think the great challenge in terns of how we
capture the other folks -- and I don't think, you know, you
want to invite 500,000 people here, but | think --

COMW SSI ONER VARNEY: | don't think they would cone
(laughter).

MR. BURRI NGTON: Yeah, right. As an industry | eader
and the largest Internet service provider in the world, we
are building a global brand, we care deeply, as Steve Case
said in his National Press C ub speech -- we believe there's
this incredible power in this global nmedium and it is
going to clearly be a mass nedium And we really do
believe that we have a certain responsibility, and | think
that our challenge is increasingly globally wth other
governnments in doing what we are favoring is a
sel f-regul atory approach.

And what we get from people back is, Well, where's
the enforcenent? How do you enforce that? And what we're
runni ng up against is anti-conpetition |laws and anti-trust
laws that we need to be nodified to allow us to do sone of
t hese t hings.

COW SSI ONER VARNEY: O -- and this is not a trick
guestion -- is not the alternative if a magjority of
conmi ssioners at this agency would agree -- which | have no
i dea whet her they woul d upon consideration -- for the FTC to

say Thou shalt not sell information about children. And |
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don't want to put you on the spot, but this is what you al
are doing. | nean, would that be a reasonable position for
this agency to take?

M5. CLARKE: If | mght, one of the things that we
haven't brought up in these last few days is the fact that
while | believe that the nunber of kid sites done by
conpanies is closer to the hundreds just because it's such a
| arge anount of work, what we haven't tal ked about is the
fact that there are thousands of kids personal Wb pages
where they thensel ves are putting their E-mail addresses,
their full names, their hone addresses, their tel ephone
nunbers. And so for us one of the things that are very key
i s education, because we have to use the commercial sites to
get out to the individual sites and just educate kids and
adult parents, educators, what is actually safe practices on
t he Web.

COW SSI ONER VARNEY: Well, how woul d t hat
be in any way in conflict or inconsistent with a
straight-out prohibition against selling children's
i nformation?

M5. CLARKE: Well, I'mnot famliar with a ot of the
practices at the FTC and | egal issues, but what | can say is
for us what we have found is that education, again, is
i mportant because it's not often -- it's not only the

conpani es that need to |learn and practice right but it's the
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kids thenselves. And we had to do a lot to |et kids know
what is safe and what is not safe.

You had asked earlier how do people get kids'
E-mails. It's the kids thenselves a |ot of tines that are
publ i shi ng because they just don't know any better. And
that's why it's inportant that there needs to be directives
for conpanies but then for individual too.

MR. SACKLER: In the first instance, we, |ike
everyone else, think that the best way to go is through a
conbi nation of self-regulation and technol ogy, just |ike our
col | eagues at DVA and all of the other organizations that
have cone before you. But there's always sone sort of the
i rreducabl e m ni num of bad actors.

Now, | realize that none of us do or do we have any
plans to sell, market, traffic-in or do anything else with
personal ly identifiable children's information or children's
information generally. But | hesitate, at |east at the
outset, to go to sonething |like a sweeping prohibition
against doing it in every single circunstance w thout kind of
delving into are there sone circunstances, wth parental
consent perhaps, where it would be sonething that could be
done for some good purpose.

Now, if there were sonething, and | certainly -- we
certainly have no proposal -- but if there were sonething out

there fromthe Comm ssion or the staff or one of the other
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parties that would focus on regulating truly bad actors in
sonme way, maybe that would be a fruitful way to go. | don't
have a specific for you, but if there was --

COMW SSI ONER VARNEY: Not unli ke the experience we
had with you when we regul ated two nont hs ago.

MR. SACKLER: Not at all unlike it. And there
have been a | ot of other exanples that this and other
agenci es have done over the years, but confined to the truly
bad guys.

COW SSI ONER VARNEY: And do truly bad guys, in your
opi ni on, include those people who coll ect extensive,
personally identifiable information fromclearly children
wi t hout parental consent?

MR. SACKLER: | would hesitate to | abel them bad
guys. It's a matter -- it was a matter in ny own conpany of
educating everybody, of having in incentive to say, Hey, wait
a mnute, what are we doing here? And are we collecting too
much information? And, yeah, maybe we are.

COW SSI ONER VARNEY: All right -- collecting it
W thout the parent's consent.

MR. SACKLER: And are we collecting it without the
parent's consent. | think | would want to see who was
educatable first, who could be incentivized, how well the
t echnol ogy m ght be devel oped and applied -- all of those

things -- and then get at that residual, whoever that m ght
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be.

MR. BURRI NGTON: Comm ssi oner Varney, | nmean | want
to just echo what Art said, and |I think that because this
thing is evolving so rapidly and it's still so conpetitive --
and it really is -- is that what we're finding -- and
certainly this is happening in other areas of
children' s-related i ssues, whether it's content or whatever
-- is that if the market forces are so great right now I
mean, we're putting our noney on the fact that we can be the
nmost children friendly, you know, kid safe. W think that
that, you know, over tine there's going to becone sonewhat of
this market pressure because we know that our nenbers demand
that. And Dr. Westin's survey, which I'mglad we did,
confirms that a | ot of parents have a big, big problemin
this area. And the key is what's going to really, in the
l ong run, be the nost effective thing.

| -- 1 think that the Conm ssion can pronote the
conti nued devel opnent of sone of these technology tools, can

partner wth the industry and other groups on really getting

t he education nessage out there. | don't know what the
alternative is here -- we can have a regul ation that says,
Thou shalt not whatever -- how do you enforce that? | nean

how -- do you have people sitting at banks of conputer roons
all day surfing the Net to find --
COW SSI ONER VARNEY: No, we get lots of conplaints.
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MR. BURRI NGTON: Now, there are conplaints and |
understand that. But | think it's going to be -- it's going
to be a conbination of things here and then even if we do
that here inthe US -- this is ny deep concern -- what's
the international approach? Because it's going to really be
rendered al nost neani ngl ess. | nean, it wll be good for
all of us to say we tried sonething and -- but it's really
going to be rendered al nost neani ngl ess when you start to
| ook at this nore globally.

COW SSI ONER VARNEY: But, on the other hand, you
know as well as | do that the French Data Protection
Regi strar -- and | hope Jerry knows this -- when you
go up in French | anguage, the French Data Protection
Regi strar considers that you are targeting an audi ence
of French peopl e and he believes you are conpletely under
his jurisdiction and he has and will prosecute you if you
don't conply with the French data protection |laws. R ght now
there's litigation involving several conpanies in France over
t hat i ssue.

MR. BURRI NGTON: But to the extent, Conm ssioner, we
can have consistency | think that's the key area. W build a
gl obal brand as this is a seamnl ess global nediumthat the
consistency is the key to any of these solutions that we're
tal ki ng about, including a regulatory one.

MR, McHUGH: If | could just followon this. In
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terms of this being such a new nedia and you're constantly --
there are people trying to nmake anal ogi es between this and
other nmedia, | think -- | think we need to constantly | ook at
what kind of regulations we apply across publications and

tel evision and radio and tel ephone, and say that this should
be no less stringent in that area.

But, as well, there's no place for people to hide
on the Internet. |If there are people who are doi ng bad
t hi ngs, people will know about it. And as we see with
the spammers, the market in sone way takes care of itself
internms of the -- you're not going to hear of anybody
standi ng up and pointing to thensel ves and saying, |'m
making a fortune collecting children's information and
selling it.

So, the people who are doing it won't be on these
panel s and they won't be major conpanies spending a | ot of
noney on Web sites.

COW SSI ONER VARNEY: | hope you're right.

MR. PEELER. Well, with that | think the hour is
late, | have a couple of just admnisterial things to do
first though. The first thing, panelists submt your visuals
for the record. | would rem nd everyone that the Record
remai ns open until July 14. W'Il|l be neeting back here
tomorrow norning at 9:45 to resune the di scussion of

children's issues, particular screening technology during the
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di scussi on.

|'"ve al so been asked to warn you that if you' re not
out of the building by 7:00 you will be spending the night
here (1l aughter).

(The hearing adjourned at 6:00 p.m)
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